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'OPC UA - Security 2014 ==
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Security Yesterday and Today 2014 ==

Factory floor no longer an island

TrarTSTters,
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Cyber Security — Multiple Aspects 2014 =2

Physical

Classic IT Focus
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System

Application Current ICS Focus
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Implications: ICS meets IT 2014 ==

Traditional IT Higher-Level ICS | Lower-Level ICS

Confidentiality Integrity Availability
Integrity Availability Integrity
Availability Confidentiality Confidentiality
Safety
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'OPC UA Goal: Secure Data Connectivity

Valid Systems HMI  Historian

Connecting Securely
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Challenge: How To Keep It Secure

Must uphold:

Confidentiality Integrity Availability

How?
e Build standard with security in mind
« Use industry accepted standards & best practices
(Ex. WS-*,NERC, ISA99, NIST...)
« Keep it flexible: Account for evolution
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Key Security Factors 2014 oo

1. Should the Client and Server trust each other?

2. Should the Server trust the current user of a
trusted application (Client)?

3. How can the data be protected?
4. Is there a trace of what happened?
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Secure Communications
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“Security Backgrounder 2014 =

N
(@) Physical

“d security Digital Security
Physical Keys & Locks Cryptographic Keys & Algorithms
Keys - Physical Keys - Large Prime numbers (hard to guess)
Locks - Physical Locks - Cryptographic Algorithms
Lock & Unlock Encrypt & Decrypt
Block Access, protect contents Block Access, protect contents,

prove identity
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A

(>

Side B

[ Public Key A ] [ Private Key A ]

Sides A & B: Exchange Public Keys
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A

Phrase

: Public Key B

: [ Private Key A ]

E>[ Phrase(B) ]

Side B

— >

[ Private Key B ] [ Public Key A ]

Side A: Encrypt “Test Phrase” with Public Key B
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

Phrase ( > Phrase(B)(A) |
| | [
~ Public Key B | [ Private Key A ] @— [ Private Key B ] Public Key A ]

L

[ Phrase(B) ]

Side A: Sign “Test Phrase” with Private Key A, send to B
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

Phrase ] Phrase(B)(A) ]

: Public Key B ] [ Private Key A ] 4{:}— [ Private Key B ] Public Key A ]
[ Phrase(B) }<:://

Side B: Verify signature of “Test Phrase” with Public Key A
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Topic 1: Establish Secure CommuZMfﬁﬁW

Focus: Mechanics

Side A Side B

Phrase ] @ Phrase
: Public Key B ] [ Private Key A ] @— [ Private Key B ] [ Public Key A

[ Phrase(B) ]

Side B: Decrypt “Test Phrase” with Private Key B,
Message content confirm and confirmed that received from A
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

[ Phrase(B)(A) ] < 2 Phrase

[ Public Key B ] [ Private Key A ] @— [ Private Key B ] [ Public Key A ]

[ Phrase(B) ]

Side B:Encrypt with Public Key A, Sign with Private Key B, Send to A
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

[ Phrase(B) (A) ]

" Public Key B | | Private Key A ]@—  Private Key B || Public Key A
[ Phrase(A) ] <":y

_—

Side B: Decrypt with Private Key A, then Encrypt with Public Key A, send to A
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

Phrase

73

[ Public Key B [ Private Key A ] 4@— [ Private Key B ] [ Public Key A ]

[ Phrase(A) ]

Side A: Decrypt with Private Key A — ensure both sides can process message
Asymmetric Encryption: Each side uses different key to encrypt messages.

Symmetric Encryption: Both sides use agreed to key for encrypt/decrypt
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Topic 1: Establish Secure Communication

Focus: Signing vs. Encryption

Private and public keys can be used for both functions:

» Signing: Proving you are who you say you are
* Encrypting: Protecting the data being sent so only receiver can read

Operation What’s Generated Consumed
Generated Using Using
Signing CRC / Hash | Sender’s Sender’s
Private Key | Public Key
Encrypting Scrambled Receiver’s Receiver’s
Message Public Key Private Key

L oa ® 2014 Yokogawa Users Group Conference & Exhibition
Vlglld “tpla nt' Copyright © Yokogawa Electric Corporation - 27 - YOKOGAWA
Sept. 9-11, 2014 Houston, TX

The clear path to operational excellence



cccccccccccc

Topic 2: Certificates 2014 oo

Focus: What is a Certificate

Side A

Certificate (X.509)

[ Public Key A ] » Key Thumbprint
* Key Size

[ Private Key A ] [ Public Key B e Location

e Expiration
 URI

e Usage...

Certificates provide:
1. standardized key encoding format
2. additional context (expiry date)
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North America

Topic 2: Certificates 2014 o

Focus: Trusting Certificates
Side A

Certificate (X.509)

» Serial Number (Key*
+ Location a

: I-E-).cplratlon "'v.-.‘.‘_;-
4]

| Private Key A | | Public Key B Administrator

Certificate Store

Certificates must be evaluated before they are
trusted...
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Topic 2

. Certificates
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* Example: Certificate

Store Type

Store Path

o5 View Certificate

Directony

HCommonApplication Data O PC FoundationCerificate Stores’Machine Default

Application Name

LA Sample Server

Organization

Application URI

um:USDC-PC:UA Sample Server

Domains

USDC-PC

Subject Mame

CM=UA Sample Server/DC=USDC-PC

lz=uer Name CM=UA Sample Server/DC=USDC-PC
Valid From 2014-01-22 02:16:28
Valid To 203809-13 03:16:28
Thumbprint 443056090 FBCRAB20025B14719560367TERCEETEZ
OK || Detais.. |[ Bxpot. |
vigilantplant? & e s come senion YOKOGAWA
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Topic 2: Certificates

Focus: Certificate Management

e Public Key Infrastructure (PKI)
— System for managing certificates
— Management options:

Self-Signed Local Certificate
(Manual Process) Authority (CA)
Pro: Pro:
- Low infrastructure cost - Medium/Large
installations
Con: - Local trust
- work intensive - Chaining
- does not scale well Con:
- Medium cost

EEEEEEEEEEEEEEE

‘ YOKOGAWA
| : AND EXHIBITION
North America

@
5 ] .Adm inistrator

]

TN

External Certificate
Authority (CA)

Pro:

- Large installations
- Multiple CA's
Con:

- Medium/high cost
- 3" Party trust
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Topic 2: Certificates 2014 ==

Focus: Scalable Certificate Management

Certificate Authority “chains”

* Create hierarChy CN=Company Root CA
 Improve organization
e CAs issue/revoke certificates -
« Applications selectively trust CAs
A 4
|
SN=1234 | |
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Topic 2: Certificates 2014 =

Focus: Trusting Certificates
Side A

Certificate (X.509)

» Serial Number (Key*
+ Location

+ Expiration

[ Private Key A J [ CA Administrator

Triict

Certificate Store

Certificates must be evaluated before they are
trusted...

L oa ® 2014 Yokogawa Users Group Conference & Exhibition
V'g"a ntpla nt' Copyright © Yokogawa Electric Corporation - 33 - YOKOGAWA
The clear path to operational excellence Sept. 9-11, 2014 Houston, TX



_Topic 2: Certificates 2014 =

Focus: Example Certificate Management Utility (OPC Foundation)

uA Configuration Tool
File Help

b anage Application | Manage Certificates I hd

Mariage Appiication | Manage Certficates | Manage COM

Application To kManage IDpn:.Lla.Sarm:

Wiew Application Certificate. .

Wiew Trust List... Displays the
Assign Trust List Assigns 3t
Add Cetificate to Trust List... Copies acel

Import Certficate to Trust List.. | Imports 2 ce Ereate 'ﬁ.ppllcatlnn Eertlflcate
Copy Trust List Updates the

Manages ac

Import &pplication Certificate.

Manage &pplicafion Permissions

Azzign Application Certificate. .

Wi Trust List. . I

Azzign Trust List.

Available for OPC
Foundation members

Add Certificate ta Trust List. .

Import Certificate to Trust List

Copuy Trust List. .

kM anage Application Fermissionsz. ..
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OPC UA Security
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OPC UA Security: Overview 2014 =

Security built into specification from ground up.

OPC Unified Architecture Specifications

Access Type Specification Parts

Part 1 - Concepts Part 8 - Data Access

Part 2 - Security Model Part 9 - Alarms and Conditions

Part 3 - Address Space Model Part 10 - Programs

Part 4 - Services Part 11 - Historical Access

Part 5 - Information Model

Part 6 - Service Mappings

Part 7 - Profiles
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OPC UA Security: Auditing

» Log all actions

» Audit review as required
» Act on suspicious activity
» Integrate with IDS/IPS
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Evunts found: 13

Audit Log
I Ewenttime
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23:20:08.000

20110881
23.24:48 000

20110801
:18:28 500

20110881
23:18:05 000

Ewent type
stz fald snasiated 12 msany

Famision sdsed

Femimion seme added

Uses groups eaned

Projuct mdited

Frejud sdded

User groups sted

Unes groupa waioed
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User rame

szming

smin

smin

f——

semin

samin

1P address

0:0:0:000:3:9

0:0:0:0:00:0:9

0:0:0:0:00:0:4

LREEEE AT

0:0:0:0.00:3:1

0:0:0:0:0-0:0:9

0:0:0:0:80:0:1

0:0:0:0:0.0:0:9

0:0:0:0:00:0:9

0:0:0:0:00:0:7

e batwman werdiow o tha weee project [if appicatie)
Hzts the user can nly meve imuss 5= 8 projedt he o she
b the @eale prriasen for,

Pamissicn scheme name = Updaled Ferminion Schame
icn schara D = 10000

typa = Akility b admisiite
Parmissicn scharme nams = Uzdated F

Pamission scheme desaiption = A new updies
pemiasion soheme:
Pamission scheme name = Updaled Fermission Scheme

Groups jeined = Hra-adminkraton. jin-developes]
et Nk = adame

Projuct 10 = 12100
Projuct name = Mgratizn

Projmct URL = hiip:/awew. migration-groject oy
Frojact desoiption = Migration groject #1
Froject lead = s

Preject name = Migralicn
Frojuct LIRL = hitp-\www.
Projmct
Projec:
Project
Groups jain

rationeproject org

Migration project

T T ——
Uner nme = adampresie

T e ———
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OPC UA Security: Highlights 2014 =

* Objectives, Threats, & Mitigations

e Secure Infrastructures

» Secure Applications

OPC UA Part 2

Security Model

I I I I
OPC UA Part 4 OPC UA Part 6 OPC UA Part 7 OPC UA Part
Services Mappings Profiles 12 Discovery
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OPC UA Security: Objectives

Application Authentication

— All application must have a unique Application
Instance Certificate

— URI should identify the instance, vendor and
product

User Authentication

— Username / password, WS-Security Token or X.509
— Fits into existing infrastructures like Active Directory

User Authorization
— Granular control over user actions: read, write, browse, execute

Server Avalilability

— Minimum processing before authentication
Restricting message size
No security related error codes returned

System Auditability

— Generating audit events for security related operations
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OPC UA Security: Objectives 2014 =

« Availability - Fast & Efficient Authentication | ﬁ

N B

S

* Integrity = Signing of Messages
@ [ Ex\rite: Variable X Value 1 Information and

Functionality

. fidentiality - Encrypting of Messages ==
' Information and
Functionality
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OPC UA Security: Services 2014 =

OPC UA Part 2
Security Model

OPC UA Part 6 g OPC UA Part 7 OPC UA Part
Mappings Profiles 12 Discovery

OPC UA Part 4
Services

e Secure Channel

e Sessions
e Audits
vigilantplant. 2 e e o e " 5 YOKOGAWA
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OPC UA Security: Services 2014 ===

T I YTaTai sl ‘Ampnr‘n |
OPC UAPa OPC UA Part 6 llOPC UA Part 7| OPC UAPart

f— UA Server — f—— UA Client —
Application Layer Sessions > Application Layer
Communication Layer Channels > Communication Layer
Transport Layer Wire Protocol > Transport Layer
\ \ J
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OPC UA Security: Services 2014 =

OPC UA Part 2
Security Model

OPC UA Part 4 OPC UA Part 6 OPC UA Part 7 OPC UA Part
Services Mappings Profiles 12 Discovery

« Technology Mapping
« Standards
» Algorithms

A
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'OPC UA Security: Standards Based

 OPC UA relies upon approved security standards

— WS-Security

— WS-Trust

— WS-Secure Conversation

— Public Key Cryptography Standards (PKCS)
— Digital Signature Standard (DSS)

— Advanced Encryption Standard (AES)
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OPC UA Security: Services 2014 =

OPC UA Part 2
Security Model

| |
OPC UA Part 4 g OPC UA Part 6
Services Mappings

 Make OPC UA Future Friendly
» Allow for use of different
encryption algorithms

OPC UA Part
12 Discovery

OPC UA Part 7
Profiles
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'OPC UA Security: Flexibility 2014 -

 Flexibility and Extensibility

— Profiles and Policies
 Profiles list various functionalities of UA applications

\

 »

P

2 Communication Layer
Transport Layer
T oan ® W u xhibiti
vigilantplant &8s g S o o YOKOGAWA
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'OPC UA Security: Flexibility

« Flexibility and Extensibility

— Profiles and Policies
» Profiles list various functionalities of UA applications

\

 »

e Security Policy 3

>< Communication Layer

-~

Encryption Alg. 5

Encryption Alg. 5

Transport Layer
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OPC UA Part 2
Security Model

OPC UA Part 4 g OPC UA Part 6 sl OPC UA Part 7
Services Mappings Profiles

Global Discovery Service

OPC UA Part

12 Discovery
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GDS Features:

OPC UA
Client

Certificate creation / management

OPC UA

Client

OPC UA
Client

Certificate Authority (CA)
Management of Certificate
Revocation Lists (CRL)

Push / Pull of Certificates / CRL
Network wide server registry

OPC

LDS

UA Server

vigilantplant

The clear path to operational excellence

- Security Config
- Find Servers

- Security Config
- Register Server

PC

LDS

OPC UA
Server

OPC UA
Server

® 2014 Yokogawa Users Group Conference & Exhibition
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NEW

GDS (Port:4840)

List of registered UA Servers
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e OPC UA security should be part of a security management system
« OPC UA is secure-by-design addressing security concerns by
providing:
— Authentication of Users, Application instances (Software)
— Confidentiality and integrity by signing and encrypting messages
— Availability by minimum processing before authentication

— Auditability by defined audit events for OPC UA operations
 OPC UA allows different levels of security

 OPC UA certificate management can be retrofitted or new!
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'OPC UA Security: Standards Based

e ICS Security Is Nothing New!

e Developed with industry
security experts from
multiple companies

 NIST and other experts
reviewed the OPC standard

* Working with security
Certification Groups to
ensure It Is current
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- Paul Hunkar
- Technical Director
- Paul.Hunkar@DSInteroperability.com
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OPC UA Security: Technologies

YOKOGAWA

USERS CONFERENCE

AND EXHIBITION
North America

OFC UAPart 2
ly Model

1
OPC UA Part 4] OPC a OoPC UA Part7 OPC UA Part
e roiee [l 2 vy

Authorization

Main goal(s) Algorithm(s)/ Usage
Standard(s)
MACs Authentication, » HMAC-SHA1 » Message authentication
Integrity » HMAC-SHA256
Signature Authentication, » RSA-SHAL » Signing certificates, security
Integrity handshaking
Symmetric Confidentiality » AES-128-CBC » Message encryption
Encryption » AES-192-CBC
» AES-256-CBC
Asymmetric Confidentiality » RSA-PKCS1 » Security handshaking
Encryption » RSA-OAEP
Key Generation | Confidentiality » P-SHA1 » Session key generation (for message
encryption)
Certificates Authentication, » X.509 » Application authentication, user

» X.509v3 (Extensions)

authentication, key exchange

® 2014 Yokogawa Users Group Conference & Exhibition
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Subject Names

e Subject names identify the holder of the certificate
— Structured value with multiple fields
— Common Name (CN)
— Organization (O)
— Country (C)
— Domain (DC)

e String syntax for display purposes
— CN=UASampleServer,0=MyCompany,DC=MyComputer

e Subject names are not guaranteed to be unique
— Thumbprints better choice when a unique id is required
— Thumbprint is the SHAL digest of the DER encoded certificate

® 2014 Yokogawa Users Group Conference & Exhibition
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T T 1
(OPC UA Part 6 il OPC UA Part 7| ‘OPC UA Part
Services Mappings les i

o Specify additional names for the certificate
— Used for validation purposes
— Domain Name, IP Address, Application URI

Subject Alternate Names 2014 oo

e The alternate name binds the certificate to a
context

— Domain/IP address must match the host in the
Endpoint URL

— The URI must match the URI in the Application
Description

e Helps prevent spoofing

® 2014 Yokogawa Users Group Conference & Exhibition
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Administrator Perspective: Certificates

e Certificates stored in a
“trust list”:
— File structure
— Windows Certificate
Store

e Application’s certificates
must be trusted, to
connect

e Move certificates from
“rejected” to “trusted”
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Administrator Perspective: Certificates

Certificate stores scale poorly
In large environments.

e Administrative burden of trusts
and no-trusts etc.

UA Configuration Tool

Manage Securty = Manage Application = Manage Certficates | Manage COM Irterop = HTTP Access Rules
Store Type Directary
-— n - O X
Store Path “.CommonApplicationData o Create Certificate Authority -
o Certificate Authorities (CA) can s«
. Store Path “:CommonApplication Data %0 PC FoundationCertficate Storest UA Cerficate / w Browse...

- R View Cerificates

CA Fil Brow:
Issue certificates. Cese ottt Asrory.. o

CA Passwo rd

Select and lssue Certificate...
Authority N Industrial D
Import and lssue Certificate...
Organization Mr Organization
oo bk Subject Name CM=Industrial Department.0=Mr Crganization O
* Trust the CA, and implicitl e |
7 p y Import Certificates into Store... Lifetime &0 Month:
trust all apps who certificate = === TT
p p Bind SSL/TLS Certficate.. Verfy Password
Cancel

was issued °“

® 2014 Yokogawa Users Group Conference & Exhibition

V|g 1 I a nt Copyright © Yokogawa Electric Corporation YOKOGAWA

The clear path to operational excellence Sept. 9-11, 2014 Houston, TX



Administrator Perspective: Certificates
o CA issues App Certificate

e Easier to maintain
e Organization create have >1 CA

e CA's can also “revoke”

Manage Securty | Manage Application | Manage Certfficates | Manage COM Interop | HTTP Access Rules
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North America

Provisioning / Setup - Server 2014 oo
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Provisioning / Setup - Client 2014 oo

MyDevice

MyServer

-

Must be Trinpss
kept secure [} Password
Protect

Administrator

ertificate store
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