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Introduction
Thank you for purchasing the DX1000/DX2000.
This Communication Interface User’s Manual contains information about the Ethernet/
serial interface communication functions. To ensure correct use, please read this manual
thoroughly before operation.
Keep this manual in a safe place for quick reference in the event a question arises.
The following manuals, including this one, are provided as manuals for the DX.

e Paper manual

Manual Name Manual No. Description

DX1000/DX1000N IM 04L41B01-02E Explains concisely the operating procedure
Operation Guide of the DX1000 and DX1000N.

DX2000 IM 04L42B01-02E Explains concisely the operating procedure
Operation Guide of the DX2000.

DX1000/DX1000N/DX2000 IM 04L41B01-91C Gives a description of pollution control.
Control of Pollution Caused
by the Product

¢ Electronic manuals

Manual Name Manual No. Description

DX1000/DX1000N Operation IM 04L41B01-02E This is the electronic version of the paper
Guide manual.

DX2000 Operation Guide IM 04L42B01-02E

DX1000/DX1000N IM 04L41B01-01E Describes how to use the DX. The
User’s Manual communication and network

DX2000 User’s Manual IM 04L42B01-01E  functions, custom display functions, and

some of the options are excluded.

DX1000/DX1000N/DX2000 IM 04L41B01-03E Describes how to use the multi batch
Multi Batch (/BT2) function (/BT2 option).
User's Manual

DX1000/DX1000N/DX2000 IM 04L41B01-04E Describes how to use the custom display
Custom Display function.
User's Manual

DX1000/DX1000N/DX2000 IM 04L41B01-05EN Describes how to use the advanced
Advanced Security Function security function (/AS1 option).
(/AS1) User’s Manual

DX1000/DX1000N/DX2000 IM 04L41B01-17E Explains the communication functions of

Communication Interface the DX1000/DX1000N/DX2000 using the
User’s Manual Ethernet/serial interface.
DX1000/DX1000N/DX2000 IM 04L41B01-18E Describes how to use communication
EtherNet/IP Communication functions through the EtherNet/IP interface.

Interface User's Manual

DX1000/DX1000N/DX2000 IM 04L41B01-19E Describes how to use communication
PROFIBUS-DP (/CP1) functions through the PROFIBUS-DP
Communication Interface interface (/CP1 option).

User's Manual

* DAQSTANDARD Manuals

Manual Title Manual No.

DAQSTANDARD Viewer User's Manual IM 04L41B01-63EN
DAQSTANDARD Hardware Setup User's Manual IM 04L41B01-64EN
DAQSTANDARD DX100P/DX200P Hardware Configurator User's Manual IM 04L41B01-65EN
Installing DAQSTANDARD IM 04L41B01-66EN

9th Edition : May 2019 (YK)
All Rights Reserved, Copyright © 2005 Yokogawa Electric Corporation
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How to Use This Manual

Notes

QR Code

Trademarks

Revisions

» The contents of this manual are subject to change without prior notice as a result of
continuing improvements to the instrument’s performance and functions. The figures
given in this manual may differ from those that actually appear on your screen.

» Every effort has been made in the preparation of this manual to ensure the accuracy
of its contents. However, should you have any questions or find any errors, please
contact your nearest YOKOGAWA dealer.

» Copying or reproducing all or any part of the contents of this manual without
YOKOGAWA's permission is strictly prohibited.

» The TCP/IP software of this product and the document concerning the TCP/IP
software have been developed/created by YOKOGAWA based on the BSD Networking
Software, Release 1 that has been licensed from the Regents of the University of
California.

» This manual follows the guidelines of Microsoft Corporation for displaying screen
captures.

The product has a QR Code pasted for efficient plant maintenance work and asset
information management.

It enables confirming the specifications of purchased products and user’s manuals.
For more details, please refer to the following URL.
https://www.yokogawa.com/qr-code

QR Code is a registered trademark of DENSO WAVE INCORPORATED.

+ DAQSTATION, Dagstation, and DXAdvanced are registered trademarks of Yokogawa
Electric Corporation.

* Microsoft and Windows are registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

* Adobe and Acrobat are registered trademarks or trademarks of Adobe Systems
Incorporated.

» Kerberos is a trademark of the Massachusetts Institute of Technology (MIT).

» Company and product names that appear in this manual are registered trademarks or
trademarks of their respective holders.

» The company and product names used in this manual are not accompanied by the
registered trademark or trademark symbols (® and ™).

* 1stedition: December 2005
* 2nd edition:  October 2006

» 3rd edition:  April 2007

* 4th edition: December 2007
» 5th edition:  November 2008
» 6th edition:  March 2010

» T7th edition: December 2010
» 8th edition: March 2016

» Oth edition: May 2019
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How to Use This Manual

DX’s version and functions described in this manual

For details on the functions that have been added or changed, see “DX’s Version and
Functions Described in This Manual” in the DX7000/DX1000N or DX2000 User's Manual
(IM04L41B01-01E or IM04L42B01-01E).

Edition DX Description
2 Version 1.11 Additions and improvements to functionality.
Version 1.21
3 Release number 2 |Additions and improvements to functionality.
(Version 2.0x)
Style number 2 NEMA4 compliance.
4 Same as edition 3.  [Additions and improvements to functionality.
Changed the direction of the clamp input terminal (/H2 option).
5 Release number 3  |Additions and improvements to functionality.
(Version 3.0x)
Style number 3 Changed the boot ROM.
6 Release number 4  |Additions and improvements to functionality.
(Version 4.0x) Added models with 400 MB of internal memory (internal memory
Style number 3 suffix code -3).
7 Same as edition 6.  |Additions and improvements to explanations.
8 Release number 4  |Additions and improvements to explanations. NLF is supported.
(Version 4.0x) User’s manuals are supplied by downloading them on the web
Style number site.
DX1000, DX2000: 4 DX1000: LCD is Changed.
DX1000N: 3 DX2000: LCD is Changed.
9 Same as edition 8.  |Additions and improvements to explanations.

IM 04L41B01-17E



How to Use This Manual

Conventions Used in This Manual

e Unit

* k: Denotes 1000. Example: 5 kg, 100 kHz
+ K: Denotes 1024. Example: 640 KB

* Markings

The following markings are used in this manual.

A

Refer to corresponding location on the instrument. This symbol
appears on dangerous locations on the instrument which require
special instructions for proper handling or use. The same symbol
appears in the corresponding place in the manual to identify those
instructions.

ARNING Calls attention to actions or conditions that could cause serious injury

CAUTION

Note

or death to the user, and precautions that can be taken to prevent
such occurrences.

Calls attentions to actions or conditions that could cause light injury
to the user or damage to the instrument or user’s data, and
precautions that can be taken to prevent such occurrences.

Calls attention to information that is important for proper operation
of the instrument.

* Bold characters
Bold characters are mainly characters and numbers that appear on the display.

The ¢ symbol indicates key and menu operations.

Models Covered in This Manual
This manual mainly describes the operating procedures on the DX1000. When the
procedures differ between the DX2000 and the DX1000, the procedures (including the
menu operation) on the DX2000 are also given.

High-Speed and Medium-Speed Model Groupings
This manual uses the terms high-speed input model and medium-speed input model to
distinguish between DX models as follows:

Model

Type Model

High-speed input model DX1002, DX1004, DX1002N, DX1004N, DX2004, and MV2008

Medium-speed input model  |DX1006, DX1012, DX1006N, DX1012N, DX2010, DX2020, DX2030,

DX2040, and DX2048
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Names and Uses of Parts and the Setup Procedures
Using the Operation Keys

Front Panel

DX1000
ESC key
Press this key to return to the
previous screen or cancel the

LCD new settings.
Arrow keys
Press these keys to move
between setup items
| S J displayed on the screen.
o oo o o )
L DISP/ENTER key
O O« ) C ) \ Press this key when confirming
W the setting or when closing the
[ entry box.

Soft keys MENU and FUNC keys

Press these keys to select Press the MENU key and then hold down the FUNC key for

the menu displayed on the approximately 3 s. The basic setting menu is displayed from

screen. which you can to enter the communication setup menus.

Rear Panel
DX1000

— Ethernet interface connector
A connector used for standard equipped Ethernet communications.

[ RS-422/485 interface terminal (option)
A serial communication terminal that comes with the /C3 option.

RS-232 interface connector
(option)
®), — A serial communication connector
©) T that comes with the /C2 option.
@i —]

PROFIBUS-DP port

(release number 3 or later)

A PROFIBUS connector that is provided
on modes with the /CP1 option.
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Chapter 1  Using the Ethernet Interface

1.1 DX Features

Modbus Client

This section gives an overview of the communication functions that the DX can control
when it is connected to a network via the Ethernet interface.

The DX acting as a Modbus client device can connect to a Modbus server device and
read or write to the internal register. The read data can be used as communication
input data of the computation function” on a computation channel. The data can also
be handled on the external input channel™. The data that can be written to the internal
register is measured data and computed data.
* /M1 and /PM1 options
** DX2000 with /MC1 option
For details on the Modbus function codes that the DX supports, see section 6.3.
For a description of the settings required to use this function, see section 1.10.
Modbus server device

o o

[¢] [¢]
IIIEII'IIL 1=
| Ethernet
DX
DX (client)

IM 04L41B01-17E
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1.1 DX Features

Modbus Server
* A Modbus client device can carry out the following operations on the DX that is
operating as a Modbus server device.
* Load data from measurement, computed,* and external input channels** (using the
input register)
* Load communication input data* (using the hold register)
»  Write communication input data* (using the hold register)
» Write to external input channels™® (using the hold register)
« Start and stop recording, write messages, and perform other similar operations
(using the hold register; models with release number 3 or later)
» Load the recording start/stop condition, message strings, and other types of data
(using the hold register; models with release number 3 or later)
* /M1 and /PM1 options
» For details on the Modbus function codes that the DX supports, see section 6.3.
» For a description of the settings required to use this function, see section 1.9.

DX (server)

DX

Ethernet

Modbus client device

1-2 IM 04L41B01-17E



1.1 DX Features

Setting/Measurement Server

This function can be used to set almost all of the settings that can be configured using
the front panel keys. However, you cannot turn the power on and off or configure the
following settings:
User registration™, the root password and authentication key of the password
management function?, the key lock password, the connection destination of the FTP
client function, SMTP authentication, and POP3 settings.

*1 Can be configured on DXs with the /AS1 option.

*2 /AS1 option
The following types of data can be output.
+ Measured, computed™®, and external input™ data.
» Files in the internal memory or files on the external storage medium.
» Setup information and status byte.
* Alog of operation errors and communications.
« Alarm summary and message summary.
* Relay status information.
The measured, computed 3, and external input™ data can be output to a PC in
BINARY or ASCII format. Other types of data are output in ASCII format. For a
description of the data output format, see chapter 4.

*3 /M1 or /PM1 option

*4 DX2000 with /MC1 option
For details on how to use this function, see section 1.12.
The commands that can be used with this function are setting commands (see
sections 3.4 and 3.5), basic setting commands (see section 3.6), and output
commands (see sections 3.7 and 3.8).
This function can be used when communicating via the Ethernet interface or the serial
interface (option).
For information about the settings and operations for using this function through serial
commands, see chapter 2.

Application timeout

This function closes the connection with the PC if there is no data transfer for a
given time. For example, this function prevents a PC from being connected to the
DX indefinitely without transferring data and prohibiting other users from making new
connections for data transfer.

IM 04L41B01-17E
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1.1 DX Features

FTP Server

You can use a PC to access the DX via FTP. You can perform operations such as
retrieving directory and file lists from the external storage medium of the DX and
transferring and deleting files. In addition, you can also retrieve the directory or file list

and transfer files in the internal memory.

On DXs with the /AS1 advanced security option, you cannot create or delete files on

the external storage media connected to the DX.

For a description of the settings required to use this function, see section 1.6.

Ethernet
FTP server

PC
[—|
1
=
S
|
———"
Files on the external storage medium.
1
DX

0
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1.1 DX Features

FTP Client

Automatic transferring of files

+ The display data file, event data file, report data file, snapshot data file, setup file™”,
and change settings log file! that are created in the internal memory of the DX can
be automatically transferred to a remote FTP server. The result of the transfer is
recorded in the FTP log. The FTP log can be shown on the DX’s display (see “Log
Display” described later) or output to a PC using commands.
If there is no CF card in the DX, file transfer is possible.

*1 /AS1 option

:-"‘.Data file to be Transfer destination Transfer Iog..‘:‘
FTP client i transferred (FTP server) information (FTP log)
DX
I IQ@ Data file
- Ethernet

FTP sew'imaé’ econdary
N ' §

You can specify two destination FTP servers, primary and secondary. If the primary
server is down, the file is transferred to the secondary server.
» For a description of the settings required to use this function, see section 1.7.

* FTP test
* You can test whether files can be transferred by transferring a test file from the DX
to a remote FTP server.
» The result of the FTP test can be confirmed on the FTP log display.
» For the procedure to use this function, see section 1.7.

Maintenance/Test Server

» This function can be used to output connection information, network information, and
other information regarding Ethernet communications.

» The commands that can be used with this function are maintenance/test commands
(see section 3.10).

* The close command cannot be used on DXs with the /AS1 advanced security option.
The close command closes the connection between a DX (other than the DX that you
are operating) and a PC.

Instrument Information Server
» This function can be used to output the serial number, model name, and other
information about the DX connected via the Ethernet network.
» The commands that can be used with this function are instrument information output
commands (see section 3.12).

IM 04L41B01-17E 1-5
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11

DX Features

Login (On DXs W|thout the /AS1 advanced security option)

This function can be used only when using the setting/measurement server,
maintenance/test server, and the FTP server functions.

For a description of the settings required to use this function, see the DX71000/
DX1000N or DX2000 User’s Manual (IM04L41B01-01E or IM04L42B01-01E).
For a description of the login process of the setting/measurement server and
maintenance/test server, see appendix 2.

User registration
Users are registered using the login function of the DX. There are two user levels:
administrator and user.

Administrator
An administrator has privileges to use all the functions of the setting/measurement
server, maintenance/test server, and FTP server. An administrator can access the
operator and monitor pages through the Web server function.
User
A user has limited privileges to use the setting/measurement server, maintenance/test
server, and FTP server. For the limitation on the commands, see section 3.2.
« Limitations on the use of the setting/measurement server
A user is not authorized to change the settings that would change the operation of
the DX. However, a user can output measured and setting data.
+ Limitations on the use of the maintenance/test server
A user cannot disconnect a connection between another PC and the DX. A user
can disconnect the connection between the PC that the user is using and the DX.
» Limitations on the use of the FTP server
A user cannot save files to the external storage medium of the DX or delete files on
it. Auser can load files.
A user can access the monitor page through the Web server function.

IM 04L41B01-17E



1.1 DX Features

Login (On DXs W|th the /AS1 advanced security option)
You have to log in to use the setting/measurement server and Web server functions.
» For a description of the settings required to use this function, see the Advanced
Security Function (/AS1) User’s Manual (IM 04L41B01-05EN).
» For a description of the login process of the setting/measurement server, see appendix
2.

Setting/Measurement Server

* User Registration
You can use the DX login function to register users. There are two user levels:
administrator and user.
Administrator
There are two types of connections that can be made to the DX setting/measurement
server: connections to the setting function (setting connection) and connections to
the monitoring function (monitoring connections). When you connect to the setting
function as an administrator, you can perform all the commands. When you connect
to the monitoring function, you can only produce measurement and setup data and
execute input commands for communication input data and external input channels.
For information about what commands can be sent, see section 3.2.
User
If you log in to the monitoring function as a user, you can perform the same commands
that you can perform when you log in as an administrator. When you connect to
the setting function, in addition to the monitoring function commands, you can also
perform some control commands. The commands that you can perform are those that
have been enabled by the user privileges. See section 3.2.

Web Server

e User Registration
You can use the DX login function to register Web server users. There are two user
levels: administrator and user.
Administrator
An administrator can access the operator and monitor pages through the Web server
function. See section 1.5.

User
A user can access the monitor page through the Web server function.

Nofte

Accessing the Maintenance/Test Server

Log in with the user name “admin” or “user.”

Accessing the FTP Server

Log in with the user name “admin,” “user,” or “anonymous.”

IM 04L41B01-17E 1-7
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1.1 DX Features

Web Server

Microsoft Internet Explorer can be used to display the DX screen on the PC.

» The following two pages are available.
* Monitor page: Screen dedicated for monitoring.
» Operator page: You can switch the DX screen. You can also modify and write

messages.

* You can set access control (user name and password specified with the login function)
on each page.

» The screen can be updated at a constant period (approximately 10 s).

Refresh Alarm somdm Auto Refresh [ERd  Zoom ENEIRS
Alarm Summary

Drata list Print page

Select Group => ¥

Imimddie

[ Data Range Search ]

Select Screen ==

&

DISP

JENTER >

L |

v

-9.6346, | -1.1R38. -1.4979,

For the procedure to set the Web server function, see section 1.5.
For operations on the monitor page and operator page, see section 1.5.

IM 04L41B01-17E



1.1 DX Features

E-mail Transmission

Transmitting e-mail messages

The available types of e-mails are listed below. E-mail can be automatically transmitted
for each item. You can specify two groups of destinations and specify the destination for
each item. In addition, you can set a header string for each item.

Alarm mail

Reports alarm information when an alarm occurs or clears. Alternatively, reports alarm
information only when an alarm occurs.

System mail

Notifies the time of the power failure and the time of recovery when the DX recovers
from a power failure.

Notifies the detection of memory end when it is detected.

Notifies the error code and message when a media-related error occurs (an error on
the external storage medium or when the data cannot be stored due to insufficient free
space on the external storage medium).

Notifies the error code and message when an error related to FTP client (when a data
transfer fails using the FTP client function) occurs.

On DXs with the /AS1 advanced security option, this type of e-mail indicates that a
user has been locked (“Invalid user”).

Scheduled mail

Transmits an e-mail message when the specified time is reached. This can be used
to confirm that the e-mail transmission function including the network is working
properly. You can specify the reference time and the e-mail transmission interval for
each destination.

Report mail (only on models with the computation function (/M1 or /PM1 option))
Notifies the report results.

For the procedure to set the e-mail transmission function, see section 1.4.
For the e-mail transmission format, see section 1.4.
For the procedure to start/stop e-mail transmission, see section 1.4.

Example of an e-mail sent at a scheduled time

From: DX1000@daqgstation.com

Date: Sun, 5 Oct 2003 08:00:45 +0900 (JST)
Subject: Periodic_data Subject
To: useri@dagqstation.com, user2@dagq.co.jp

LOOP1 Header 1
TEMPERATURE Header 2
Time

Host name

DX1000

Time of transmission
10/05 08:00:01

E-mail test

You can send a test message from the DX to the destination to check e-mail
transmissions.

You can confirm the result of the e-mail test on the e-mail log screen.

For the procedure to use this function, see section 1.4.

IM 04L41B01-17E
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1.1 DX Features

SNTP Server/Client

DHCP Client

The client function retrieves time information from a specified SNTP server such as at the
specified interval.
The server function provides time information to DXs connected to the same network.

This function can be used to automatically retrieve IP addresses from a DHCP server.
You can also manually request or release network information.

EtherNet/IP Server (Release number 3 or later)

Other Functions

The DX supports the following features.

» Loads data for measurement, computed, and external input channels.

*  Writes to communication input data and external input channels.

For operating instructions, see the EtherNet/IP Communication Interface User’s Manual
(IM04L41B01-18E).

Checking the connection status of the Ethernet interface

You can check the connection status of the Ethernet interface on the rear panel or on the
display of the DX.

For a description on the location and meaning of the connection status indicator, see
section 1.3.

Keepalive (extension function of TCP)
This function drops the connection if there is no response to the inspection packet that is

periodically transmitted at the TCP level.
For a description of the settings required to use this function, see section 1.3.

Log display

You can display operation logs on the log display. The log can also be confirmed using

a communication command. In addition, the Web screen can show the log display

(excluding the communication log and DHCP log).

» Error log screen: Log of operation errors

» Communication log screen:  Log of communication input/output to the setting
measurement server

* FTPlog screen: Log of file transfers carried out using the FTP client
function.

+ WEB log screen : Log of operations using the Web server function

* Mail log screen : Log of E-mail transmissions

+ Login log screen™ : Log of login, logout, items related to time adjustment,
and calibration management operations.

* SNTP log screen : Log of access to the SNTP server

» DHCP log screen : Log of access to the DHCP server

* Modbus log screen : Log of Modbus status (access to the master or client)

+ Operation log screen: Log of operations

+ Change settings log screen™: Log of setting changes
*1  Only on DXs without the /AS1 advanced security option
*2 Only on DXs with the /AS1 advanced security option

For the operating procedure of the log screen and the details on the displayed contents,
see the DX1000/DX1000N or DX2000 User’s Manual (IM04L41B01-01E or IM04L42B01-
01E). For details on the Modbus status log, see section 1.10.

For details on the log output using communication commands, see section 4.2. For a
description of the log display on the Web screen, see section 1.5.
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1.2 Flow of Operation When Using the Ethernet
Interface

Follow the flowchart below to set the Ethernet communications.

Start of setting

Connect the connector

Automatic retrieval of the
IP address (DHCP)

aoeIvju| J8UIBY}T ay) Buisn

IP address assignment
method
Fixed IP address

Set the auto retrieval
Set the IP address of the DNS

Automatically register
the host name

Set the subnet mask

Set the default gateway Set the host name
Set the host name Set the d . Not specified when the DNS
(optional) et the domain name auto setting is enabled.

Set the domain name Set the DNS server | Not specified when the DNS
(optional) search order auto setting is enabled.

Set the DNS server
search order

Set the domain suffix
search order

End of setting
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1.3 Connecting the DX

Connecting to the Port

Connector
Connect an Ethernet cable to the Ethernet port on the DX rear panel.

Connecting to the PC

CAUTION

Do not connect an Ethernet cable
whose plug does not comply with
FCC specifications. If you do, the
DX may malfunction.

Make the connection via a hub. For a one-to-one connection with a PC, make the
connection as shown in the figure below. Multiple DXs can be connected to a single PC

in a similar manner.

PC

l,@\

Hub
[w[w[w]ry

DX

\—

Ethernet cable

7
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1.3 Connecting the DX

Setting the IP Address and Host Information
+ DX1000
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to
basic setting mode), and select the Menu tab > Communication (Ethernet) > IP
address.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to
basic setting mode), and select the Menu tab > Communication (Ethernet) >
Host settings.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to
basic setting mode), and select the Menu tab > Communication (Ethernet) > DNS
settings.
+ DX2000
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to
basic setting mode), and select the Menu tab > Communication (Ethernet) > IP
Address, Host settings.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to
basic setting mode), and select the Menu tab > Communication (Ethernet) > DNS

settings.
IP address setting Host name setting
Basic Setting Mode Basic Setting Hode
IP-address Host settings
DHGP Host name
Domain name
Fixed IP-address Bagstation.con
IP-address 18, @, 23. 75
Subnet mask 256,256,266, @
Default gatewaw 1@, @, 23, 1

Input

Server search order

Prinary IR

Secondary B, @, @, @

Domain suffix search order
Primary

Secondary

Set the IP address to a fixed IP address or obtain it automatically (DHCP).
Consult with your network administrator for the network parameters such as the IP
address, subnet mask, default gateway, and DNS.
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1.3 Connecting the DX

When using a fixed IP address

DHCP
Set DHCP to Not.

IP address
Set the IP address to assign to the DX.

Subnet mask

Set the subnet mask according to the system or network to which the DX belongs.
Default gateway

Set the IP address of the gateway.

Host name

Set the DX’s host name using up to 64 alphanumeric characters. You do not have to
set this parameter.

Domain name

Set the network domain name that the DX belongs to using up to 64 characters. You
do not have to set this parameter.

Server search order
Register up to two IP addresses for the primary and secondary DNS servers.

Domain suffix search order
Set up to two domain suffixes: primary and secondary.

When obtaining the IP address from DHCP

DHCP
Set DHCP to Use.

DNS accession

To automatically obtain the DNS server address, select Use. Otherwise, select Not.
If you select Not, you must set the server search order.

Host-name register

To automatically register the host name to the DNS server, select Use.

Host name

Set the DX’s host name using up to 64 alphanumeric characters.

Domain name

Set the network domain name that the DX belongs to using up to 64 characters.
Server search order (not necessary when DNS accession is enabled)
Register up to two IP addresses for the primary and secondary DNS servers.

Domain suffix search order
Set up to two domain suffixes: primary and secondary.
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1.3 Connecting the DX

Requesting/Releasing Network Information from DHCP
You can manually request or release network information such as the IP address.
This operation applies when DHCP is set to Use. Perform the request or release after
displaying the network information screen.
Requesting Network Information
1. Display the network information screen.
¢ Press FUNC and select Network info.

IF address A, @, @, @
Subnet mask A, @, @, @
Default gatewsw @ @, @, B, @
HAG address : BE:88:6d:88:26:28
DNS zerver

Primary A, @, @, @
Secondary A, @, 8. @
Host name

dixady

2. Execute the network information request.
¢ Press FUNC and select Network info > Request.

HAG address

T oBE:Be:Ed: B8 26:28

IF address A, @, @, @ IF address A, @, @, @
Subnet mask A, @, @, @ Subnet mask A, @, @, @
Default gatewsw @ @, @, B, @ Default gatewsw @ @, @, B, @

1 B@:6E:6d:88:26: 28

HAG address

DNS zerver DNS zerver

Primary A, @, @, @ Primary A, @, @, @
Secondary A, @, 8. @ Secondary A, @, 8. @
Host name Host name

dixady dixady

HAG address

DNS zerver
Primary
Secondary

Host name

dixady

Domain name
daustation. com

IP address 18, B.233.14@
Subnet mask 255,255,254, @
Default gateway : 18, 8,232, 1

T oBE:Be:Ed: B8 26:28

@, 8. a
8. 8. a

L)

The network information is displayed.

IM 04L41B01-17E
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1.3 Connecting the DX

Releasing Network Information
1. Display the network information screen.

O Press FUNC and select Network info.

IP address 18, B.233.14@
Subnet mask 255,255,254, @
Default gateway : 18, 8,232, 1
HAG address : BE:88:6d:88:26:28
DNS zerver

Primary @, @8, @ @
Secondary A, @, 8. @
Host name

dixady

Domain name
daustation. com

2. Execute the network information release.
¢ Press FUNC and select Network info > Release.

IP address 18, B.233.14@
Subnet mask 255,255,254, @
Default gateway : 18, 8,232, 1
HAG address : BE:88:6d:88:26:28
DNS zerver

Primary @, @8, @ @
Secondary @, @8, 8. @
Host name

dixady

Domain name

daustation. com

Subnet mask ¢ B, @, B, @
Default gatewsw @ @, @, B, @
HAG address : BE:88:6d:88:26:28
DNS zerver

Primary @, @8, @ @

Secondary @, @8, 8. @
Host name

dixady

» Secondary
Host name

IP address ¢ 18, @8.233.148

Subnet mask 255,255,254, @

Default gateway : 18, 8,232, 1

HAG address : BE:88:6d:88:26:28

DNS zerver

Primary @, @8, @ @
B, 8. 8. @

dixady

Domain name
daustation. com

IP address ¢ 18, @8.233.148

Subnet mask 255,255,254, @
Default gateway : 18, 8,232, 1
HAG address : BE:88:6d:88:26:28
[ ———

The network information is released.

DISP/ENTER key
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1.3 Connecting the DX

Setting the Communication Status

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Keep alive,
Timeout.

keep alive “
Application time out

On/fOff (n

Time 1 min

Setting the keepalive
To disconnect when there is no response to the test packets that are periodically sent,
select On. Otherwise, select Off.

Setting the application timeout

Selecting On/Off

To use the application timeout function, select On. Otherwise, select Off. If you select
On, a timeout item is displayed.

Time

Set the timeout value between 1 and 120 (minutes).

Checking the communication status

The Ethernet communication status can be confirmed with the LED lamp that is provided
on the Ethernet connector on the DX rear panel or the Ethernet link that is shown at the
upper right of the basic setting screen.

IM 04L41B01-17E
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1.4 Sending E-mail Messages

Settings for Sending E-mail
Set the server configuration and the contents of the e-mail transmission.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > E-Mail.

Basic settings Recipients

Basic Setting Hode

Recipients

SHTP server name _ Recipient 1 _

Basic settinas

Part number 25 Recipient 2

Security Auth Sender [
SHTP authorization

User name l—

Password F;;;;;;;;;;;;;;;;;;;

Input Glear Copy Input
POP3 Settings Alarm settings
Basic Setting Mode

POP3 Settings Alarm settinas

POP3 Server name _ Recipient 1 Recipient 2 Off

Port number 118 Active Alarms

Lagin Feme 1 [off 2 [off 2 [off 4 [off

Pazzword EEEEE LS L LS EEEH Include INST 0TT
Include source URL 0ff
Subject  Blarm_summary
Header 1
Header 2

Send alarm action
Include tagsfch in Subject

i

Input
Scheduled settings System settings
N N thernet R R
Basic Setting Mode : Basic Setting Hode
Scheduled settinas Swystem settinas
Recipient 1 [RMN Recipient 2[ 0ff Recipient 1 [[EA Recipient 2 [off
Interga] 2dh Interga] 2dh Include source URL 0f
Ref.time A8 a4 Ref.time A8 a4 p
Subject  Bustem_warning
Include INST 0ff Header 1
Include source URL 0ff Header 2
Subject  Periodic_data
Header 1
Header 2

Report settings

Basic Setting Hode

Report settinas
Recipient 1 [[EA Recipient 2 [off
Include source URL 0ff

Subject  Report_data
Header 1
Header 2
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1.4 Sending E-mail Messages

Basic Settings
Set the SMTP server and mail address.

e SMTP server name
Enter the host name or IP address of the SMTP server.

e Port number
Unless specified otherwise, set the number to the default value. The default value is
25.

» Security (release number 3 or later)
Select PbS if you want to enable POP before SMTP. To enable authenticated e-mail
transmission (Authentication SMTP), select Auth (release numbers 4 and later). When
you select Auth, the SMTP authorization items appear.

SMTP authorization (Release numbers 4 and later)
To enable support for authenticated e-mail transmission (Authentication SMTP), set a
user name and password to use for authentication.

e User name
Enter the user name. You can enter up to 32 characters.

* Password
Enter the password. You can enter up to 32 characters.

Recipients

¢ Recipient1 and Recipient2
Enter the e-mail address. Multiple e-mail addresses can be entered in the box of one

recipient. When entering multiple addresses, delimit each address with a space. Up
to 150 characters can be entered.

e Sender
Enter the sender e-mail address. You can enter up to 64 characters.

POP3 Settings (release number 3 or later)
If you need to use POP before SMTP, specify the POP3 server that will be used for

authentication.
For instructions on how to set the POP3 login method, see “Configuring the POP3 Server
Connection” later in this section.
* POP3 Server name
Enter the POP3 server host name or IP address.
¢ Port number
Use the default setting unless you need to change it. The default value is 110.
* Login name
Enter the POP3 server login name.

e Password
Enter the POP3 server login password using up to 32 characters.

Alarm Settings
Specify the settings for sending e-mail when alarms occur or release.

* Recipient1 and Recipient2
Set the e-mail recipients. For Recipient1 and Recipient2, select On to send e-mail or
Off to not send e-mail.

e Active alarms
Sends an e-mail when an alarm occurs or releases. You can select On (send e-mail)
or Off (not send e-mail) for alarms 1 to 4.

* Include instantaneous value
Select On to attach instantaneous value data. The data that is attached is the
instantaneous value that is measured at the time the e-mail is transmitted.

IM 04L41B01-17E
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1.4 Sending E-mail Messages

Include source URL
Select On to attach the source URL. Attach the URL when the Web server is enabled.

Subject
Enter the subject of the e-mail using up to 32 alphanumeric characters. The default
setting is Alarm_summary.

Header1 and Header2
Enter header 1 and header 2 using up to 64 characters.

Send alarm action (Release number 3 or later)

To send e-mail when an alarm occurs and when it is cleared, select On+Off. To only
send e-mail when an alarm occurs, select On.

Include tag/ch in Subject (Release number 3 or later)

Select On to include a tag number in the subject. If the tag number is not set, the
corresponding channel number is included.

Scheduled Settings
Specify the settings for sending e-mail at scheduled times.

Recipient1 and Recipient2

Set the e-mail recipients. For Recipient1 and Recipient2, select On to send e-mail or
Off to not send e-mail.

Interval

Select the interval for sending e-mail to Recipient1 and Recipient2 from 1, 2, 3, 4, 6, 8,
12, and 24 hours.

Ref. time

Enter the time used as a reference for sending the e-mail at the specified interval to
Recipient1 and Recipient2.

Include instantaneous value, Include source URL, Subject, and Header
These items are the same as the e-mail that is sent when an alarm occurs. The
default subject is Periodic_data.

System Settings
Specify the settings for sending e-mail when the DX recovers from a power failure, at
memory end, and when an error occurs.

Recipient1 and Recipient2

Set the e-mail recipients. For Recipient1 and Recipient2, select On to send e-mail or
Off to not send e-mail.

Include source URL, Subject, and Header

These items are the same as the e-mail that is sent when an alarm occurs. The
default subject is System_warning.

Report Settings
Specify the settings for sending e-mail when reports are created.

Recipient1 and Recipient2

Set the recipients. For Recipient1 and Recipient2, select On to send e-mail or Off to
not send e-mail.

Include source URL, Subject, and Header

These items are the same as the e-mail that is sent when an alarm occurs. The
default subject is Report_data.

1-20
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1.4 Sending E-mail Messages

Configuring the POP3 Server Connection (Release number 3 or later)
Specify how the DX operates when it connects to a POP server.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode) and select the Environment tab > Communication > POP3 Details.

Basic Setting Hode

POP3 Details
POP Before SHTP

Send delay [second] n

POP3 Login PLAIH

Send delay [seconds]
Enter the delay between a POP3 server authentication and the transmission in the range

of 0 to 10 seconds.

POP3 Login

To encrypt the password when logging into the POP3 server, select APOP. To send it in
plain text, select PLAIN.

E-mail Test
¢ Press FUNC and select E-mail test > Recipient1 or Recipient2.
You can send a test e-mail to check the e-mail settings.

Starting/Stopping the E-mail Transmission

Starting the e-mail transmission
¢ Press FUNC and select E-Mail START.

The e-mail transmission function is enabled.

Stopping the e-mail transmission
¢ Press FUNC and select E-Mail STOP.

The e-mail transmission function is disabled. Unsent e-mail messages are cleared.

E-mail retransmission
If the e-mail transmission fails, the message is retransmitted up to three times at 30-s,
1-minute, or 3-minute intervals. If retransmission fails, the e-mail message is discarded.
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1.4 Sending E-mail Messages

E-mail Format
The formats of alarm e-mails, scheduled e-mails, system e-mails, invalid user mails
(/AS1 advanced security option), report e-mails, and test e-mails are given below. For
details on the common display items, see “Common Display ltems for All Formats” in this
section.

Alarm Notification E-mail Format
¢ Subject
Subject: Alarm Summary (-[tag number or channel number])
The tag number or channel number enclosed in parentheses is used only when they
are configured to be included in the subject (on models with release number 3 or
later).
¢ Syntax
headerl1CRLF
header2CRLF
CRLF
Alarm summary.CRLF
<Host name>CRLF

hostCRLF

CRLF

<CH>ccc - "cCRLF
<Type>1gCRLF

<aaa>mo/dd _hh:mi:ssCRLF
CRLF

<Inst. value>CRLF

mo/dd _hh:mi:ssCRLF

ccc -+ c=ddd - - ‘dCRLF

CRLF

Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF

CRLF

ccc - - -c Channel number, tag comment, or tag number
(Up to 16 characters. Channels set to Skip or Off are not output. (For
the channel number, see section 3.3.)
Alarm level (1 to 4)

g Alarm type (H, L, h, 1, R, or r)
H (high limit alarm), L (low limit alarm), h (difference high limit alarm),
1(difference low limit alarm), R(high limit on rate-of-change alarm),
r(low limit on rate-of-change alarm)

aaa Alarm status (off or on)

ddd - - -d Measured/Computed value (up to 10 digits including the sign and
decimal point) + unit (up to 6 characters)

+OVER: Positive overrange
-OVER: Negative overrange
Burnout: Burnout data

*ok ok Error data

The DX transmits channel numbers, alarm types, and alarm statuses for up to
10 events in a single e-mail. If the DX is configured to include a tag number or a
channel number in the e-mail subject, one e-mail is sent for each event.

1-22 IM 04L41B01-17E



1.4 Sending E-mail Messages

Scheduled E-mail Format

* Subject
Subject:Periodic Data

e Syntax
headerlCRLF
header2CRLF
CRLF
Periodic data.CRLF
<Host name>CRLF
hostCRLF
CRLF
<Time>CRLF
mo/dd_hh:mi:ssCRLF
CRLF
E-mail message(s) did not reach intended recipient(s).CRLF
ttt- - -t
Count=nnCRLF
mo/dd _hh:mi:ssCRLF
CRLF
<Time>CRLF
mo/dd_hh:mi:ssCRLF
ccc - c=ddd - - “dCRLF
CRLF
Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

ccc - - -c Channel number, tag comment, or tag number
(Up to 16 characters. Channels set to Skip or Off are not output. (For
the channel number, see section 3.3.)

ttt- - -t Type of discarded e-mail

Alarm_summary: Alarm mail
Periodic_data: Scheduled mail
System warning: System mail
Report data: Report mail

nn Number of discarded e-mails

ddd - - -d Measured/Computed value (up to 10 digits including the sign and
decimal point) + unit (up to 6 characters)

+OVER: Positive overrange
-OVER: Negative overrange
Burnout: Burnout data

* ok Error data

The time that follows the type and count of discarded e-mails is the time when the
e-mail is discarded last.

IM 04L41B01-17E 1-23

aoeIvju| J8UIBY}T ay) Buisn H



1.4 Sending E-mail Messages

System Mail (Power Failure) Format
* Subject
Subject: System warning
* Syntax
headerlCRLF
header2CRLF
CRLF
Power failure.CRLF
<Host name>CRLF
hostCRLF
CRLF
<Power fail>mo/dd hh:mi:ssCRLF
<Power on>mo/dd hh:mi:ssCRLF
CRLF
Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

System Mail (Memory Full) Format
* Subject
Subject:System warning
e Syntax
headerlCRLF
header2CRLF
CRLF
Memory full.CRLF
<Host name>CRLF
hostCRLF
CRLF
<Memory remain>ppp - ‘pMbytesCRLF
<Memory blocks>bbb/400CRLF
<Media remain>rrr - -rMbytesCRLF
CRLF
Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

pep - - ‘P Remaining amount of internal memory

bbb Number of unsaved blocks (0 to 400)

rrr - - -r Remaining free space on the external storage medium (when an
external storage medium is connected)
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1.4 Sending E-mail Messages

System Mail (Error) Format
* Subject
Subject:System warning
e Syntax
headerl1CRLF
header2CRLF
CRLF
Error.CRLF
<Host name>CRLF
hostCRLF
CRLF
mo/dd_hh:mi:ssCRLF
ERROR: ff£fCRLF
"Operation aborted because an error was found in media.”CRLF
CRLF
Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

fff Error number (200, 201, 211, 281 to 285)

For details on the error, see the DX71000/DX1000N or DX2000 User’s Manual
(IM04L41B01-01E or IM04L42B01-01E).

System Mail (Invalid User) Format

¢ Subject

Subject: [System warning]
¢ Syntax

headerlCRLF

header2CRLF

CRLF

User lockedCRLF

<Host name>CRLF
hostCRLF

CRLF
mo/dd_hh:mi:ssCRLF
ERROR: fffCRLF

<User name>

uuuse-e-u

CRLF

Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

mo/dd_hh:mi:ss Time when the e-mail was created
uuueeeu Name of the invalid user (up to 20 characters)

IM 04L41B01-17E
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1.4 Sending E-mail Messages

Report Mail Format

* Subject
Subject:Report data

* Syntax
headerlCRLF
header2CRLF
CRLF
ti report.CRLF
<Host name>CRLF
hostCRLF
CRLF
mo/dd_hh:mi:ssCRLF
<CH>ccc * * *cCRLF
<tp>eee - ' eCRLF
<tp>eee - ' eCRLF
<tp>eee - ' -eCRLF
<tp>eee - -eCRLF
<Unit>uuu - - ‘uCRLF
CRLF
Access_the following URL in order to look at a screen.CRLF
http://host.domain/CRLF
CRLF

ti Contents of the report mail (hourly, daily, weekly, or monthly report)

ccc - - -c Channel number, tag comment, or tag number
(Up to 16 characters. Channels set to Skip or Off are not output. For
the channel number, see section 3.3.)

tp Report content (average, maximum, minimum, instantaneous, and sum.
Four items among these are output.)

eee - e Measured/Computed value (up to 10 digits including the sign and
decimal point). However, for the sum value, the value is output as a
combination of the sign, mantissa, E, sign, and exponent such as in

-3.8000000E+02.

+OVER: Positive overrange
-OVER: Negative overrange
Burnout: Burnout data
Empty data: Error data

uuu - - -u  Unit (up to 6 characters)
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1.4 Sending E-mail Messages

Test E-mail Format

* Subject

Subject: Test
Syntax

Test mail.CRLF
<Host name>CRLF
hostCRLF

CRLF

<Time>CRLF
mo/dd_hh:mi:ssCRLF

CRLF

<Message>CRLF
xX:msCRLF
CRLF
X Message number (1 to 10)

ms

Message content (only specified messages are output.)

Common Display Items for All Formats
+ Time information

mo
dd
hh
mi

SS

Month (01 to 12)
Day (01 to 31)
Hour (00 to 23)
Minute (00 to 59)
Second (00 to 59)

The month, day, hour, minute, and second of the time information are output in the
order specified by the date format in the basic setting mode.
* Host name, domain name, and header information
headerl Header 1 (displayed only when it is set)
header2 Header 2 (displayed only when it is set)

host

domain

Host name or IP address (IP address when the host name is not
assigned. In the case of an IP address, the <Host> section is set to <IP
address>.)

Domain name

Space

IM 04L41B01-17E
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1.5 Monitoring the DX on a PC Browser

Setting the Web Server Function
From the basic setting mode menu, set the server function and Web page of
Communication (Ethernet).

Setting the Web server
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic

setting mode), and select the Menu tab > Communication (Ethernet) > Server >
Server modes.

Basic Setting Hode
Server
FTP

Web Use
SHTP Not

Hodbus Hot
EtherMet/IP Mot

e Web
For the Web item under Server, select Use or Not (don’t use). When Use is selected,
the Web page item is added to the basic setting mode menu.

Port Number

The default value is 80. To change the setting,

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Environment tab > Communication > Service port.

For the selectable range of port numbers, see section 6.1.

Setting the Web page
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic

setting mode), and select the Menu tab > Communication (Ethernet) > Web page.

On DXs without the /AS1 advanced On DXs with the /AS1 advanced
security option security option

Basic Setting Hode Basic Setting Hode

Page twpe Operator Page twpe Operator

On/fOff On/fOff (n
Access control 0ff Access control Ooff
Command Use

Operator|Honitor Operator|Honitor
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1.5 Monitoring the DX on a PC Browser

Page Type

Monitor

Configure the monitor page. You can carry out the following operations on the monitor

page.

» Display the alarm summary

» Display the measured and computed values of all channels

» Display logs (message summary, error log, etc.)

» Print the DX screen with an attached title and comment

» Display reports

» Connect to the DX via FTP and retrieve files

* Make an alarm sound when an alarm occurs on the DX.

For screen examples, see “Monitoring with the Browser” in this section.

Operator

Set the operator page. The following operations can be carried out in addition to the

functions available on the monitor page.

» Switch the operation screen

» Control the DX's DISP/ENTER key, arrow keys, and favorite key

» Write messages (this operation cannot be performed on DXs with the /AS1
advanced security option).

« Search data by date and time

For screen examples, see “Monitoring with the Browser” in this section.

Setting the monitor page

Page type

Select Monitor.

Setting On/Off

To display the monitor page on a browser, select On; otherwise, select Off.

Access control

To use access control, select On.

On DXs without the /AS1 advanced security option:

If you set this to On, you must enter a user name and password to display the monitor
page. Set the user name and password through the Login item. For details, see the
DX1000/DX1000N or DX2000 User’s Manual (IM04L41B01-01E or IM04L42B01-01E).
On DXs with the /AS1 advanced security option:

If you set this to On, you must enter a user name and password to display the monitor
page. Set the user name and password through the Login item. See the Advanced
Security Function (/AS1) User’s Manual (IM04L41B01-05EN).

Setting the operator page

Page type

Select Operator.

On/Off

To display the operator page in the browser, select On. Otherwise, select Off.
Access control

This is the same as the setting on the monitor page.

Command input

On DXs without the /AS1 advanced security option:

To use message write commands, select On. Otherwise, select Off.
On DXs with the /AS1 advanced security option:

You cannot use message write commands. This setting is fixed at Off.
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1.5 Monitoring the DX on a PC Browser

Monitoring with a Browser

Setting the URL
Set the URL appropriately according to the network environment that you are using. You

can access the DX by setting the URL as follows:
http://host name.domain name/file name

http
Protocol used to access the server.

Host name.domain name
Host name and domain name of the DX.
You can also use the IP address in place of the host name and domain name.

File name

File name of the monitor page and operator page of the DX.

File name of the monitor page: monitor.htm

File name of the operator page: operator.htm

Omitting the file name is equivalent to specifying the monitor page. However, if the
monitor page is disabled, it is equivalent to specifying the operator page.

Example

To display the operator page on a PC in the same domain as the DX, enter the URL in

the Address box of the browser as follows:
http://dx1000.adv.dagstation.com/operator.htm or
http://192.168.1.100/operator.htm

(In the example, the domain name is set to adv.dagstation.com, the host name to

dx1000, and the IP address to 192.168.1.100.)

Login (On DXs without the /AS1 advanced security option)
You need to configure the following settings to use the login function.

No. [Setting Description and Reference
1 Communication To access the DX through a communication interface, you must
login (Security > log in. For details, see section 8.2 in the DX71000/DX1000N or
Communication) DX2000 User’s Manual.
2 Login Register the users who can access the Web server. For details,
see section 8.2 in the DX71000/DX1000N or DX2000 User’s
Manual.
3 Web page Set Access control to On in the operator and monitor pages.

Only users whose mode is set to Web, Com, or Key+Com can access the DX Web page.
When you access the page, you will be prompted for a user name and password. Enter
the user name and password that you set in item 2 in the table.

Connect to 10.0.23.75 HE|

1 ﬂl"l A k‘

The server 10.0.23.75 at requires a username and
password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: Iﬂ | j

Password: I

™ Remember my password

oK I Cancel
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1.5 Monitoring the DX on a PC Browser

Login (On DXs with the /AS1 advanced security option)
You need to configure the following settings to use the login function.

No. [Setting Description and Reference
1 Communication To access the DX through a communication interface, you must
login (Security > log in. See section 1.3 in the Advanced Security Function (/AS1)
Communication) User’s Manual.
2 Login Register users whose mode is “Web.” See section 1.3 in the
Advanced Security Function (/AS1) User’s Manual.
3 Web page Set Access control to On in the operator and monitor pages.

Only users whose mode is set to Web can access the DX Web page. When you access
the page, you will be prompted for a user name and password. Enter the user name and
password that you set in item 2 in the table.
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1.5 Monitoring the DX on a PC Browser

Contents of the Monitor Page

Note

If the DX is in setting mode or basic setting mode, you cannot display the monitor page or
the operator page. If you try to do so, an error message appears. For details on the different
modes, see the Operation Guide (IM04L41B01-02E or IM04L42B01-02E).

— Refresh the screen
— Display the alarm summary

Displays the alarm summary in a separate window.
— All channel display

— Alarm sound

— Log

Refresh Alarm sound w Auto Refresh ':'T"-l n Zoom

DX screen image

Refreshing the page

Displays the measured values and alarm statuses of all channels in a separate window.
Select On to produce an alarm sound when an alarm occurs on the DX.
Displays various logs in a separate window.

Automatically refresh the screen
Turn this ON to automatically refresh the screen.

Report (/M1 and /PM1 options)
Display and prints reports

Zoom

Change the zoom rate
of the screen.

DX1000 : 100%, 200%
DX2000 : 75%, 100%

Drata list Print ﬁage

Print page
Print the DX screen by attaching a
title and comment.

Data list’

Connect to the DX FTP server and download

files from its internal memory and external

medium.

* Does not appear when the login function is
being used.

The monitor page can be refreshed automatically or manually.

* Auto Refresh ON

Refreshes the monitor page once approximately every 10 seconds.

* Auto Refresh OFF

Does not automatically refresh the monitor page. If is refreshed when you click
Refresh. You cannot refresh the page within approximately 10 seconds of the
previous refreshing of the page, even if you click Refresh.

Zoom

Select the zoom factor from the list box to zoom into or out of the DX screen.
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1.5 Monitoring the DX on a PC Browser

Sounding and Stopping Alarm Sounds
When an alarm occurs on the DX, the alarm sound popup window appears, and an alarm
is sounded.
The alarm can be sounded on a PC that can produce sound. The popup blocking settings of
your browser may prevent the alarm sound window from appearing.

/2 ALARM SOUND - Windows In__ B[S E3

£ hitp://10.0.23.75/cgibin/meni/alm_popup.c ¥

[~

Close this window to stop the alarm sound.

An alarm has occurred.

Close

€ intemet | Protected Mode: Or [ #,100% ~

The alarm sound stops when you click Close.

Note

Alarm Sound Output

« Alarm detection occurs when the screen is refreshed. The screen can be refreshed
through manual refreshing, automatic refreshing, menu operations, and screen
operations. We recommend that you enable automatic refreshing when you use the
alarm sound.

* Analarm is sounded when the alarm status in the status display section is red, blinking
red, or blinking green (for the meanings of the different alarm statuses, see the DX7000/
DX1000N or DX2000 User’s Manual).

» Even if you release the alarm on the DX (so that no alarm status is displayed), the alarm
will continue to sound on the PC until you stop it.

Alarm Sound Off

The DX is not affected when you stop the alarm sound. Stopping the alarm is not equivalent

to performing the alarm ACK operation on the DX.

Alarm Sound Specifications

The alarm sound is stored in a WAV file on the DX. It cannot be changed.

When the pages of multiple DXs are being displayed:

If they are being displayed by the same browser, they all share one alarm sound window.
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1.5 Monitoring the DX on a PC Browser

Contents of the Operator Page
When the multi batch function (/BT2 option) is not in use

Refresh

2. 1.2 G4 U B4
I TN T T T N

1328

Message
Write a message.
Does not appear on DXs with

the /AS1 advanced securit
Alarm SDUﬂdw Auto Refresh AT 100% v y

option.

rSelect the trend screen
Directly select the group
you want to display.

Drata list Print page

Select Group == %

~Select the historical screen
Directly select the group you

Select Grap => want to display.

| Data Range Search —J7—Search by date and time
Search data by date and time.

Select Screen => v Lselect other displays
You can select the overview
display, digital display, bar

raph display, or custom display.
nise > grap play. play.
JENTER

A

4

Arrow keys and DISP/ENTER key
v Carry out the same operation as
the corresponding keys on the DX.
|-Favorite key
Carry out the same operation as
the corresponding key on the DX.
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1.5 Monitoring the DX on a PC Browser

When the multi batch function (/BT2 option) is in use
Batch single mode

Refresh Alarm somdm Auto Refresh (SN

Diata list Print page

— Select the screen mode.

2.8
R

_ulu'?u L ﬁ‘-’.ﬁf wibe dl \ l'h Select Screen Mode => » List box
_Se\ect Screen Maod v

Select Group => +
Select Group=> v

|[ Data Range Search ]

aoeIvju| J8UIBY}T ay) Buisn

Select Screen => ¥

Batch overview mode

Refresh

Diata list Print page

aLL BatcH (B | SCREENMODE |~ Select the screen mode.
[31 List box
Select Screen Mode=> » _
g Select S5 Mod
A
OFF
i Batch COweriew
T < ISP )
[21 [4] SENTER
e v
OFF
DISP I Hdmin DISP I lhour
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1.5 Monitoring the DX on a PC Browser

Switching the Screen (Operator page only)
* Screen Mode (Only when the multi batch function (/BT2 option) is in

use)
From the Select Screen Mode list box, select Batch Overview (batch overview

mode) or Batch Group# (batch single mode).

Trend and Historical Trend

Using the Select Group list box, you can switch to the trend or historical trend display
for the group that you specify.

If you are using the multi batch function (/BT2 option) and are displaying the batch
single mode screen, you can switch between the screens in the displayed batch
group.

Other Screens

From the Select Screen list box, you can switch the screen by specifying digital, bar
graph, overview, or custom.

If you are using the multi batch function (/BT2 option) and are displaying the batch
single mode screen, you can switch between the screens in the displayed batch

group.

DISP/ENTER Key, Arrow Keys, and Favorite Key
If the DX is in operation mode, you can click the DISP/ENTER, arrow, and favorite
keys to carry out the corresponding operation on the DX.

On DXs with the /AS1 advanced security option, you cannot switch the screen when:

There is a user who has logged in to the DX through key operations.

There is a user who is connected to the DX setting function through an Ethernet
connection.

There is a user who is executing the LL command through serial communication.
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1.5 Monitoring the DX on a PC Browser

Alarm Summary
Click Alarm Summary to display the alarm summary. Click Refresh to update the data.

* You can display information for up to 400 alarms.

» Based on the DX settings, the Channel column displays channel numbers, tag
comments, or tag numbers and tag comments.

» Alarms are displayed using the specified alarm colors.

* When individual alarm acknowledgment is enabled, the channels and alarm levels are
displayed.

Alarm summary example (when the multi batch function (/BT2 option) is not in use)

Refresh Close | Creation date : 2008/12/06 16:51:03

Status C e Alarm Time

2003/12/06 16:50:41
2003/12/06 16:49:45
2005/12/06 16:47:43
2005/12/06 16:42:14
2003/12/06 16:39:41
2003/12/06 16:39:35

Alarm summary example (when the multi batch function (/BT2 option) is in use; release
number 3 or later)

Select the batch group from the list box. If you select All, the alarm information for every
batch group is displayed.

IElatch Groupl 'l

Refresh | Close | Creation date : 2008/12/06 16:59:52

Channel Alarm Time

| 2003/12/06 16:59:28
| 2003/12/06 16:58:30
| 2005/12/06 16:58:27

All Channel Display

Click All Channels to display the measured values and alarm status of all channels.

Click Refresh to update the data.

» Based on the DX settings, the Channel column displays channel numbers, tag
comments, or tag numbers and tag comments.

» Alarms are displayed using the specified alarm colors.

+ If you are using the annunciator function, the alarm display is based on the
annunciator sequence. However, the indicators do not blink.

» Channels are not displayed in batch groups even if you are using the multi batch
function (/BT2 option).

All channel display example

Creation date : 2008/12/02 13:29:32

[ ABC1 H 0.6014 v
[ ABC2 H 10745 v
[ ABC-3 14745 v
[ ABC-4 -1.7740 v
-

- 4 nEas TT
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1.5 Monitoring the DX on a PC Browser

Log

Displays the message summary™, error log, FTP log, login log™, Web operation log,
e-mail log, SNTP log, Modbus log, operation log™®, and change settings log™ in a
separate window. From the Log list box, select the log you want to display. Click Refresh

to update the data.

*1 You can display up to 100 messages and up to 50 added messages.
*2 Only on DXs without the /AS1 advanced security option
*3 Only on DXs with the /AS1 advanced security option. Up to 100 operation log items can be

displayed.

Message summary example (when the multi batch function (/BT2 option) is not in use)

LOG

MESSAGE v

Creation date : 2008/12/02 13:54:41
User Mame
2?28;}122’22 hold1 ATL [Communication]
200812402
13:53:25 start ALL [Key]
2?28;2;22 hold1 ATL [Key]
200812402
13:53:09 start ALL [Key]
200812402
13:52:56 stop ALL [Key]

| ReTaTal=Fa R Tinls] |

Message summary example (when the multi batch function (/BT2 option) is in use;

release number 3 or later)

Displays the batch group that messages were written to.

LOG

MESSAGE v

Creation date : 2008/12/02 14:30:35

User Name

2008/12/02
14:30:33

2008/12/02
14:28:49

start

[Key]
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1.5 Monitoring the DX on a PC Browser

Displaying and Printing Report Data (/M1 and /PM1 options; release
number 3 or later)
You can display report data in the specified format (layout) and print it.
* Procedure
Set the report display layout before you carry out this operation. In the layout, set
the report title, the report channels to display, and the item names.
From the operator or monitor page, open the create web report window, and select
the report file and the layout to use.
Report layout example
Daily report

| Plant Section 50 Industrial water

Daily report Start time: 2007/03/01 01:00:00

Timeout time

Minimum pump
volume [k]

Maximum pump
volume [Kk]

Average pump
volume [k]

Integrated
pump volume [k]

Flow rate
[m3]

03/02 1:00:00

03/03 1:00:00

03/04 1:00:00

03/05 1:00:00

03/06 1:00:00

03/07 1:00:00

03/08 1:00:00

03/09 1:00:00

03/10 1:00:00

03/11 1:00:00

03/12 1:00:00

03/13 1:00:00

03/14 1:00:00

03/15 1:00:00

03/16 1:00:00

03/17 1:00:00

03/18 1:00:00

03/19 1:00:00

03/20 1:00:00

03/21 1:00:00

03/22 1:00:00

03/23 1:00:00

03/24 1:00:00

03/25 1:00:00

03/26 1:00:00

03/27 1:00:00

03/28 1:00:00

03/29 1:00:00

03/30 1:00:00

03/31 1:00:00

04/01 1:00:00

Please enter comments.

IM 04L41B01-17E
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1.5 Monitoring the DX on a PC Browser

Daily and monthly reports

| Plant Section 50 Industrial water
Daily report Start time: 2007/03/01 01:00:00

Timeout time Minimum pump | Maximum pump | Average pump | Integrated Flow rate
volume [k] volume [k] volume [k] pump volume [k] [m3]

03/02 1:00:00
03/03 1:00:00

03/31 1:00:00
04/01 1:00:00

Monthly report Start time: 2007/03/01 01:00:00

Timeout time Minimum pump | Maximum pump | Average pump | Integrated Flow rate
volume [k] volume [k] volume [k] pump volume [K] [m3]

04/01 1:00:00

Please enter comments.

e Setting the Report Layout

This item only appears on models with the computation function (/M1 or /PM1 option)

when the basic setting items are set as follows:

» The type of report to create is specified (Report > Basic settings).

* Web server is set to Use (Communication (Ethernet) > Server > Server modes).

* The operator or monitor page is set to On (Communication (Ethernet) > Web
page).

¢ Press MENU (to switch to setting mode), and select the Menu tab > Web Report
110943 o= (O] )

11:28
Web Report Mo

Onf0ff

Title
ITtem Mo 1-5
Item Channel Walue Mame
1] on [ rREL | Sum |
Off
3| Off
q | Off
5| Off

Input +1 -1

Web Report No
You can configure 10 different report layouts. Set the number in the range of 1 to 10.

On/Off
Select On to use the layout.

Title
The report title. This title is used to select the layout when displaying reports on the
Web browser. Enter the title using up to 64 alphanumeric characters and symbols.

Item No (DX1000 and DX1000N only)
You can set up to 10 items. Select 1-5 or 6-10.

Item, Channel, Value, and Name

For each item number, set the report channel, computation type, and name to assign
to the item.

Enter the name using up to 16 alphanumeric characters and symbols.

For the procedure to configure the report, see section 9.5 in the DX7000/DX1000N or
DX2000 User’s Manual (IM04L41B01-01E or IM04L42B01-01E).
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1.5 Monitoring the DX on a PC Browser

* Displaying a Report
1. Click Report to open the Create Web Report window.

a REPORT MENU:10.0.22.75 — Microsoft Internet Explorer {38 {my:

Create Web Report

Select Layout

SECTIOMxx v

Select Report Data

200841202 14:00:42 Timellp - Hourly »

Status

® 0n
O oOff

Font Size

2. Select the layout and report data.
Select Layout

Select the layout title from the list box.

Select Report Data

Select the report data from the list box. The report data is the data in the DX
internal memory. The report data is displayed using the date when the report was
created and the report value.

Status

To display the report data status, select On.

Status Indication Description

A burnout occurred during the reporting period.

A measurement or computation error occurred during the
reporting period.

Over range or computation overflow occurred during the reporting
period.

A power failure occurred during the reporting period.

The time was changed during the reporting period.

Gl

Font Size

Select a display font size from 6 points to 12 points.

IM 04L41B01-17E
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1.5 Monitoring the DX on a PC Browser

3. Click Create.

The report data appears in a separate window.

[PLENT s

Hourly Start Time: 200871206 19:04:55

12106 20.00:00 P

12106 210000 P

12106 22:00.00 S
T

1206 @:UU:UU 3.777920E+401L

2.147660EH1

2073220E+H11

3.405181EH2

39EE2T0EHIL

1.1958

1.3666

18375

1.9634

4.551670EHIL

3.734930EHIL

4.049394EH)2

3.597750EHIL

5.325200E+H11

4 208200E+H1

3 964047EH)2

3.023500E+H11

Please enter comments.

* Printing a Report
Title

You can edit the report title. Click within the report title box, and edit the text using up
to 64 characters. The title that you enter here does not affect the DX setting.

Comment

You can enter two lines of comments in the comment text field. Click within the
comment text field, and enter text.

Print

Print the report from the browser.

Data list (Release number 3 or later)

You can easily retrieve files via FTP using the data list link, without having to specify the

URL.

For operating instructions, see section 1.6.

a Data list — Microsoft Internet Explorer

Data hist

Memory
Media
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1.5 Monitoring the DX on a PC Browser

Printing the Screen (Release number 3 or later)
You can print a screen capture with an optional title and comment attached.

— Title box
The default title is the IP address or host name.
You can overwrite the default title with your own title.

|bev001-OmEgE5 |

Iminsdib

B.7248 v

L

Comment input box
Enter comments. You can enter more than five lines of
comments, but only the first five lines will be printed.

Print button
Opens the print window.

Click Print to open the Print window.

IM 04L41B01-17E
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1.5 Monitoring the DX on a PC Browser

Writing Messages (Operator page only)

You can assign a text string to one of the DX messages 1 through 10 and write the
message to a specified group at the same time. The maximum message length is 32
alphanumeric characters. The current message setting is overwritten. This operation is
not available on DXs with the /AS1 advanced security option.

Example of Writing a Message (when the multi batch function (/BT2 option) is not in use)
Use message number 9 and write the message “ALARM” to all groups. Successful
completion of the writing operation is indicated in the Command Response box.

A COMMANDIMAINI0.0.22.75 — Microsoft Inte... [0 (51/[X]
Active Message
Ilessage Mo,
TWrite message to
@ All Groups
O Group Number GROUP 1 v
Input Characters [ALARM —F————}— Specify a message number

W] (G to display the corresponding

Command Response

000:0K. E

Example of Writing a Message (when the multi batch function (/BT2 option) is in use)
Use message number 1 and write the message “start” to all display groups in batch

group 1. Successful completion of the writing operation is indicated in the Command
Response box.

A COMMANDIMAINT-10.0.23.75 - Microsoft Inte... |2 )5/
Active Message
Ilessage Mo,
TWrite message to
Batch Group
Display Group
@ All Groups
O Group Number BATCH1-1 »
Input Characters |star1 |
[ Set & Write ] [ Cancel ]
Command Response
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Displaying the Measured Data at the Specified Date and Time (Operator
page only; release number 3 or later)
You can search for measured data at the specified date and time and display the results.
You can search the display data or event data in the DX internal memory.

Nofte

This function uses the DX function that displays the measured data at the specified date and

time.

* You can search the last 10 years of data excluding the data before year 2000.

« For details on the display conditions, see section 4.3 in the DX71000/DX1000N or DX2000
User’s Manual (IM04L41B01-01E or IM04L42B01-01E).

1. Click Data Range Search to open the ENTER DATE & TIME RANGE window.
2. Set the date and time of the data recording and the data type.

3 SEARGH MENU:10.0.23.75 — Microsoft Internet Explorer D32 {m: ¥

ENTER DATE & TIME RANGE

IMVE 13 % |57 |»
@DISP DATA
FILE TYEE EVENT DATA

3. Click Historical Display.
The DX screen switches and the data at the specified date and time appears.

Refresh Alarm somdm Auto Refresh [k Zoom

Alarm Summary All Channels Log

Drata list Print page

Select Group => ¥

Select Group => ¥

Data Range Search

Select Screen ==

Py,

DISP
JENTER

L

Favorife

IM 04L41B01-17E

1-45

aoeIvju| J8UIBY}T ay) Buisn H



1.6 Accessing the Measurement Data File on the
DX from a PC (FTP Server)

You can access data files stored on the external storage medium.

Setting the FTP Server
Server Function
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Server >
Server modes.

Basic Setting Hode

Server
FTP
Web
SHTP Mot
Hodbus Hot
EtherMet/IP Mot

* FTP
For the FTP item under Server, select Use or Not (don’t use).

FTP Server Directory Output Format (Release number 3 or later)

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Environment tab > Communication > FTP Server
Details.

Basic Setting Hode

FTP Server Details
Output Directory Format [

* Directory Output Format
Set the directory output format to MS-DOS or UNIX.

When Not Using the Login Function

You can connect to the server using the user name “admin,” “user,” or “anonymous.” You
can use a PC to access the DX via FTP. You can perform operations such as retrieving
directory and file lists from the external storage medium of the DX and transferring and
deleting files. In addition, you can also retrieve the directory or file list and transfer files in
the internal memory.
Accessing Data Files from the Web Browser

1. Click Data list.

2. Click Memory or Media.

3. From the file list, select the files you want to retrieve.

1-46 IM 04L41B01-17E



1.6 Accessing the Measurement Data File on the DX from a PC (FTP Server)

Note

* You can view the files by installing the provided DAQSTANDARD software on the PC and by
associating DAQSTANDARD with the files you want it to receive.

*  Memory is linked to ftp://hostname/MEMO/DATA.
* Media is linked to ftp://hostname/DRVO0/. The external storage medium is the CF card.

* You cannot retrieve data files that are being created.
* The display is not automatically updated. Perform the operation again if necessary.

Connecting from a PC via the FTP
An example of retrieving files using a browser is described below. In the Address box,

enter the following:

ftp://host name.domain name/file name
Drag the data you want to retrieve from the /MEMO/DATAO folder in the case of internal
memory data or the /DRVO folder in the case of data on the external storage medium to
the PC. You can also use the IP address in place of the “host name.domain name.”

aoeIvju| J8UIBY}T ay) Buisn

When Using the Login Function (Standard)
You will be prompted for a user name and password when you access the server. Enter
a user name and password that are registered on the DX to connect to it. For information
about the operations that can be executed, see the explanation in section 1.1, “Login
(On DXs without the /AS1 advanced security option).” You cannot perform the operations
described under “Accessing Data Files from the Web Browser” or “Connecting from a PC
via the FTP.”

When Using the Login Function on a DX With the /AS1 Advanced Security
Option

Although you can connect to the server using the user name “admin,” “user,” or
“anonymous,” you cannot delete or change the names of files on the server (the DX), nor

can you transfer files to the server.

Port Number
The default value is 21. To change the setting,
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Environment tab > Communication > Service port
For the selectable range of port numbers, see section 6.1.
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1.7 Transferring Data Files from the DX (FTP
Client)

The display and event data files, report data files, snapshot data files, setup files, and
change settings log files created in the internal memory of the DX can be automatically
transferred using FTP at the time the files are created.

Files to Be Transferred via FTP
The display or event data files are automatically transferred to the FTP destination
described in the next section at appropriate times.

File Type Description

Display data file Data files are automatically transferred at each file save interval.

Event data file Files are automatically transferred when the data length of data is
recorded.

Report data file When the file division mode is Combine® or Separate, data files are

automatically transferred when a report file is closed (or divided). For
example, data files are transferred once per month when generating
only daily reports.

When the mode is Seprt2,T an individual report file is output for each
event.

T See section 9.5 in the DX71000/DX1000N or DX2000 User’s Manual.

Snapshot data file The files are automatically transferred when a snapshot’ is executed.

They are transferred regardless of the media storage setting. FTP

transfer is executed regardless of the execution result of saving an
snapshot data to a CF card or USB flash memory.

* Indicates snapshot using the FUNC key, communication command
(EV2 command), USER key, or remote control function.

Setup file and change The DX automatically transfers the setup file and change settings log

settings log file when the file that are automatically saved to the CF card when the settings are

settings have changed?  changed.

*1  When “FTP transfer at signing” is enabled on a DX with the /AS1 advanced security option,
this file is automatically transferred after you sign in. See section 2.1 in the Advanced
Security Function (/AS1) User’s Manual.

*2  Only on DXs with the /AS1 advanced security option

Shifting the Transfer Time (Release number 3 or later)

There may be cases when data cannot be transferred from the DX to the FTP server

due to too many simultaneous connections to the FTP server. An example is when

multiple files are created and need to be transferred at the same time from multiple DXs.

By shifting the transfer time, you can avoid having too many simultaneous connections

to the FTP server. The time that display data files, event data files, and report files are

transferred can be shifted.

» Even if a new event that requires an FTP transfer occurs while the DX is waiting to
transfer the data of the previous event, it does not affect the transfer wait time of the
previous event. When the transfer shift time passes, all data files of the same type that
have been created (all of the files that have not been transferred) are transferred via
FTP. The following figure is an example for display data.

» To avoid accumulating too many files that have not been transferred, we recommend
that you set the transfer wait time shorter than the interval at which events that require

FTP transfers occur.
FTP transfer@ [ FTP transfer @@@]

| Display data file |

A) (9) (3)
—0 —0 @ @ |

‘—[Transfer wait time I_ > Transfer wait time
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1.7 Transferring Data Files from the DX (FTP Client)

Even if you turn the power off during FTP transfer wait time, the elapsed time is
recorded.
If you change the FTP transfer time settings during FTP transfer wait time, the data
files that are being held are transferred using the previous setting. Subsequent data
files are sent according to the new setting.
If you initialize the DX during FTP transfer wait time (using Clear1, Clear2, or Clear3,
Clear 4), the elapsed time is cleared.
When “FTP transfer at signing” is enabled, ' changes to the FTP transfer time settings
for measured data are invalid.

*1 See the Advanced Security Function (/AS1) User’s Manual.

Setting the FTP Client

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > FTP client >
FTP transfer file.

FTP transfer file settings FTP connection destination settings
Basic Setting Hode ) Basic Setting Mode

FTP transfer file FITP eemmEsEien

DispiEvent data Server name

Report 0ff Fort number 21

Snapshot 0ff Login name

Setting Ooff Password EEEREEET SIS ST SIS 22T
Transfer wait time ficcount .

DispdEvent data 8 nin PRI m otf

Fepari: liﬂmin Initial path

Primary | Second

Setting the FTP transfer files
* Display and Event Data

Select On when automatically transferring display and event data files.

Report

Select On when automatically transferring report data files (including template-based
report files).

Snapshot

Select On when automatically transferring snapshot data files.

Setting

This item is only available on DXs with the /AS1 advanced security option. Select On
when automatically transferring the setup file and change settings log file that are
saved when the settings have changed.

Transfer wait time
* Disp&Event data

Set the time to delay the data transfer to the FTP server in the range of 0 to 120
minutes.

When “FTP transfer at signing” is enabled on a DX with the /AS1 advanced security
option, changes to the FTP transfer time settings are invalid. See section 2.1 in the
Advanced Security Function (/AS1) User’s Manual.

Report

Set the time to delay the data transfer to the FTP server in the range of 0 to 120
minutes.
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1.7 Transferring Data Files from the DX (FTP Client)

Setting the FTP connection destination
Consult your network administrator when setting parameters such as the primary/

secondary FTP servers, port number, login name, password, account, and availability of
the PASV mode.
* FTP connection
You can specify two destination FTP servers, Primary and Secondary. If the primary
FTP server is down, the file is transferred to the secondary FTP server.
* FTP server name
Enter the name of the file transfer destination FTP server using up to 64 alphanumeric
characters.
» If the DNS is used, you can set the host name as a server name. For details on
setting the DNS, see section 1.3.
* You can also set the IP address. In this case, the DNS is not required.
e Port number
Enter the port number of the file transfer destination FTP server in the range of 1 to
65535. The default value is 21.
* Login name
Enter the login name for accessing the FTP server using up to 32 alphanumeric
characters.
e Password
Enter the password for accessing the FTP server using up to 32 alphanumeric
characters.
e Account
Enter the account (ID) for accessing the FTP server using up to 32 alphanumeric
characters.
¢ PASV mode
Select On when using the DX behind a firewall that requires the passive mode. The
default setting is Off.
 Initial path
Enter the directory of the file transfer destination using up to 64 alphanumeric
characters. The delimiter for directories varies depending on the implementation of
the destination FTP server.
Example) When transferring files to the “data” directory in the “home” directory of an
FTP server on a UNIX file system.
/home/data

When There Is a File with the Same Name at the Transfer Destination
Under all circumstances, when there is a file with the same name at the transfer

destination, it is overwritten

Operation When the Data Transfer Fails

If the DX fails to transfer files to both the primary and secondary FTP servers, the DX
aborts the file transfer operation. If the connection to the destination recovers, the DX
transfers new data files along with the files that the DX failed to transfer. Note that
because the DX transfers data from its internal memory, if the data that the DX failed to
transfer is overwritten, it is lost.
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Testing the FTP Transfer

You can test whether a test file can be transferred from the DX to an FTP server.
¢ Press FUNC and select FTPtest.

Items to check before performing this test

» Connect the Ethernet cable correctly. For the connection procedure, see section 1.3.

» Check that the Ethernet interface settings are correct. For the procedure, see section
1.3.

Checking the results of the FTP test
* When an FTP test is executed, a test file named FTP_TEST.TXT is transferred to the

directory indicated by the initial path at the FTP destination specified in this section.
» The result of the FTP test can be confirmed by displaying the FTP log (displayed on

the DX (see the DX71000/DX1000N or DX2000 User’s Manual)) or Web screen (see

section 1.5) or by outputting the result using the FL command (see section 3.4).
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1.8 Synchronizing the Time

The DX time can be synchronized to the time on an SNTP server. The DX can also
function as an SNTP server.

Setting the SNTP Client

Synchronize the DX time to the time on an SNTP server.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > SNTP client.

SHTP client zettings
Uses/Hot

Server name

Entp. dagstation.con
Port number 123
Access interval Sh

Access reference time e aa
Access timeout 38z
Time adjust on Start action Off

¢ Use/Not
Select Use to use the SNTP client function; Otherwise, select Not. If you select Use,
the SNTP client settings are displayed.

* SNTP server name
Set the SNTP server name using up to 64 alphanumeric characters.
» If the DNS is used, you can set the host name as a server name. For details on

setting the DNS, see section 1.3.

* You can also set the IP address. In this case, the DNS is not required.

¢ Port number
Enter the port number of the SNTP server in the range of 1 to 65535. The default
value is 123.

* Access interval
Set the time interval for synchronizing the time with the server to OFF, 1, 8, 12, or 24h.
If you select OFF, you can synchronize the time manually by operating soft keys. The
time is not synchronized if the difference in the time between the DX and the server is
greater than or equal to 10 minutes.

* Access reference time
Set the reference time for making queries.

* Access timeout
Set the time to wait for the response from the SNTP server when querying the time to
10, 30, 90s.

¢ Time adjust on Start action
Select On to synchronize the time using SNTP when memory start is executed;
Otherwise, select Off.

Manually Synchronizing the Time
You can synchronize the time at any time by operating the FUNC key. The SNTP client
setting must be enabled.
¢ Press FUNC and select SNTP.

1-52 IM 04L41B01-17E



1.8 Synchronizing the Time

Setting the SNTP Server

Carry out the steps below to run the DX as an SNTP server.

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Server >
Server modes

Server

FTP Usze
Web Use
SNTP
Hodbus Hot
EtherMet/IP Mot

*« SNTP

For the SNTP item under Server, select Use or Not (don’t use).
When an SNTP client on the network queries the time information to the DX, the DX
sends the time information.

Port Number

The default value is 123. To change the setting,

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Environment tab > Communication > Service port.

For the selectable range of port numbers, see section 6.1.
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1.9 Using the Modbus Server Function

The DX is used as a Modbus server.
For the Modbus specifications, see section 6.3.

Setting the Modbus Server
Carry out the steps below to enable another device to read the DX data or write data to
the DX using Modbus.
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Server >
Server modes.

Server

FTP Usze
Web Use
SNTP
Hodbus Hot
EtherMet/IP Mot

* Modbus
For the Modbus item under Server, select Use or Not (don’t use).

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Server >
Allowed Modbus clients.

Hodbus client connect limits

Uses/Hot Use

Client number 1
On/fOff (n

Allowed IP Address B, @, @, @

* Use/Not
To place a limitation on the IP addresses that can connect to the DX Modbus server,
select Use. Only the IP addresses specified here can connect to the DX Modbus
server. To not place a limitation, select Not.

e Client number
You can register up to 10 IP addresses. Select the client number from 1 to 10.

e On/Off
To allow connections, select On.

* Allowed IP Address
Enter the IP address in the range of 0.0.0.0 to 255.255.255.255. You cannot enter a
host name.
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Port Number

The default value is 502. To change the setting,

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Environment tab > Communication > Service port.

For the selectable range of port numbers, see section 6.1.

Reading/Writing the DX Data on Another Device

Another device (client device) sends commands to the DX to read the DX data or write
data to the DX. You can perform some operations, such as memory start, by writing in
the registers.

For the function codes that the DX supports and the DX registers that the client device
can access, see “Modbus Server Function” in section 6.3.

Specifying the Register Number

Specify the DX register on the client device according to the instructions below.

» If you are using a commercial SCADA system or something similar, specify the
register number (a number such as 400001; referred to as the “reference number”)
listed under Modbus Server Function in section 6.3, “Modbus Protocol Specifications.”

+ If you are using a custom communication program, specify the “relative number”
in relation to the reference number. Compute the relative number in the manner
indicated in the examples below.

Examples

The relative number for input register 300100 is 99, which is the difference between
300100 and 300001.

300100 — 300001 =99

The relative number for input register 400011 is 10, which is the difference between
400011 and 400001.

400011 — 400001 =10
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1.10 Using the Modbus Client Function

The DX is used as a Modbus client.
For the Modbus specifications, see section 6.3.

Setting the Modbus Client
Carry out the steps below to enable the DX to read the data of another device or write
data to another device using Modbus.

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Modbus

client.

Basic settings

Basic Setting Hode

Destination server settings

Basic Setting Hode

Hodbus client basic settings

Server number

Read cwcle Fort Hodbus server name Unit Mo
Retry interval 18min 1 582 modbus. dagstation. com Auto

2| 582 [192.168.1.88 Fixed ’_3

3| 582 futo

4 | 582 futo

5| 582 futo

E | 582 futo

7| 582 futo

8| 582 Auto

125ms 25@8ms B@Ams

Client command number
First Last Server Reai. Twpe

R-H |CA1 -|C@3 3@aa1 INT1R

-
W A1 g = 1 dHEE1 INT1E
181 -[185 =

1
2
3
q
s[off
&
7
8

=
B

2 dBA1A | INT32_B

Basic settings

Read cycle
Set the read cycle to 125m, 250m, 500m, 1, 2, 5, or 10s.

Retry interval

Set the interval for retrying the connection when the connection is interrupted for some
reason. Select Off, 10, 20, 0r 30 s, 1, 2, 5, 10, 20, or 30 min, or 1 h. When Off is
selected, the connection is not retried. The communication stops if the communication
fails.

Destination server settings

Server number
Select 1 to 16 for the server registration numbers to be configured.

Port

Enter the port number in the range of 0 to 65535 for the selected server. The default
value is 502.

Modbus server name

Set the destination Modbus server name using up to 64 alphanumeric characters.

» If the DNS is used, you can set the host name as a server name.

* You can also set the IP address. In this case, the DNS is not required.
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1.10 Using the Modbus Client Function

Unit

Select Auto if the unit number of the destination server is not required; Otherwise,
select Fixed. If you select Fixed, the unit number item is displayed.

No.

Enter a fixed unit number in the range of 0 to 255.

Setting the transmitted commands

Client command number

Select 1 to 16 for the transmitted command numbers to be configured.

Command type

Set the command type to Off, R, R-M, W, W-M, or E-M. If you select a command type
other than Off, the client channel, server number, register, and data type items are
displayed.

R: Read to the external input channel (16-bit signed integer type) from the
server.

R-M: Read to the communication input data (32-bit floating point type) from the
server.

W: Write the measurement channel (16-bit signed integer type) to the server.

W-M: Write the measurement channel (32-bit signed integer type) to the server.
E-M: Read to the communication input data (32-bit floating point type) from the
server/write the custom display value to the server (release numbers 4 and
later).
R can be selected on DX2000s with the external input channel (/MC1 option) installed.
R-M, W-M, and E-M can be selected on models with the computation function (/M1 or /PM1
option) installed.
First/Last (client channels)
Enter the first and last channel numbers of input/output. The range of channels that
you can enter varies depending on the command type as follows:

R: 201 to 440, R-M: CO1 to C60, W: 1 to 48, W-M: 101 to 160, E-M: CO1 to C60
Only specify one communication input data item in the E-M command. An error will
occur if you specify multiple items (e.g., [C01]-[C03]).

Server (server number)

Select the server number from 1 to 16.

Regi. (registers on the server)

Set the register number of the server.

For an input register, select in the range of 30001 to 39999 and 300001 to 365536.
For a hold register, select in the range of 40001 to 49999 and 400001 to 465536.
The register numbers you can specify vary depending on the command type. See
section 6.3.

Specifying the Register Number

Specify the register number on the DX by using the “reference number” (such as the
number 40001 written above). For example on the Yokogawa UT351 Digital Indicating
Controller, the corresponding D-register numbers and reference numbers are listed;
use the reference number.

D-Reg. No. Ref. No.

D0001 40001

For a server device that calls the register using a “relative number,” add 30001,
300001, 40001, 400001 or a similar number to obtain a reference number.

Register Type |Relative Number Reference Number Expression

Hold register 1004 41005 1004 + 40001
14567 414568 14567 + 400001

Input register 0000 30001 0000 + 30001
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1.10 Using the Modbus Client Function

* Type
Data type.

Select INT16, UINT16, INT32_B, INT32_L, UINT32_B, UINT32_L, FLOAT_B, or
FLOAT L.

The data type you can specify vary depending on the command type. See section 6.3.
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Examples of Setting Commands

The following are examples of setting commands for the Modbus Client function. For the
Modbus Master function, substitute “master” for “client,” and “slave” for “server.”

Connection DXAdvanced Instrument A Instrument B Instrument C
example (Modbus client) (Modbus server 1) (Modbus server 2) (Modbus server 3)

I Ethernet

Loading to Communication Input Data
The DX inputs data loaded from the server to communication input data as floating point

type data.

 Example 1
Load the value of the 16-bit signed integer assigned to register 30001 of instrument A
to CO1.

Communication input data Register of instrument A
C01 30001 | 16-bit signed integer

Command setting

|RM||cot-cot| «= | 1 || 30001 || INTI6 |

* Example 2
Load the value of the 32-bit signed integer assigned to registers 30003 and 30004
of instrument B to C03. Only the smallest register number need be specified in
commands.

Communication input data Register of instrument B
m 30003 | lower bytes

32-bit signed integer
30004 | higher bytes g g

Command setting
|RM||[co3-co3| « | 2 || 30003 || INT32_L |

e Example 3
Load the values of the 16-bit signed integers assigned to registers 30001 and 30002

of instrument B to CO1 and C02. Only the smallest register number need be specified
in commands.

Communication input data Register of instrument B
Cco1 1S 30001 | 16-bit signed integer
Cc02 30002 | 16-bit signed integer

Command setting

|RM| | cot-co2| « | 2 || 30001 || INTI6 |

* Example 4
Load the values of the 32-bit floating point assigned to registers 30005 and 30006

of instrument B to C04. Only the smallest register number need be specified in
commands.

Communication input data Register of instrument B
co4 ,'< 30005 | lower bytes

32-bit floating point
30006 | higher bytes ar

Command setting

|RM||coa-coa| «= | 2 || 30005 || FLOAT_L |
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1.10 Using the Modbus Client Function

Loading to External Input Channels (DX2000 Only)
The DX inputs the data loaded from the server to the external input channel as a 16-bit

signed integer type.

* Example 1
Load the values of the 16-bit unsigned integers assigned to register 30001 of
instrument C to external input channel 201.

External input channel Register of instrument C
[201 K 30001 | 16-bit unsigned integer

Command setting

| R || 201-201| «= [ 3 || 30001 || uINT16 |

* Example 2
Load the values of the 32-bit unsigned integers assigned to registers 32001 and

32002 of instrument C to external input channel 202. Only the smallest register
number need be specified in commands.

External input channel Register of instrument C
202 ,'< 32001 | higher bytes 2obi . .
32002 | lower bytes 32-bit unsigned integer

Command setting

| R || 202-202| «= [ 3 || 32001 ||uINT32_B]

Writing Measured Values to the Server

* Example
Write the measured value (16-bit signed integer) from channel 1 to register 40001 of
instrument A.
Measurement channel Register of instrument A
001 >{40001 | 16-bit signed integer

Command setting

| w || o01-001| = [ 1 || 40001 || INT16 |

Writing Computed Values to the Server

* Example
Write the computed values (32-bit signed integers) from channel 101 to registers
40001 and 40002 of instrument A, in the order lower 16 bits/higher 16 bits. Only the
smallest register number need be specified in commands.

Computation channel Register of instrument A
| byt
m 40001 owerbyles 32-bit signed integer
40002 | higher bytes

Command setting

|WR || 101-101 | = | 1 || 40001 || INT32_L |
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Loading to Communication Input Data and Direct Writing of Values to the

Server

¢ Example
Load the value of the signed 16-bit integer assigned to the hold register (400001) of
instrument A to C05. The value of C05 is only written to the hold register (400001) of
instrument A when a value write operation is performed from the custom display.
Normal

Communication input data Register of instrument A
Co05 400001 | 16-bit signed integer

When a value write operation is performed
from the custom display

Communication input data Register of instrument A
Cco5 400001 | 16-bit signed integer

Command setting

|Em || co5-co5| = | 1 ||400001 || INT16
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1.10 Using the Modbus Client Function

Checking the Modbus Operating Status

Displaying the Modbus Operating Status
¢ Press DISP/ENTER and select INFORMATION > MODBUS CLIENT.

Nofte

To display MODBUS CLIENT on the screen selection menu, you need to change the setting

using the menu customize function. The operation is as follows:
¢ Press MENU (to switch to setting mode), and select the Menu tab > Menu customize >

Display menu

1.  Select INFORMATION > MODBUS CLIENT

2. Press the View soft key.

Communication condition

Read cucle : s
Conect.retrd & 18min

Comm. Data

[ENT RN RIS IV.Y. BT N1 Y

Mo. Status First Last  Server name Registers
= 1R ®Good CB1 - CAS modbus. dasstat i

2 W € MHone 1- 4 192.168.1.80

I W @ Hone 181 - 185 192.168.1.80

J@8al
4EBE1
4881a

—_ 1
LI Register number

— Host name or IP address of the server device

DX channels

L Detail code
Status lamp
—Cursor to select a command

(Used when resuming command transmission
to a server device using the front panel keys)

¢ Communication Conditions

The Read cycle and Connect.retry settings are displayed.

¢ Communication Status

The communication status is displayed using the status lamp and the detail code.

Status Lamp Detail Code  Meaning
Green Good Communication is operating normally.
Yellow Command is readying.
Orange Trying to establish a TCP connection.
Red Communication is stopped.
Common to yellow, None No response from the server device.
orange, and red Func The server device cannot execute the command from
the DX.
Regi The server device does not have the specified register.
Err There is an error in the response data from the server
device.
Link Ethernet cable is disconnected.
Host Unable to resolve the IP address from the host name.
Cnct Failed to connect to the server.
Send Failed to transmit the command.
BRKN Failed to received the response data or detected a
disconnection.
(Space) The detail code is not displayed until the status is

confirmed when communication is started.
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Resuming Command Transmission
You can use the front panel keys to resume command transmission to a server device to

which communication is stopped (red status) lamp

1. Using the up and down arrow keys, select the command corresponding to the server
device to which transmission will be resumed. The message “Push [right arrow] key
to refresh” appears.

2. Press the right arrow key. The DX starts command transmission to the specified
server.

Data When Communication Is Stopped and during Connection Retrials

If the command transmission stops such as due to a connection drop, the status turns
orange or red, and the communication input data and external input channel data are
error data. On communication channels, “+OVER” or —-OVER is displayed according to
the DX settings. “*****” is displayed on external input channels.

Data Dropout

Data drop occurs when the commands from 1 to 16 do not complete within the read
cycle (see appendix 1). When a data dropout occurs, the communication input data is
held at the previous value. A message indicating the data dropout is also displayed on
the Modbus operating status display. If this happens, take measures such as making the
read cycle longer or reducing the number of commands. Confirm that no data dropout
occurs on the modbus status log screen.
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1.10 Using the Modbus Client Function

Function for Automatically Assigning MW100s to the Modbus Client (DX2000
Only)
The following setup is carried out from the DX using YOKOGAWA's MW100 Data
Acquisition Unit as a Modbus server.
If the DX2000 is a Modbus client, MW100s, Modbus servers on the network, can be
automatically assigned to the DX2000. This function can be used only on DX2000s with
the external input channel function (/MC1 option).

Setup Preparation

Set the MW100s so that measurements can be started (IP address, system construction,
range setting, and the like of the MW100s to be automatically assigned). For details, see
the user’s manual of the MW100.

Setup Procedure
If the IP address of the DX is not set, set it before carrying out the procedure below.

1. Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to

basic setting mode), and select the Menu tab > Communication (Ethernet) >
Modbus client > Auto setting.

2. Carefully read the displayed precautions.
Select Yes to execute the auto setting. Select No to return to the screen
operation.

3. From the list of MW100s that is displayed, select the MW100s to be connected
using the up and down arrow keys, and press DISP/ENTER. The selected
MW100s are assigned to the external input channel of the DX.

Displays the IP address or host name. Displays the MW100 unit number. The list displays up
to 16 units from the smallest unit number.

Displays the status of the external input channel assignments.

No settings: Status in which the MW100 is not
assigned automatically

Not Ready: Status in which the MW100 cannot be
connected*®

Numeric display: Displays the number of the assigned

external input channels

Example: If a MW100 is assigned to
external input channels 201

Basic Setting Hode -

Conm|unication {Ethernet> > Hodbus client > Auto setting
—

Ext. 1/0 nane or IP Unit No. Status to 220, the status displays
192.168.1.101 511 201,220
[192.168.1.182 a No settings 201/220.

* For the corrective action, see the DX7000
or DX2000 User’s Manual.

?

Pressing the Call soft key causes “--” to blink on the 7-segment LED display of the selected MW100 for 2 seconds.
This allows you to check which MW100 is selected if multiple MW100s are connected.
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Setup Items

The MW100 channels are assigned to the external input channels of the DX as follows:

* Channel Number
The channels of the MW100 selected first are assigned consecutively from external
input channel 201. The channels of the MW100 selected next are assigned to the
available external input channels from the smallest number. You cannot select the
external input channels to be assigned.

DX DX external MW100 meas. Order of automatic
input channels channels assignment
CH.2°1 « : CHPM Meas. channels : 1
: ! : CHO01 to CH020'
CH220 . [cHoz0] Il 0 )
0 = g@ | CH'221 ] ! CH901 F==jf| Meas. channels X
H « | i Eaa CHO01 to CH004; 2
CH240 | [cHota] b= CHOTHO CHOTY)
[ch2a1] 1 [cHoo1] = !
T « ! T I|I Meas. channels | 3
: : I CHO001 to CH030
CH270 . [cHo3o Sl ey )

* Range Settings
The range settings of the MW100 (including the span and unit) are set automatically
to the external input channels.
If the span setting of the MW100 range exceeds the span setting range of the DX
external input channel (—30000 to 30000), it is set to the span upper limit (30000) or
lower limit (=30000).
Specify the settings such as the alarm, tag, and the area display of the color scale band
of each channel after the auto setting is complete.

Note

Precautions When Assigning Channels to the External Input Channels

*  The MW100 channels are assigned in unit of 10 channels to the external input channels. If
the MW100 measurement module consists of less than 10 channels, “OFF” is assigned to
the external input channels for the section without channels.

» An error occurs if the number of MW100 channels to be automatically set is greater than the
number of available external input channels.

» If the range setting of a MW100 channel is set to “SKIP,” the external input channel of the
DX is set to “OFF.”

» If a MW100 unit contains a module that cannot be set automatically, only the channels that
can be assigned are assigned to the external input channels of the DX.

» Ifanew MW100 is added, auto setting is executed again. At this point, all the settings are
cleared. Therefore, you must execute the auto setting again for all MW100s.

» If you are connecting MW100s that can be automatically set and MW100s that cannot
be automatically set or other Modbus devices, automatically set the MW100s that can be
automatically set first and then manually set the connection of the remaining devices.
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1.10 Using the Modbus Client Function

Note
About the MW100

*  MW100s that support auto setting are those with firmware version R2.22 or later.

*  MW100 modules that can be automatically set are the following input modules. The
installable input modules vary depending on the MW100 firmware version.
4-CH, High-Speed Universal Input Module
10-CH, Medium-Speed Universal Input Module
6-CH, Medium-Speed Four-Wire RTD Resistance Input Module
10-CH, High-speed Input Module
30-CH, Medium-Speed DCV/TC/DI Input Module
10-CH, Medium-Speed Pulse Input Module

» If there are no channels to be assigned or the Modbus server setting is OFF, auto setting
fails with an error. Check the settings.

*  MWH100s that are connected through auto setting automatically switches to the measurement
mode.

* Port number 34324 of the MW100 is used to perform auto setting.

* For details on the MW100 settings, see the user’s manual of the MW100.

The first channel information of the MW100 that is automatically set to the external input
channel can be displayed when the cursor is on the first or last channel.

®

GROUP 1 =
cppreisol 1p:16:10 e OISP NN 1howr
Ext. channel > Range. Alarm

First-CH Last-CH 201
Ext. range
On/0ff Span Lover Span Upper Unit

[On [-2ooed [ zome [V

Ext. alarm
1 [off
2 [off
3 [Ooff
4 [0ff

In addition, the status of the connected MW100 can be confirmed on the Modbus status
display screen.

HODBUS CLIENT =
ogr/oLel 10: 1010 g D1 I thor (5
Read cycle X 1s ‘ ‘

Connect.retry I 2min

Comn. Data
No. Status First Last Server name Registers

READ O Cnet 261 - 228 192.168.1.181 30881
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1.11 Usage Example of the Modbus Function

Explains the setting example for both Modbus client and server on DX1000s connected
via the Ethernet. This section refers to the DX1000 set to be a Modbus server as DX1000
server and the DX1000 set to be a Modbus client as DX1000 client.

System Configuration and Actions
Uses the measurement channel, computation channel, and communication input data as
described in the figure below. Assumes other conditions are set properly.

Ethernet
Command
_—
Measured data
%) O
DX1000 Server DX1000 Client
(Modbus server) (Modbus client)
Reads a measured data from the server.

Displays the data using the computation
channel (/M1 or /PM1 option).

Measurement channel 1 Communication input data C01
Input range: -2.0000 to 2.0000 V

Modbus service port Computation channel 101
502 (by default) -2.0000 to 2.0000V

"

Start the computation.

'

Display the channel on Group 1

Action

» The DX1000 client reads the measured value of channel 1 on the DX1000 server into
the communication input data C01. CO1 is displayed on a computation channel 101
by including the data in the equation. The computation channel 101 is assigned to
Group1.

* The measured value of channel 1 on the DX1000 server is transferred to the DX1000
client as an integer in the range of —20000 to 20000.

* The DX1000 client displays the read data as —2.0000 to 2.0000 V using the
computation channel 101. The following conversion is applied.

Value on the computation channel 101 of the DX1000 client
= Communication input data C01 x 0.0001
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1.11 Usage Example of the Modbus Function

Settings on the DX1000 Server (Modbus Server)
Setting the Modbus Server Function

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Server >

Server modes.

Server

FTP Nat
Web Use
SHTP Mot
Hodbus
EtherMet/IP Mot

Item Settings

Modbus Use

About the Port Number

The port number is 502 by default.

Setting the Measurement Channel

¢ Press MENU (to switch to setting mode), and select the Menu tab > Meas channel >

Range, Alarm.

§@o= I (O)

Firzt-CH Last-CH: aal
Range

Hode Range Span_L Span_ll
[Wo1t [ 2y [-2.eeee [ 2.eee8
Alarm

1 [off

2 [off

a [off

4 [off

Input +1 =il

Item Settings
First-CH, Last-CH 1

Mode Volt
Range 2V
Span_L —2.0000
Span_U 2.0000
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1.11 Usage Example of the Modbus Function

Setting the DX1000 Client (Modbus Client)

Assumes the settings other than that for the server and the command are left to default

values.

Registering the Destination Server

Register the DX1000 server to number 1.

The IP address of the DX1000 server is “190.168.1.101” as an example.

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Ethernet) > Modbus
client > Modbus server settings.

Basic Setting Hode
Server number

Hodbus server name Unit

o
o
=
~

o
=
=

192.168.1.181 futo
Auto
Auto
Auto
Auto
Auto
Auto
Auto

wnfo|
o= =
rafra| R

o
=
=

[ = SRS RN U
o o
= =
= =

o
=
=

Item Settings

Port 502

Modbus server name 192.168.1.101
Unit Auto

Setting Command
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic

setting mode), and select the Menu tab > Communication (Ethernet) > Modbus
client > Command settings.

Basic Setting Hode

Client command number
First Last Server Reai. Twpe
1[rR-v [cel -[cel 4 [ 1 [ zeeel | INTIG
2[off
3| 0ff
4| 0ff
5|0ff
Bl Off
TlOff

ajoff

Item Settings
Command type R-M
First and Last Co1
Server 1

Regi. 30001
Type INT16
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1.11 Usage Example of the Modbus Function

Setting the Computation Channel
¢ Press MENU (to switch to setting mode), and select the Menu tab > Math channel >
Expression, Alarm.

» S IEET(S)

Firzt-CH: W0 Last-CH: 1a1
Hath 0n

Calculation expresszion

atskal

Span Lower Span Upper Unit

[ -2.eees | 2. eeae [y
Alarm
1 [off
2 [off
3 [off
4 [off
Input +1 =il
Item Settings
First-CH, Last-CH 101
Math On
Calculation expression  C01*K01
Span_L —2.0000
Span_U 2.0000
Unit \%

¢ Press MENU (to switch to setting mode), and select the Menu tab > Math channel >

Constant.
@0 T (S)
Humber of constant
YWalue ﬁ.EBBI
Item Settings
Number of constant K01
Value 0.0001

Assigning the channel to a Group
¢ Press MENU (to switch to setting mode), and select the Menu tab > Group set, Trip

line.
] S I (S)
Group number
Group set
On/OFF [
Group name GROUP 1
CH set 181
Trip line
1 [off
2 [off
3 [off
4 [off
Input +1 =il
Item Settings
Group number 1
On/Off On
Group name GROUP 1
CH set 101
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1.11 Usage Example of the Modbus Function

Starting the Computation (DX1000 Client)

¢ Press FUNC and select Math start.
The computation starts. A computation icon is displayed on the status display section.
The value of the computation channel 101 in the GROUP 1 of the DX1000 client
varies in conjunction with the measured value of the measurement channel 1 on the
DX1000 server.

1.9998
v

Confirming the Communication Status (DX1000 Client)

Showing a Menu to Switch to the Modbus Client Screen
This is the operation to show INFORMATION > MODBUS CLIENT on the display
selection menu.
¢ Press MENU (to switch to setting mode), and select the Menu tab > Menu customize
> Display menu.
1. Select INFORMATION > MODBUS CLIENT using the arrow keys.
* Select INFORMATION > MODBUS MASTER when you use the Modbus master via the serial
communication.
2. Press the View soft key.
The selected item displays in white.

[ =
0.5 0= I (S

[INTE] REL#AY
View/Hide soft key

Toggles View and Hide each
time you press the soft key.

3. Press the ESC key to return to the operation screen.

Displaying the Modbus Client Screen
¢ Press DISP/ENTER and select INFORMATION > MODBUS CLIENT.
* Select INFORMATION > MODBUS MASTER when you use the Modbus master via the serial
communication.

1 S I (O

=
Conect.retrd : 2min

Comm. Data
Mo. Status First Last  Server name Registers

= 1 R @Good CB1 - CB1 192.168.1.181 J@8al

ST NN RN V.Y BT N TN
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1.12 Using the Setting/Measurement Server

This section explains how to use the setting/measurement server. You can use this
function to send commands to retrieve data from the DX and to control it. For information
about the maximum number of simultaneous connections, see section 6.1.

When Not Using the Login Function

Access the server using the user name “admin” or “user.” Of the commands in chapter
3, you can use either the administrator (admin) or user commands, depending on which
name you used to log in.

When Using the Login Function (Standard)

Log in as a administrator or user who has been registered on the DX. Of the commands
in chapter 3, you can use either the administrator or user commands, depending on
which name you used to log in.

On DXs with the /AS1 Advanced Security Option

When Not Using the Login Function
Access the server using the user name “user.” You can use the monitoring function
commands. You cannot access the server using the user name “admin.”

When Using the Login Function
Connect (log in) to the monitoring function or the setting function as a administrator or
user who has been registered on the DX.

DX
User User ID wcenne
Administrator . .
name |password »-| Setting function
> | Monitoring
0 D | function
ser
User User [
hame |password 1
CAD
(e}

Part of the setting function

* Monitoring Function

You can produce measurement and setup data and execute input commands for

communication input data and external input channels. Administrators and users can

connect to the monitoring function. Users can connect regardless of whether they log

in through key operations or serial communication.

* Setting Function

Administrators and users can connect to the setting function. Administrators can

execute all the commands. In addition to the monitoring function commands, users

can execute some operations, such as the starting and stopping of recording.

However, users cannot perform operations that are forbidden by the user privilege

settings. For details, see section 3.2.

When you are using the multi-login function, you can log in to the setting function in

the circumstances listed below, but all commands other than the monitoring function

commands will result in errors.

» When a user who has logged in through key operations is in setting mode or basic
setting mode.

» There is a user who is using serial communication to execute a command to enter
setting mode.

When you are not using the multi-login function, you will be unable to log in to the

setting function if an administrator or user has logged in to the DX through key

operations or if there is a user who is executing the LL command through serial

communication.
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1.12 Using the Setting/Measurement Server

Logging In

Perform the operations that are appropriate for your PC, software, and network
environment.

This section explains the operations that a user performs on the PC before he or she
logs in and how the DX responds to those operations. For information about the flow of
login processing, see appendix 2.

Note

Regardless of the connection types—key login, a setting or monitoring connection to

the setting/measurement server, or connection through the LL command using serial

communication—two users cannot be logged in with the same name.

If you try to connect to the DX from a PC when no administrators have been registered, the

DX returns the following response:

E1 402 Select username from 'admin’ or 'user’

» Selecting admin is the same as logging in to the setting function at the administrator
level.

» Selecting user is the same as logging in to the monitoring function at the user level
except that you can’t use the CM or CE commands.

Logging In Before the Password Has Been Set

Immediately after you register a user on the DX, the default password is used as the
login password for that user. When you log in for the first time, you will be prompted to
change the password.

1.

6.
Nofte

.
.

.

Specify the host name or IP address of the DX that you want to connect to. Or,
specify the port number (34260) of the setting/measurement server.

The DX returns the following message:
E1 406 “Select function from ‘setting’ or ‘monitor’.”

Enter “setting” to log in to the setting function.

Enter “monitor” to log in to the monitoring function.
The DX returns the following message:
E1 400 “Input username.”

Enter the user name.
The DX returns the following message:
E1 405 “Input user ID.”

Enter the user ID.
The DX returns the following message:
E1 401 “Input password.”

Enter the default password.

User Default password

Administrator 1to 5 Admin1 to Admin5

User 1 to 90 User01 to User90

The DX returns the following message:
E1 407 “Password has expired. Please enter a new password.”

Enter a new password.

You cannot use the same combination of user ID and password as another user.
Enter a password that is between 6 and 20 characters in length.
You cannot register a character string that contains spaces or the word “quit.”
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1.12 Using the Setting/Measurement Server

The DX returns the following message:
E1 408 “Enter password again for confirmation.”

7. Enter the password that you entered in step 6.
The DX returns the following message:
EO
You are now logged in.

Logging In after the Password Has Been Set

1. Specify the host name or IP address of the DX that you want to connect to. Or,
specify the port number (34260) of the setting/measurement server.
The DX returns the following message:
E1 406 “Select function from ‘setting’ or ‘monitor’.”

2. Enter “setting” to log in to the setting function.

Enter “monitor” to log in to the monitoring function.
The DX returns the following message:
E1 400 “Input username.”

3. Enter the user name.
The DX returns the following message:
E1 405 “Input user ID.”

4. Enter the user ID.
The DX returns the following message:
E1 401 “Input password.”

5. Enter the password.
The DX returns the following message:
EO
You are now logged in.

You will need to enter a new password after the current one expires. Follow the
directions that appear to enter the new password.

Invalid User
If a user tries to log in with the wrong password consecutively for the number of times
specified by the password retry frequency setting, that user is made invalid, and he or
she will be unable to log in.
* Releasing the Invalid User Status
The administrator can release the invalid user status. For instructions on how to do
this, see the Advanced Security Function (/AS1) User’s Manual (IM04L41B01-05EN).

Error Messages and Dealing with Them
If an error message appears while you are logging in, see chapter 10 in the DX7000/

DX1000N User’s Manual or chapter 11 in the DX2000 User’s Manual.
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1.12 Using the Setting/Measurement Server

Sending Commands

Use the dedicated DX commands. The commands that you can use are listed below. For
details about the commands, see chapter 3. For information about the responses to the
commands, see chapter 4.

Connected Administrator User
Function
Setting function All the commands are available. All the output commands except for

ME and MO and some of the control
commands are available (operations
that are forbidden by the user
privilege settings are not available).
Monitoring function |All the output commands except for ME and MO and control commands CM
and CE.

Main Functions and Commands
¢ Outputting the Most Recent Measured and Computed Data

Command |Function

FD The most recent measured and computed data is output in binary or ASCII
format. When the data is output in binary format, only the significands of the
measured and computed data are output. To acquire the correct values, you
must combine the values output by this command with the decimal place
information output by the FE command.

Example: A value of 12.345 is output as “12345” in binary format.

BO When data is output in binary format, this command specifies whether to output
the data from the MSB (most significant bit) or from the LSB (least significant bit).
FE Outputs the decimal place and unit information of the measured and computed

data. This command can be used when data is output in binary format.

* Outputting Measured and Computed Data at a Specific Interval

The DX outputs the data from a FIFO buffer (First-In First-Out; see appendix 5).
Command |Function
FF Outputs the significands of the measured and computed data in binary format.
To acquire the correct values, you must combine the values output by this
command with the decimal place information output by the FE command.
See appendix 5, “Flow Chart of the FIFO Data Output.”

BO See the explanation for “Outputting the Most Recent Measured and Computed
Data.”

FE See the explanation for “Outputting the Most Recent Measured and Computed
Data.”

¢ Outputting Status Information

For information about status information, see chapter 5.
Command |Function

IS The status information is output in ASCII format.
IF A status filter is set.

e Starting and Stopping Measurement and Computation
Command |Function

PS PS0: memory start, PS1: memory stop

TL TLO: computation start, TL1: computation stop

* Writing Messages
Command |Function
MS Writes a registered character string (message).
BJ Writes the specified character string (message).

¢ Setting the Batch Name

Command [Function
BT Sets the batch and lot numbers.
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1.12 Using the Setting/Measurement Server

Disconnection
The connection is closed when:

A command is sent that closes the connection.

The CCO command is sent.

A command that results in the exiting of basic setting mode has been executed.

If you log in to the setting function and initialize the setup data (EC command), load
settings (YO command), or close system mode (YE command), the communication
connection is closed, along with other connections.

The DX disconnects according to its automatic logout and communication timeout
settings.

When you are logged in, if you do not send commands for the specified time indicated
below, the DX will automatically log out and close the connection.

Specified time: The DX auto logout time (see section 2.1 in the Advanced Security
Function (/AS1) User’s Manual) or the communication timeout time (see section 1.3),
whichever is shorter.

There is a communication error.

The connection is closed when there is a transfer error, a reception error, or when the
keepalive function times out (see “Setting/Measurement Server” in section 1.1).

Nofte
When the connection to the setting function is closed, the DX returns to the operation mode
screen, and the user is logged out.
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1.13 Using the Maintenance/Test Server

When Not Using the Login Function

Access the server using the user name “admin” or “user.” You can use either the
administrator (admin) or user commands, depending on which name you used to log in.

When Using the Login Function (Standard)

Log in as an administrator or user who has been registered on the DX. Of the commands
in chapter 3, you can use either the administrator or user commands, depending on
which name you used to log in.

On DXs with the /AS1 Advanced Security Option

Access the server using the user name “admin” or “user.” You can use either the
administrator (admin) or user commands, depending on which name you used to log in.

Telnet Operation Example
The example below shows how to perform operations using Telnet on Windows XP.
The necessary operations vary depending on the operating environment. Perform the
operations that are appropriate for your environment.
Connecting
Type “telnet” in the Windows command prompt, and then press ENTER to start Telnet. If
you enter “display,” the Telnet settings are displayed. Configure the settings as indicated
below.
* Use local echo

set localecho
+ Send CR and LF by pressing ENTER

set crIf
Connect to the DX using the “open” command.

open (the DX IP address or host name) 34261

* Put a space between the DX IP address or host name and “34261.”

“34261” is the port number of the maintenance/test server.

The DX returns the following message:
E1 402 “Select username from ‘admin’ or ‘user’.”

Access the server using the user name “admin” or “user.”

Sending Commands
For information about commands, see section 3.2.

Disconnection
The connection is closed when:

* Acommand is sent that closes the connection.
The quit command is sent.

* A communication timeout occurs.
The DX automatically closes the connection of clients with whom no communication
has taken place for 15 minutes.

* There is a communication error.
The connection is closed when there is a transfer error, a reception error, or when the
keepalive function times out (see “Other Functions” in section 1.1).
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1.14 Using the Password Management Function
(/AS1 option)

Overview

System Configuration
The following figure shows the configuration of the authentication system.

KDC Server Host account
(Windows Server 2008/Windows Server 2003) DX

User accounts
User A
User B
User C
User D
User E
User F

///ﬁ‘

Authentication

7

?Password change

\l Log in \f Log in
Sign in Sign in
< -
User A User C
o ] User B 0 ) User D o
DX DX Client PC
Register the limitations to apply to the users Password change

Terminology

* KDC Server (Key Distribution Center)
Manages the DX account (host account) and the user accounts for operating the DX.

* Encryption Method
The method for encrypting the authentication data.

¢ Authentication
The process by which the DX determines whether or not a user is qualified to operate

it.

¢ Host Account
The DX user account on the KDC server.

¢ Host Principal
The DX name used on the application.

e User Account
The account of a user who can operate the DX.

* Mapping
The establishment of an association between the host principal and the host account.

¢ Realm Name
The name of the domain that contains the KDC server and the DX.
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1.14 Using the Password Management Function (/AS1 option)

Flow of Operation

To use the password management function, you must configure a KDC server and the
DX.

First configure the KDC server, and then configure the DX.

(KDC server configuration) Configure the KDC server.

Y

Synchronize the time on the DX

( Time synchronization )
with that on the KDC server.

See the explanation
below.

( DX configuration J Configure the DX password
management function.

y

( Management initiation ) See chapter 3 of the Advanced Security Function
(/AS1) User’s Manual (IM04L41B01-05EN).

Configuring the KDC Server
An example of how to configure a KDC server is provided in this section.

Configuring the DX

¢ Set the SNTP Client
For the password management function to work, the times on the KDC server and

the DX must be synchronized. Configure the DX to always synchronize itself with an
SNTP server on the network. For the setup procedure, see section 1.8.

Note

Be sure to set DST (daylight saving time) and the time zone correctly. For the setup procedures
for DST and the time zone, see sections 2.1 and 2.2 in the DX7000/DX1000N or DX2000 User’s
Manual.

* Set the IP Address and DNS
See section 1.3 for information about the IP address and DNS settings.

¢ Turn the Password Management Function On
See section 2.1 in the Advanced Security Function (/AS1) User’s Manual
(IM04L41B01-05EN).

* Register Users
Specify operation modes, user names, and restrictions for each user. See section 2.1
in the Advanced Security Function (/AS1) User’s Manual (IM04L41B01-05EN).

¢ Set the Root User Password
See section 2.1 in the Advanced Security Function (/AS1) User’s Manual
(IM04L41B01-05EN).

* Set the KDC Server to Connect to and the Authentication Key
Set the server information, the encryption method, etc. This section will explain how to
do this.
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1.14 Using the Password Management Function (/AS1 option)

DX Settings (KDC server to connect to and authentication key)

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication(Ethernet) > Password
management > KDC connection, Certification key.

KDC connection Certification key
Basic Setting Hode
KDE connection Certification kew
KDC server name [ Host principal _iﬂ
Port number g8 Realm name
Pazzword e LS E
Encruption AES128

Primary | Second

KDC Connection
You can specify a primary and a secondary KDC server.

KDC server name
Enter the KDC server name here using up to 64 alphanumeric characters.

Port number
You can specify a value from 1 to 65535. If you do not specify a port number, the

default port number, which is 88, is used.

Certification Key

Host principal
The DX account name registered on the KDC server. You can enter up to 20
alphanumeric characters.

*1 You cannot use forward slashes or at signs.
Realm name
The name of the domain that contains the KDC server and the DX. You can enter up
to 64 alphanumeric characters.™

*2 You cannot use forward slashes or at signs. Characters are case-sensitive.
Password
Set the password to use to access the KDC server using up to 20 characters. The
password is displayed as “** s »
Encryption Method
Select an encryption method that the server supports from AES128, AES256, and
ARC4. ARC4 (ARCFOUR) is an encryption algorithm that is compatible with RC4.

Note

* The host principal is converted within the DX as shown below.
host/(host principal)@(realm name)
» Cross-realm authentication (authentication of different domain names) is not supported.
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1.14 Using the Password Management Function (/AS1 option)

KDC Server Configuration Example
The example below shows how to configure a KDC server. In the example, a Windows
Server 2008 KDC server that supports Active Directory management is used on an
English OS.
Overview
The necessary Active Directory management steps on Windows Server 2008 are the
creation of a host account, property changes, mapping of the host principal to the host
account!, and the creation of a key tab file (this step can be omitted). The conditions are

aoeIvju| J8UIBY}T ay) Buisn

as follows:

Item Description

Domain name The name of the domain that you are using
Realm The name of the realm that you are using
Encryption method AES256

Port number 88

Preauthentication Enabled

Item Registered name Password
Host name dxadv record-1

*1 You need to use mapping to use Active Directory to perform user registration on a non-
Windows device.
*2 The realm name is the domain name (all caps).

Creating a DX Host Account
1. Open Server Manager, and select New > User.
E., Server Manager ;|g|5|

File Acton View Help
e A ol = RIENERENN 7] [

% Server Manager (NS-KERBEROS) yokogawa 5 objects [Filter Activated] Actions

= i‘ Roles — . .
=] ﬁ Active Directory Domain Ser I\{gme Type — Do I .
= : Active Directory Users a 2] praducts Organizational ... More Actions 3
= fﬂ g 5 ‘5 userl User
[ Builtin E;userz User
5] Computers user3 User
(2] Domain Controll Ey userd User
[ ForeignSecurityf Delegate Contral...
J: Users Movery
= =] y(?kcgawa Find...
[2] products _
ﬁﬂ Active Directory Sites ar _ Computer
=31 Active Directory Lightweight All Tasks 3 Contact
i DHCP Server - _ | Group
DNS Server REﬁESh_ InetOrgPerson
7 File Services Export List... MSMQ Queve Aliss
g En.aature‘sj View ¥|  Organizational Unit
izanostics - -
% Configuration Arrange Icons 3 r
Storage I';ine upﬁlmns Shared Folder
roperties
Help
KN I— i

|Creahe a new object...
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1.14 Using the Password Management Function (/AS1 option)

2. Enter dxadyv into the First name, Full name, and User logon name boxes.

New Object - User

3. Enter record-1in the Password box. Select the Password never expires check
box.

New Object - User

N i3l

New Object - User
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1.14 Using the Password Management Function (/AS1 option)

Changing the Properties of the New Account
Select the check boxes listed below. Clear all other check boxes.

This account supports Kerberos AES 256 bit encryption

Password never expires

» The “Password never expires” check box was selected previously in step 3, so it will
also be selected in this window.

» If you clear all the encryption method check boxes, RC4 will be used.

Organization I Member Of I Dialin I Environmenit I Sessions
Remote control | Teminal Services Profile I COM+ I

" Generl I Address Account | Profile I Telephones I Delegation

aoeIvju| J8UIBY}T ay) Buisn

User logon name:

Ihost.-"dxadv I@ - j
User logon name [pre-Windows 2000) “host” is not attached before mapping.
[e= [emdv It is attached after mapping is
performed successfully.

Logon Hours... | Log On To... |

™ Unlock accourt

Account options:

L

[~ Use Kerberos DES encryption types for this account

[~ This account supports Kerberos AES 128 bit encryption.
This account supports Kerberos AES 256 bit encryption.

™ Do not require Kerberos preauthentication ﬂ

 Account expires
& Never
" Endof: z =l

ok | Cancel doply | Hep |
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1.14 Using the Password Management Function (/AS1 option)

Mapping the host principal to the host account

Open the command prompt, and execute the following command.

ktpass —princ host/dxadv@(the name of the realm you are using) -pass record-1 —
mapuser dxadv —ptype KRB5_NT_PRINCIPAL —crypto All —out C:\yokogawa\dxadv.
keytab

The file dxadv.keytab is created in the C:\yokogawa folder.

Ft [Version 6.0.6001]

Create an Active Directory User Account and Change Its Properties
Create an Active Directory DX user account. Change the properties of the account to
match those of the host.

In this example, select the following check box:

This account supports Kerberos AES 256 bit encryption

Be sure to select the same encryption method as the one used by the DX host account.

Member Of I Dialin I Environment I Sessions
Remote control | Teminal Services Profile I COM+
General I Address Account | Profile I Telephones I Organization

User logon name:

Iuser‘l I@ i j
User logon name {pre-Windows 2000):
I - Iuser‘l
Logon Hours... Log On To... |
™ Unlock accourt
Account options:
[~ Use Kerberos DES encryption types for this account ;I
[~ This account supports Kerberos AES 128 bit encryption.
This account supports Kerberos AES 256 bit encryption.
™ Do not require Kerberos preauthentication ﬂ
 Account expires
% Never
" Endof: =l

QK I Cancel Apply | Help |
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1.14 Using the Password Management Function (/AS1 option)

About Mapping

Mapping is the establishment of an association between the host principal and the host
account. In the example below, the setting “princ” is associated with the setting “mapuser.”

The association is accomplished through the use of the ktpass tool.
» Open the command prompt, and execute the ktpass command.

ktpass Settings

Setup Item Windows Server Windows Server Example
2003 2008
princ host/(host principal)@(realm name) host/dxadv@EXAMPLE.
COM
pass Password record-1
crypto |ARC4 RC4-HMAC-NT RC4-HMAC-NT RC4-HMAC-NT
AES128 AES128-SHA1
AES256 AES256-SHA1
mapuser Host account dxadv
ptype KRB5_NT_PRINCIPAL KRB5_NT_PRINCIPAL
out (Destination folder name)\(file name).keytab c:\temp\dxadv.keytab

Mapping Example

ktpass -princ host/dxadv@EXAMPLE.COM -pass record-1 -crypto
RC4-HMAC-NT -mapuser dxadv -ptype KRB5 NT PRINCIPAL -out c:\

temp\dxadv.keytab

Note

Use the ktpass tool after you install the support tools offered by the server.
* Be sure to make the realm name all caps.
* You can only set crypto to All when using Windows Server 2008.
* Use the same encryption method for the user and host accounts.
*  ARC4 (ARCFOUR) is an encryption algorithm that is compatible with RC4.
* The “out” setting can be omitted.

ktpass Execution Example (Windows Server 2003)
This execution example is different from the configuration example.

ommand Prompt

C:xDocuments and Settings“Administrator>ktpass —princ host/dxadvl
—pass record-1 —mapuser dxadv —crypto RC4-HMAC-NT —ptype KRBS_NT_PRINCIPAL —o
ut C:wdxadv.keytab
Targeting domain controller: win2B@83.
lzing legacy password setting method
Buccessfully mapped hostsdxadv to dxade.
Key created.
Output keytah to C:isdxadv.keytab:
Keytabh version: Bx582
keysize 63 host/dxadvil 1 (KRBS5_NT_PRINCIPAL> vno 6 etype
Bx17? (RC4-HMAC> keylength 16 (Bx123fd1f1458h791279833h713ah818h4)

C:xDocuments and Settings“Administrator>_

IM 04L41B01-17E
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1.14 Using the Password Management Function (/AS1 option)

ktpass Execution Example (Windows Server 2008)

This execution example is different from the configuration example on the previous page.

[+ Administrator: C¥Windows¥system32¥cmd.exe

=10] x|

Settings on the DX

Configure the following settings on the DX. For the setup procedure, see page 1-80.

Item Setup ltems

Host principal dxadv

Realm name Specify the realm name.
Password record-1

Encryption method

AES256

KDC server name

Specify the KDC server name.

Port number

88

Note

The realm name is the domain name in all caps.

1-86
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Chapter 2  Using the Serial Interface

2.1 DX Features

Modbus Master

Serial communication can be performed using RS-232 or RS-422/485. Explains the serial

communication functions.

The DX can connect to a Modbus slave device and read or write to the internal
register. The read data can be used as communication input data of the computation
function* on a computation channel. The data can also be handled on the external
input channel.” The data that can be written to the internal register is measured data
and computed data.

* /M1 or /PM1 option

** DX2000 with /MC1 option
For a description of the settings required to use this function, see section 2.4. For
details on the Modbus function codes that the DX supports, see section 6.3.
For the setting procedure, see sections 2.4, 2.6, and 2.7.

DX (master)

DX

Serial communication

Ll o o
TSI | =y

Modbus slave device

IM 04L41B01-17E
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2.1 DX Features

Modbus Slave

A Modbus master device can carry out the following operations on the DX that is
operating as a Modbus slave device.
* Load data from measurement, computed,* and external input channels” (using the
input register)
* Load communication input data’ (using the hold register)
*  Write communication input data’ (using the hold register)
» Write to external input channels’ (using the hold register)
» Start and stop recording, write messages, and perform other similar operations
(using the hold register; models with release number 3 or later)
» Load the recording start/stop condition, message strings, and other types of data
(using the hold register; models with release number 3 or later)
* /M1 and /PM1 options
** DX2000 with /MC1 option
For details on the settings required to use this function and the Modbus function codes
that the DX supports, see section 6.3.
For the setting procedure, see sections 2.4, 2.5, and 2.7.
Modbus master device

o o o I o

MW100]
D=
S|
1l o o LUo I:n:I

US| = | ey | FrdrrTTT |

| Serial communication

DX
— 18

DX (slave)

Setting/Measurement Function

This function can be used to set almost all of the settings that can be configured using
the front panel keys. For details, see section 1.1.

For a description of the settings required to use this function, see section 2.4. For
information about how to use the function, see section 2.8.

PROFIBUS-DP (/CP1 option; release number 3 or later)
As a PROFIBUS-DP slave device, the DX can:

Output measured values of measurement channels.
Output a portion of the computed values of computation channels.
Enter data to a portion of the communication input data.

For operating instructions, see the PROFIBUS-DP Communication Interface User’s
Manual (IM04L41B01-19E).
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2.2 Flow of Operation When Using the Serial
Interface

The flow chart below shows the procedure to set the communication using RS-232 or
RS-422/RS-485.
The procedure varies for RS-232 and RS-422/RS-485.

Start of setting

Connect the cable

Set the baud rate

Set the data length

Set the parity

RS-422/485

Communi

RS-232

Setting the

handshaking Set the address

Set the protocol
Set the Modbus Configuration required when Modbus master
master is selected in the protocol setting.

aoeJIa)u| |elas ay) Buisn ﬂ
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2.3 Connecting the DX

Connecting the cable
Connect a cable to the serial port on the DX rear panel.

RS-232 Connection Procedure
Connect a cable to the 9-pin D-sub RS-232 connector.

Connector pin arrangement and signal names

1 2 3 4 5

\

Beg— 0o

(Rear panel)

Each pin corresponds to the signal indicated below.
The following table shows the signal name, RS-232 standard, JIS, and ITU-T standard

signals.
Pin Signal Name Name Meaning
JIS ITU-T RS-232
2 RD 104 BB(RXD) Received data Input signal to the DX.
3 SD 103 BA(TXD) Transmitted data Output signal from the DX.
5 SG 102 AB(GND) Signal ground Signal ground.
7 RS 105 CA(RTS) Request to send Handshaking signal when

receiving data from the PC.
Output signal from the DX.
8 CS 106 CB(CTS) Clear to send Handshaking signal when
receiving data from the PC.
Input signal to the DX.

*Pins 1, 4, 6, and 9 are not used.

Connection
+ Signal direction

<€— RS [Request to send...Ready to receive] -
—— CS [Clear to send...Ready] ——— >

7
8

PC
<— SD [Send data] 3
2

DX

—— RD [Received data] >
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2.3 Connecting the DX

» Connection example

* OFF-OFF/XON-XON * CS-RS(CTS-RTS)
PC DX PC DX

sD 3 SD ) 3 sD
RD——1 2 RD RD— 12 RD

RS 7 RS RS 7 RS
cs (s cs cs———|& cs
SG 5 SG SG 5 SG

* XON-RS(XON-RTS)
PC DX
3 sD
2 RD
7 RS
|8 cs
5 SG

The connection of RS on the PC and CS
on the DX is not necessary. However, we
recommend that you wire them so that the
cable can be used in either direction.

aoeJIa)u| |elas ay) Buisn

Handshaking

When using the RS-232 interface for transferring data, it is necessary for equipment

on both sides to agree on a set of rules to ensure the proper transfer of data. The set
of rules is called handshaking. Because there are various handshaking methods that
can be used between the DX and the PC, you must make sure that the same method is
chosen by both the DX and the PC.

You can choose any of the four methods on the DX in the table below.

Table of Handshaking Methods (Yes indicates that it is supported)

» Data transmission control

There is no handshaking between the DX and the PC. The “X-OFF” and “X-ON”

Data transmission control Data Reception Control
(Control used when sending data to a computer) (Control used when receiving data from a computer)
Software Hardware Software Hardware
Handshaking Handshaking Handshaking Handshaking
Stops transmission | Stops sending |No Sends X-OFF Sets RS (RTS) to No
Handshaking| when X-OFF is when CS (CTS) | handshaking| When the receive | False when the handshaking
received. Resume is false. data buffer is 3/4 | receive data buffer
when X-ON is Resumes full. Sends X-ON | is 3/4 full. Sets RS
received. when it is true. when the receive | (RTS) to True when
data buffer is the receive data buffer
1/4th full. becomes 1/4 full.
OFF-OFF Yes Yes
XON-XON Yes Yes
XON-RS Yes Yes
CS-RS Yes Yes
+ OFF-OFF

signals received from the PC are treated as data, and the CS signal is ignored.
» Data reception control

There is no handshaking between the DX and the PC. When the received buffer

becomes full, all of the data that overflows are discarded.

RS = True (fixed).
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2.3 Connecting the DX

¢ XON-XON

» Data transmission control
Software handshaking is performed between the DX and the PC. When an
“X-OFF” code is received while sending data to the PC, the DX stops the data
transmission. When the DX receives the next “X-ON” code, the DX resumes the
data transmission. The CS signal received from the PC is ignored.

» Data reception control
Software handshaking is performed between the DX and the PC. When the free
area of the received buffer decreases to 1537 bytes, the DX sends an “X-OFF”
code. When the free area increases to 511 bytes, the DX sends an “X-ON” code.
RS = True (fixed).

¢ XON-RS
+ Data transmission control
The operation is the same as with XON-XON.
» Data reception control
Hardware handshaking is performed between the DX and the PC. When the free
area of the received buffer decreases to 1537 bytes, the DX sets “RS=False.”
When the free area increases to 511 bytes, the DX sets “RS=True.”

e CS-RS

« Data transmission control
Hardware handshaking is performed between the DX and the PC. When the
CS signal becomes False while sending data to the PC, the DX stops the data
transmission. When the CS signal becomes True, the DX resumes the data
transmission. The “X-OFF” and “X-ON” signals are treated as data.

» Data reception control
The operation is the same as with XON-RS.

Note
» The PC program must be designed so that the received buffers of both the DX and the PC

do not become full.
» If you select XON-XON, send the data in ASCII format.
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2.3 Connecting the DX

RS-422/485 Connection Procedure

Terminal arrangement and signal names
Connect a cable to the clamp terminal.

Ble4lE%]

T
=

1x3

4]
) | ) | )

(rear panel)

FG SDB RDB
SG SDA RDA

Each terminal corresponds to the signal indicated below.

Signal Name

Meaning

FG Frame ground of the DX.

SG Signal ground.

SDB Send data B (+).

SDA Send data A (-).

RDB Receive data B (+).

RDA Receive data A (-).
Connection

» Connecting the Cable

As shown in the figure below, remove approximately 5 mm of the covering from the

end of the cable to expose the conductor. Keep the exposed section from the end of
the shield within 5 cm.
» Connection of a four-wire system

SG

SDA RDA

SDB

RDB

O

O|0|0|0

o

:
A

Electric potential

of the shield

Shield

Connecting to the host device
The figure below illustrates the connection of the DX to a host device. If the port on the
host device is an RS-232 interface, connect a converter.

Host computer
or host device

Host device side

|_:| RS-422/485 ;ﬁ@

RS-422/485
terminal on the DX

Host computer

‘ T
- RS-422/4
[ | rszz [ | Reszauss i

—

RS-422/485
terminal on the DX

Host device side

Converter

IM 04L41B01-17E
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2.3 Connecting the DX

Connection example to the host device

A connection can be made with a host device having a RS-232, RS422, or RS-485 port.
In the case of RS-232, a converter is used. See the connection examples below for a
typical converter terminal. For details, see the manual that comes with the converter.

RS-422/485 Port Converter
SDA(-) TD(-)
SDB(+) TD(+)
RDA(-) RD(-)
RDB(+) RD(+)

SG SHIELD
FG EARTH

There is no problem of connecting a 220-Q terminator at either end if YOKOGAWA's PLCs or
temperature controllers are also connected to the communication line.

* Four-wire system
Generally, a four-wire system is used to connect to a host device. In the case of a
four-wire system, the transmission and reception lines need to be crossed over.

— Terminator (external) 120 Q 1/2W or greater

"""" SD A
(QE_O
sD B
-~ (SDB)-- —O0

Host device RS-422/485
side terminal on the DX
SD A
SDA(-)O
SD B
SDB(+)O
RD A
RDA(-)O O (RD A)
RD B ><><
RDB( +)0O O (RD BY
SG
SG OK \ (SG)
FG
L
=T Vi
L
M

Host device

Terminator (external) —

RD A

oA RD B §

--(RD B)--

”'_?8 i

......... #n

(#n=32)

Do not connect terminators to #1 through #n-1.

e Two-wire system
Connect the transmission and reception signals with the same polarity on the
RS-422/485 terminal block. Only two wires are used to connect to the external device.

Terminator (external) 120 Q 1/2W or greater

RS-422/485
terminal on the DX

Terminator (external)

SDA(-)O

[

SDB( +)

(A)
g\ \

o) | |

SD A /N \
(A)

RDA( -)
RDB( +)
SG

L

(B)

(B)
RD A

RD B
SG

(SG)

FG

9 RR2

\
W/

i

#1

Do not connect terminators to #1 through #n-1.

2-8
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2.3 Connecting the DX

A

Note

* The method used to eliminate noise varies depending on the situation. In the connection

example, the shield of the cable is connected only to the DX’s ground (one-sided grounding).
This is effective when there is a difference in the electric potential between the computer’s
ground and the DX’s ground. This may be the case for long distance communications. If there
is no difference in the electric potential between the computer’s ground and the DX’s ground,
the method of connecting the shield also to the computer’'s ground may be effective (two-sided
grounding). In addition, in some cases, using two-sided grounding with a capacitor connected
in series on one side is effective. Consider these possibilities to eliminate noise.

*  When using the two-wire interface (Modbus protocol), the 485 driver must be set to high
impedance within 3.5 characters after the last data byte is sent by the host computer.

Serial interface converter
The recommended converter is given below.
SYSMEX RA CO.,LTD./MODEL RC-770X, LINE EYE/SI-30FA, YOKOGAWA/ML2

CAUTION

Some converters not recommended by Yokogawa have FG and SG pins that are not
isolated. In this case, do not follow the diagram on the previous page (do not connect
anything to the FG and SG pins). Especially in the case of long distance communications,
the potential difference that appears may damage the DX or cause communication errors.
For converters that do not have the SG pin, they can be used without using the signal
ground. For details, see the manual that comes with the converter.

On some non-recommended converters, the signal polarity may be reversed (A/B or +/-
indication). In this case, reverse the connection.

For a two-wire system, the host device must control the transmission driver of the
converter in order to prevent collisions of transmit and received data. When using the
recommended converter, the driver is controlled using the RS (RTS) signal on the
RS-232.

When instruments that support only the RS-422 interface exist in the
system

When using the four-wire system, up to 32 DXs can be connected to a single host device.
However, this may not be true if instruments that support only the RS-422 interface exist
in the system.

When YOKOGAWA'’s recorders that support only the RS-422 interface exist
in the system

The maximum number of connection is 16. Some of YOKOGAWA's conventional
recorders (HR2400 and uR, for example) only support the RS-422 driver. In this case,
only up to 16 units can be connected.

Note

In the RS-422 standard, 10 is the maximum number of connections that are allowed on one

port (for a four-wire system).

Terminator

When using a multidrop connection (including a point-to-point connection), connect a
terminator to the DX if the DX is connected to the end of the chain. Do not connect a
terminator to a DX in the middle of the chain. In addition, turn ON the terminator on the
host device (see the manual of the host device). If a converter is being used, turn ON its
terminator. The recommended converter is a type that has a built-in terminator.

Select the appropriate terminator (120 Q), indicated in the figure, according to the
characteristic impedance of the line, the installation conditions of the instruments, and so on.

IM 04L41B01-17E
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24 Setting the Serial Communication

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic

setting mode), and select the Menu tab > Communication (Serial) > Basic settings.

Basic Setting Hode

Serial bazic settings

Baud rate 9668A bps
Data lenath g bit
Parity Even
Handshaking Off:0ff
Address 1
Protocal Standard

BT

For RS-232

Baud rate

Select 1200, 2400, 4800, 9600, 19200, or 38400 (bps).

Data length

Select 7 or 8 (bits). To output the data in binary format, select 8.

Parity

Set the parity check method to Odd, Even, or None.

Handshaking

Select Off:Off, XON:XON, XON:RS, or CS:RS.

Address

For Modbus protocol, enter a value in the range of 1 to 99. For a general purpose
communication protocol, this value is not set.

Protocol

Select [Standard] for a general purpose communication protocol, [Modbus] for Modbus
slave, [Master-M] for Modbus master, and [Barcode] for a barcode protocol.

If Modbus master is selected, Modbus master settings must be entered.

For RS-422/485

Baud rate
Select 1200, 2400, 4800, 9600, 19200, or 38400 (bps).

Data length

Select 7 or 8 (bits). To output the data in binary format, select 8.
Parity

Set the parity check method to Odd, Even, or None.
Handshaking

Not specified.

Address

Select a number from 1 to 99.

Protocol
This is the same as with the RS-232.

210
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2.5 Using the Modbus Slave Function

The DX is used as a Modbus slave.
For the Modbus specifications, see section 6.3.

Setting the Serial Communication
Select Modbus as a protocol on the Basic settings. For detail, see section 2.4, “Setting
the Serial Communication.”

Reading/Writing the DX Data on Another Device
Another device (master device) sends commands to the DX to read the DX data or write
data to the DX. You can perform some operations, such as memory start, by writing in
the registers.
For the function codes that the DX supports and the DX registers that the master device
can access, see “Modbus Server Function” in section 6.3.

IM 04L41B01-17E 2-11
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2.6

Using the Modbus Master Function

The DX is used as a Modbus master.
For the Modbus specifications, see section 6.3.

Setting the Serial Communication
Select Modbus-M as a protocol on the Basic settings. For detail, see section 2.4, “Setting

the Serial Communication.”

Setting the Modbus Master

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Serial) > Modbus
master > Basic settings or Command settings.

Basic settings Command settings
Basic Setting Hode

Hodbus master bazic settings Hazter command number
Read cucle First Last Addr. Regi. Twpe
Timeout 1= R-H Bl -|CAE 4= 1 @841 INT1E
Retrials 1 W |@al -|aAq =] | 48881 INT1E
Inter-block delay Off W-M |181 -|1@5 =| 2 | 48818 |INT32_B
Auto recovery 18min 0ff

58@ms

Basic settings

* Read cycle
Set the read cycle to 125ms, 250ms, 500ms, 1s, 2s, 5s, or 10s.

¢ Timeout

Set the timeout value to 125 ms, 250 ms, 500 ms, 1s,2s,5s, 10 s, or 1 min. The
timeout value is the maximum amount of time the DX waits for a response from the

specified slave after the DX sends a command.
* Retrials

Set the number of retrials when there is no response from the slave. Select Off, 1, 2, 3,

4,5,10, or 20.
* Inter-block delay

Set the amount of time the DX waits after receiving a response to send the next
command. Set the amount of time to Off, 5 ms, 10 ms, 15 ms, 45 ms, or 100 ms.

e Auto recovery

Set the auto recovery time from communication halt. Select Off, 1min, 2min, 5min,

10min, 20min, 30min, or 1h.

Command settings

e Master command number
Select 1-8 or 9-16 for the command numbers to be configured.

¢ Command type

Set the transmitted command type to Off, R, R-M, W, W-M, or E-M.
R: Read to the external input channel (16-bit signed integer type) from the slave.
R-M: Read to the communication input data (32-bit floating point type) from the slave.
W:  Write the measurement channel (16-bit signed integer type) to the slave.
W-M: Write the measurement channel (32-bit signed integer type) to the slave.

212
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2.6 Using the Modbus Master Function

E-M: Read to the communication input data (32-bit floating point type) from the
server/write the custom display value to the server (release numbers 4 and
later).

R can be selected on DX2000s with the external input channel (/MC1) installed.
R-M, W-M, and E-M can be selected on models with the computation function
(/M1 or /PM1) option installed.

¢ First/Last (DX’s channel numbers)
Enter the first and last channel numbers of input/output. The range of channels that

you can enter varies depending on the command type as follows:
R: 201 to 440, R-M: C01 to C60, W: 1 to 48, W-M: 101 to 160, E-M: C01 to C60
e Address
Enter the address of the slave device in the range of 1 to 247.
* Regi.
Set the register number of the slave.
For an input register, select in the range of 30001 to 39999 and 300001 to 365536.
For a hold register, select in the range of 40001 to 49999 and 400001 to 465536.
The register numbers you can specify vary depending on the command type. See
section 6.3.
* Type
Select INT16, UINT16, INT32_B, INT32_L, UINT32_B, UINT_L, FLOAT_B, or
FLOAT_L.
The register numbers you can specify vary depending on the command type. See
section 6.3.

Examples of Setting Commands
See page 1-59.

Checking the Modbus Operating Status

Displaying the Modbus Operating Status
0 Press DISP/ENTER and select INFORMATION > MODBUS MASTER.

Nofte
To display the MODBUS MASTER on the screen selection menu, you need to change the

setting using the menu cutomize function. Operate as follows:

¢ Press MENU (to switch to setting mode), and select the Menu tab > Menu customize >
Display menu.
1. Select INFORMATION > MODBUS MASTER.
2. Press the View soft key.

Read cucle : 0= Inter-block delad @ Off - . er
Time out tols Auto recovers : znin H—Communication condition
Retrials LI
Comm. Data Slave
Mo. Status First  Last Address Resisters
1 R @ Good CB1 - CB1 1 Jae1
= 2 W O Hone 1- 1 1 46061
W ¢ Hone 181 - 181 1 4EEET

L Register number

— Address for a slave device

LB Lol B 080 00 = T L

DX channels

L Detail code
Status lamp
—Cursor to select a command
(Used when resuming command transmission
to a slave device using the front panel keys)
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2.6 Using the Modbus Master Function

¢ Communication conditions
The read cycle, Inter-block delay, Time out, Auto recovery, and Retrials settings are

displayed.

e Communication Status
The communication status is displayed using the status lamp and the detail code.

Status Lamp Detail Code Meaning
Green Good Communication is operating normally.
Yellow Command is readying.
Red Communication is stopped.
Common to yellow None No response from the slave device.
and red Func The slave device cannot execute the command
from the DX.
Regi The slave device does not have the specified
register.
Err The response data from the slave device is broken
(communication error).
(Space) The detail code is not displayed until the status is

confirmed when communication is started.

Resuming Command Transmission
You can use the front panel keys to resume command transmission to a slave device to

which communication is stopped (red status lamp).

1. Using the up and down arrow keys, select the command corresponding to the slave
device to which transmission will be resumed. The message “Push [right arrow] key to
refresh” appears.

2. Press the right arrow key. The DX starts command transmission to the specified slave.

Data When Communication Is Stopped and during Connection Retrials
For Modbus master, the communication input data and external input channel data are

held at the previous values while the command is being retried.

If the command transmission stops such as due to a connection drop, the status turns
red, and the communication input data and external input channel data are error data. On
communication channels, “+OVER” or —OVER is displayed according to the DX settings.
‘e is displayed on external input channels.

Data Dropout
Data drop occurs when the commands from 1 to 16 do not complete within the read

cycle (see appendix 1). When a data dropout occurs, the communication input data is
held at the previous value. A message indicating the data dropout is also displayed on
the Modbus status display. If this happens, take measures such as making the read cycle
longer or reducing the number of commands. Confirm that no data dropout occurs on the
modbus status log screen.
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2.7 Usage Example of the Modbus Function

Explains the setting example for both Modbus master and slave on DX1000s connected

via the serial communication. This section refers to the DX1000 set to be a Modbus

master as DX1000 master and the DX1000 set to be a Modbus slave as DX1000 slave.

System Configuration and Actions

Uses the measurement channel, computation channel, and communication input data as
described in the figure below. Assumes other conditions are set properly.

Serial communication

Address: 1

[ s)
DX1000 slave
(Modbus slave)

Measurement channel 1
Input range: -2.0000 to 2.0000 V

Action

Command

—_—
Measured data

i -
DX1000 master
(Modbus master)

Address: 2

Reads a measured data from the slave.
Displays the data using the computation

channel (/M1 or /PM1 option).

Communication input data C01

\

Computation channel 101
-2.0000 to 2.0000V

Y

Start the computation

\

Display the channel on Group 1

* The DX1000 master reads the measured value of channel 1 on the DX1000 slave into
the communication input data C0O1. CO1 is displayed on a computation channel 101

by including the data in the equation. The computation channel 101 is assigned to

Group1.

» The measured value of channel 1 on the DX1000 slave is transferred to the DX1000
master as an integer in the range of —20000 to 20000.

» The DX1000 master displays the read data as —2.0000 to 2.0000 V on the
computation channel 101. The following conversion is applied.
Value on the computation channel 101 of the DX master
= Communication input data C01 x 0.0001

IM 04L41B01-17E
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2.7 Usage Example of the Modbus Function

Settings on the DX1000 Slave (Modbus Slave)

Setting the Modbus Slave Function
¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Serial) > Basic settings.

Basic Setting Hode

Serial

Baud rate 668 bps
Data lenath g bit
Parity Even
Handshaking Off:0ff
Address 1
Protocal Hodbus

Mormal | Hodbus HModbus-H
Item Settings
Address 1
Protocol Modbus

Setting the Measurement Channel
¢ Press MENU (to switch to setting mode), and select the Menu tab > Meas channel >
Range, Alarm.

Pl 13:00:05 o IEET(O)

irst-CH: A5 Last-CH: aal
Range

Hode Range Span_L Span_ll
[Wo1t [ 2y [-2.eeee [ 2.eee8
Alarm

1 [off

2 [off

a [off

4 [off

Input +1 =il
Item Settings
First-CH, Last-CH 1
Mode Volt
Range 2V
Span_L —2.0000
Span_U 2.0000
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2.7 Usage Example of the Modbus Function

Setting the DX1000 Master (Modbus Master)

Assumes the settings other than those below are left to default values.
Setting the Modbus Master Function

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Serial) > Basic settings.

Basic Setting Hode

Serial

Baud rate 668 bps
Data lenath g bit
Parity Even
Handshaking Off:0ff
Address 2
Protocal Hodbus-H

Normal | Hodbus Hodbus-H

Item Settings
Address 2
Protocol Modbus-M

Setting Command

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic

setting mode), and select the Menu tab > Communication (Serial) > Modbus
master > Command settings.

Basic Setting Hode

Haster command number
First Last Addr. Reai. Tvpe

1[rR-v [cel -[cel 4« [ 1 [ zeeel | INTIG
2| 0ff

3| off

4| 0ff

5|0ff

B|Off

T|0ff

8| 0ff

Item Settings

Command type  R-M

First and Last C01

Addr. 1
Regi. 30001
Type INT16

Setting the Computation Channel
See “Usage Example of the Modbus Function” in section 1.11.

Assigning the channel to a Group
See “Usage Example of the Modbus Function” in section 1.11.

Starting the Computation
See “Usage Example of the Modbus Function” in section 1.11.

Confirming the Communication Status
See “Usage Example of the Modbus Function” in section 1.11.
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2.8 Using the Setting and Measurement Function

This section explains the setting and measurement function. You can use this function to
send commands to retrieve data from the DX and to control it.

Connecting to the DX
Perform the operations that are appropriate for your PC, software, and network
environment.
RS-232
The DX is ready to receive commands as soon as you connect it to the PC.

RS-422A/485
The DX is ready to receive commands after you connect it to the PC and open it with the
open command (ESC o).

RS-422A/485 Disconnection
The connection is closed when:

+ Acommand is sent that closes the connection.
The close command (ESC c) is sent.

» A connection is opened with another device.
Example: If you open the DX at address 1 and then open the DX at address 2, the
connection with the DX at address 1 is closed automatically.

When the /AS1 Advanced Security Option Is Not in Use

For the commands that you can use, see section 3.2.

When the /AS1 Advanced Security Option Is in Use
You can perform some commands without logging into the DX. There are other

commands that you can only use if you are logged into the DX. For details about the
commands, see chapter 3.

Commands That You Can Perform without Logging In (Monitoring function

commands)

You can execute some output and control commands.

Group Command

Control CM, CE

Output commands (control) BO, CS, IF, CB

Output commands (setting, measured, and FC, FE, FD, FF, FL, FI, IS, FU, FA
computed data output)

Dedicated commands for RS-422A/485 Esc O, Esc C

Login commands LL

218
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2.8 Using the Setting and Measurement Function

Commands That You Can Perform after Logging In

To log in, a user must be registered on the DX and have permission to log in through
communication commands. The commands that administrators and users can execute
are listed in the table below. For details about the commands, see chapter 3. For
information about the responses to the commands, see chapter 4.

Group |Command |Administrator |User
Setting commands
SY |Sets a four panel display Yes Yes
SD |Sets the date and time Yes No
FR  [Sets the interval for acquiring data to the Yes No
FIFO buffer
Control
PS  |[Starts or stops recording Yes Yes
EV  |Executes manual sample, takes a Yes Yes
snapshot, or causes a timeout
MS  |Writes a message Yes Yes
TL Starts, stops, resets computation (MATH) Yes Yes
or clears the computation dropout status
display
IR Resets a relative timer Yes Yes
AK Clears alarm output Yes Yes
CV  |Switches between normal and secondary Yes Yes
trend interval
EM [Starts or stops the e-mail transmission Yes Yes
function
CU |Recovers Modbus manually Yes Yes
BJ Writes a free message Yes Yes
EJ Changes the login password Yes Yes
BT Sets a batch name Yes Yes
BU Sets a batch comment Yes Yes
MH  |Sets a batch text field Yes Yes
CL Executes manual SNTP Yes Yes
LO Loads setup data for setting mode Yes Yes
MA  |Resets a match time timer Yes Yes
UD  [Switches the screen Yes Yes
BQ [Locked ACK Yes No
CW |[Sets an event switch Yes No
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2.8 Using the Setting and Measurement Function

Users cannot execute operations (commands) that are not allowed under their user

privileges. The correspondence between the commands that can be used and the user
privilege settings are indicated in the table below. For information about how to configure

the settings using key operations, see section 2.1 in the Advanced Security Function
(/AS1) User’s Manual (IM 04L41B01-05EN).

User Privilege Settings Command
Key operations START PSO [Memory start
STOP PS1 [Memory stop
External storage Setup loading LO Loads a setup file
operations
Function Alarm ACK AK  |Alarm acknowledge
Message and MS |Writes a message
batch BJ  |Writes a free message
BT |Sets a batch name
BU [Sets a batch comment
MH  [Sets a batch text field
Math TL Starts or stops computation
Data save EV  |Executes manual sampling or causes a timeout
IR Resets a relative timer
MA  |Resets a match time timer
LI Saves a setup file
E-mail/FTP EM [Starts or stops e-mail
CU |Recovers Modbus manually
Time settings CL Executes manual SNTP
Screen SY |Sets a four panel display
operations CV  |Switches between normal and secondary

trend interval

LL Command

Use the LL command to log in. In the LL command, specify the user name, user ID, and
password. After the LL command, use sub delimiters to make a list of commands. You
log into the DX when you execute the command, and you are automatically logged out

after the command is executed.

Example Log in as user a (whose user ID is “aaaa” and whose password is “aaaaaa”),

start computation, and execute memory start.

LLa,aaaa, aaaaaa;TLO;PSO

Login Limitations
Depending on the key and Ethernet login conditions, there may be limitations when you
log into the setting and measurement function using the LL command. You can execute
the monitoring function commands regardless of other login conditions. For details, see
section 1.3 in the Advanced Security Function (/AS1) User’s Manual (IM 04L41B01-

05EN).
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2.9

Using Barcode Input

You can use barcode input to supplement the key input.

Settings on the DX

¢ Press MENU (to switch to setting mode), hold down FUNC for 3 s (to switch to basic
setting mode), and select the Menu tab > Communication (Serial) > Basic settings.
See section 2.4.

Protocol

Select [Barcode] to use the barcode protocol.

Connecting to the DX

Follow the standard operating procedure for the barcode reader that you are using.

1.

Turn off the DX, and connect the barcode reader to the RS-232 interface

connector.
Turn on the DX.

The DX is ready to receive commands.

Commands That You Can Use
The commands that you can enter using barcodes are listed in the table below. Users

cannot execute operations (commands) that are not allowed under their user privileges.
For details about the commands, see chapter 3.

Type |Command |Administrator |User
Dedicated barcode commands
KE Key operations Yes Yes
BV Enters a string Yes Yes
BP Supports login Yes Yes
Control commands
PS Starts or stops recording Yes Yes
EV Executes manual sample, takes a snapshot, |Yes Yes
or causes a timeout
MS Writes a message Yes Yes
TL Starts, stops, resets computation (MATH) or  |Yes Yes
clears the computation dropout status display
IR Resets a relative timer Yes Yes
AK Clears alarm output Yes Yes
Ccv Switches between normal and secondary Yes Yes
trend interval
EM Starts or stops the e-mail transmission Yes Yes
function
CcuU Recovers Modbus manually Yes Yes
BJ Writes a free message Yes Yes
EJ Changes the login password Yes Yes
BT Sets a batch name Yes Yes
BU Sets a batch comment Yes Yes
MH Sets a batch text field Yes Yes
CL Executes manual SNTP Yes Yes
LO Loads setup data for setting mode Yes Yes
LI Saves setup data Yes Yes
MA Resets a match time timer Yes Yes
ub Switches the screen Yes Yes
BQ Locked ACK Yes No
CM Sets communication input data Yes Yes
Type |Command Administrator |(User

IM 04L41B01-17E
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2.9 Using Barcode Input

How to Use

CE Sets communication input of an external Yes Yes
input channel
EC Clears setup data Yes No
YO Loads a setup file for basic setting mode Yes No
Output commands (control)
BO Sets the byte output order Yes Yes
CS Sets the checksum Yes Yes
IF Sets status filters Yes Yes
CB Sets the data output format Yes Yes
Output commands (setting, measured, and computed data output)
FC Outputs screen image data Yes Yes
FE Outputs setup data Yes Yes
FD Outputs the most recent measured and Yes Yes
computed data
FF Outputs FIFO data Yes Yes
FL Outputs a log, alarm summary, or message Yes Yes
summary
Fl Outputs an operation log Yes Yes
IS Outputs status information Yes Yes
FU Outputs user levels Yes Yes
FA Outputs internal DX information Yes Yes
Dedicated commands for RS-422A/485
Esc O |Open Yes Yes
Esc C |Closed Yes Yes

Dedicated barcode commands

Command |Function Description

BV Enters a string This command is valid when on the DX screen, the cursor
is on an item that you need to specify a string for or when a
window for entering a string appears. You cannot use this
command to enter passwords.

BP Supports login Enters the user name or the user name and user ID for
logging in. You have to set the password using key operations.
KE Key operations Performs the same operations as pressing a key on the DX.

A user who is registered on the DX can use barcodes to supplement key input. Scan
the communication commands encoded in bar codes to operate the DX with a barcode
reader. You can perform the same operations that you can perform using the DX keys.

Handling of Barcode Input
Barcode input is handled as key input.

Operations

You can only use the following commands when you have logged into the DX using the
keys.

The KE and BV commands and all control commands other than CM and CE.

Users cannot execute operations (commands) that are not allowed under their user
privileges. See section 2.8 for the correspondence between the commands that can be
used and the user privilege settings.
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2.9 Using Barcode Input

Operation Log
Operations are recorded in the DX operation log. The operator is the user who was
logged in using the DX keys.

Barcode Readers
The DX recognizes the following barcode readers:

* Model name: MS9540-RS (RS-232 interface)

Maker: Metrologic Instruments Inc.
* Model name: LS1902T-RS (RS-232 interface)
Maker: Symbol Technologies Inc.

Because only a small number of characters can be specified in the header, the input
method may be limited when you use this barcode reader with the DX.

Operation Examples

This section contains operation examples.

Nofte

In this section, “CRLF” is used to indicate a terminator. For information about terminators,
see page 3-2.

Operation Example 1

Logging in with a User Name of ABC2001 and a User ID of 5555
While logged out, enter the command “BP2,ABC2001,5555CRLF” using barcodes. The

user name and user ID are entered, and a window for entering the password appears (you
have to use the keys to enter the password).

Note

*  When you enter commands using bar codes, you can enter them separated or all at once.

You can separate commands however you want to. For instance, in example 1, you could
scan the data as indicated below:
“‘BP2" — “"—“ABC2001"—","—"“5555"—“CRLF”

» If you use a barcode reader that automatically attaches a footer and a header to every
transmission, set the header to “BP2,” the footer to “CRLF” and scan “ABC2001,5555.”

Operation Example 2

Entering into a Measurement Ready State with a Batch Number of
Process1 and a Lot Number of 0031

When recording has not been started, scan the command “BT1,Process1,0031;KESTAR
TCRLF” with the barcode reader.

The batch and lot number are set and the start window appears.

Operation Example 3
In setting mode, set the file header to “process sample.”
1. In the screen for setting the file header in setting mode, move the cursor to the box for
entering a character string.
After this, if you press the Input soft key and display the window for entering a character
string, you can still enter a character string with the barcode reader.
2. Use the barcode reader to enter “BVO,process sampleCRLF.”
The “Header” box is set to “process sample.”

IM 04L41B01-17E
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Chapter 3

Commands

3.1

Command Syntax

Command Syntax

The syntax of the setting/basic setting/output commands (see sections 3.4 to 3.9) of
the DX is given below. ASCII codes (see appendix 1) are used for the character codes.
For the syntax of the maintenance/test commands (see section 3.10) and instrument
information output commands (see section 3.11), see the corresponding sections or the
examples for each command.

Command name

Sub delimiter

Command example

SR002, SKIP;SR003,VOLT, 2V, -1500, 1800
T | — | | T Parameter

— Delimiter (,)

Command name (SR)
Sub delimiter (;)

Command Name
Defined using two alphabet characters.

Parameters
» Command parameters.

» Set using alphabet characters or numeric values.
» Parameters are separated by delimiters (commas).
» All numeric values are specified using integers.

* When the parameter is a numeric value, the valid range of the value varies depending

on the command.

» Spaces around the parameter are discarded. (However, spaces are valid for
parameters (units) specified using an ASCII character string.) In the examples given
in this manual, spaces are not used.

* You can omit the parameters that do not need to be changed from their current
settings. However, delimiters cannot be omitted.

Example SR001,,2V<terminator>

» If multiple parameters are omitted and delimiters occur at the end of the command,

those delimiters can be omitted.

Example SR001,VOLT,,,<terminator>— SR001,VOLT<terminator>

» The number of digits of the parameters below is fixed. If the number is exceeded
when entering the command, a syntax error results.
* Date YY/MM/DD (8 characters)
YY: Enter the lower two digits of the year.
MM: Month
DD: Day
« Time HH:MM: SS (8 characters)
HH: Hour
MM: Minute
SS: Second
* Channel number: 3 characters
* Relay number: 3 characters

IM 04L41B01-17E

S n



3.1 Command Syntax

Query

» A question mark is used to specify a query.

» By placing a query after a command or parameter, the setting information of the
corresponding command can be queried. Some commands cannot execute queries.
For the query syntax of each command, see sections 3.4 to 3.7.

Example 1 SR[ pl]? SR? or SRpl? can be executed.
Example 2 SA[ pl[,p2]]1? SA?, 6 SApl?, and SApl,p2°? can be executed.

Delimiter
* Acomma is used as a delimiter.
» Parameters are separated by delimiters.

Sub Delimiter

» Asemicolon is used as a sub delimiter.

» By separating each command with a sub delimiter, up to 10 commands can be
specified one after another. However, the following commands and queries cannot be
specified one after another. Use them independently.

» Output commands other than BO, CS, IF, or CB
* YO command
* Query
* If there are consecutive sub delimiters, they are considered to be single. In addition, sub
delimiters at the front and at the end are ignored.
Example ; SR0O01, VOLT; ; ; SR0O02, VOLT; <terminator> is taken to be
SR0O01,VOLT;SR002,VOLT<terminator>.

Terminator
Use either of the following two characters for the terminator.
+ CR+LF (0DH O0AHin ASCII code)
e LF (0AH in ASCII code)
Nofte
» Do not specify a channel or relay number that is not available on the DX. If you do, an error
will occur.
» The total data length from the first character to the terminator must be less than 2047 bytes.
» Commands are not case sensitive (with the exception of user-specified character strings).

» All the commands that are listed using sub delimiters are executed even if one of the
commands is erroneous.

» Spaces that are inserted before and after a parameter are ignored. However, if spaces are
inserted before a command, after a sub delimiter, or after a query, an error occurs.

3-2
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3.1 Command Syntax

Response

The DX returns a response (affirmative/negative response) to a command that is
delimited by a single terminator.* The controller should follow the one command to one
response format. When the command-response rule is not followed, the operation is not
guaranteed. For the response syntax, see section 4.1.
* Commands dedicated to RS-422/485 (see section 3.9) and instrument information output
commands (section 3.12) are exceptions.
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3.2

A List of Commands

When the /AS1 Advanced Security Option Is Not in Use

DX Execution Modes

There are two execution modes on the DX. If you attempt to execute a command in a
mode that is different from the specification, a syntax error occurs. Use the DS command
to switch to the appropriate execution mode, and then execute the command. Query
commands can be executed in either mode.

* Basic setting mode

Measurement and computation are stopped, and settings are changed in this mode.

* Operation mode

As a general rule, commands other than those for the basic setting mode described

above are used in this mode.
Administrator and User

The administrator and user specifications in the table indicate the user level that is
specified using the login function for Ethernet communications.
“Yes” and “No” in the table indicate the following:

Yes: Command usable
No: Command not usable

Setting Commands

Nofte

If the multi batch function (/BT2 option) is enabled, you cannot use the SR, SO, SK, TJ, SW,
TE, SJ, ER,TQ, and TK commands unless all batch recording operations are stopped.

Group Command Function Execution Administrator User Page
Name Mode
SR Sets an input range Operation mode Yes No 3-19
SO Sets a computing equation Operation mode Yes No 3-20
ER Sets the range of an external input channel Operation mode Yes No 3-20
TJ Sets memory sampling Operation mode Yes No 3-21
SA Sets an alarm Operation mode Yes No 3-21
SW Sets the trend interval and auto save interval Operation mode Yes No 3-22
TI Sets the circular display offset time Operation mode Yes No 3-22
TO Sets how the DX operates after one circular display cycle Operation mode Yes No 3-23
W Sets the secondary trend interval Operation mode Yes No 3-23
™ Sets manual sampling Operation mode Yes No 3-23
TE Sets sampling conditions for event data Operation mode Yes No 3-23
SZ Sets a zone Operation mode Yes No 3-23
SP Sets a partial expanded display Operation mode Yes No 3-24
ST Sets a tag Operation mode Yes No 3-24
SX Sets a display group (release number 2 or earlier) Operation mode Yes No 3-24
SL Sets a trip line (release number 2 or earlier) Operation mode Yes No 3-24
NX Sets a display group (release number 3 or later) Operation mode Yes No 3-25
NL Sets a trip line (release number 3 or later) Operation mode Yes No 3-25
SG Sets a message Operation mode Yes No 3-25
TH Sets the directory on the external storage medium for ~ Operation mode Yes No 3-25

saving data
TZ Sets a file header Operation mode Yes No 3-26
TF Sets a data file name Operation mode Yes No 3-26
SD Sets the date and time Operation mode Yes No 3-26
D Sets daylight saving time Operation mode Yes No 3-26
TT Sets the trend display Operation mode Yes No 3-26
SE Sets the line width and the number of grids to use Operation mode Yes No 3-27
on the trend graph

B Sets the bar graph display Operation mode Yes No 3-27
SB Sets the bar graph for a channel Operation mode Yes No 3-27
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3.2 A List of Commands

Group Command Function Execution Administrator User Page
Name Mode
TN Sets a scale Operation mode Yes No 3-27
SV Sets a measurement channel’s moving average Operation mode Yes No 3-27
sC Sets a channel display color Operation mode Yes No 3-27
TA Sets an alarm point mark Operation mode Yes No 3-27
TG Sets a color scale band Operation mode Yes No 3-28
SQ Sets the LCD brightness and the screen backlight saver Operation mode Yes No 3-28
TC Sets the background color Operation mode Yes No 3-28
TP Sets the automatic switching back to default display Operation mode Yes No 3-28
NF Sets the favorite key operation Operation mode Yes No 3-28
TR Sets the automatic switching back to default display Operation mode Yes No 3-28
TQ Sets a timer Operation mode Yes No 3-28
TK Sets a match time timer Operation mode Yes No 3-29
TU Sets an event action Operation mode Yes No 3-29
SK Sets a constant Operation mode Yes No 3-31
SI Sets the rolling average function of a computation channel Operation mode Yes No 3-31
SJ Sets a TLOG timer Operation mode Yes No 3-31
X Sets the ancillary operation of the start key Operation mode Yes No 3-32
BH Sets a batch text field Operation mode Yes No 3-32
EH Sets calibration correction Operation mode Yes No 3-32
BD Sets an alarm delay Operation mode Yes No 3-32
NC Sets a comment text field Operation mode Yes No 3-33
NB Sets a comment text block Operation mode Yes No 3-33
NW Sets an annunciator display Operation mode Yes No 3-33
NG Sets a Web report layout Operation mode Yes No 3-33
NH Sets Web report layout details Operation mode Yes No 3-33
FR Sets the interval for acquiring data to the FIFO buffer ~ Operation mode Yes No 3-33
Sy Sets a four panel display Operation mode Yes No 3-34
SM Sets the custom menu Operation mode Yes No 3-34
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3.2 A List of Commands

Control Commands

Group Command Function

Name

Execution
Mode

Administrator User Page

BT
BU
MH
UuD
PS
AK
EV

CL
Ccv
MS
BJ
EJ
TL

DS

LO
LI
CM
CE
EM
CU
BV

KE
YO
YC

IR
MA

cw
LR
LW

Sets a batch name

Sets a batch comment

Writes a batch text field

Switches the screen

Starts or stops recording

Clears alarm output (acknowledge alarms)

Executes manual sample, generates a manual trigger,

takes a snapshot, or causes a timeout
Executes manual SNTP

Switches between normal and secondary trend interval
Writes a message (display and write)

Writes a free message

Changes the login password

Starts, stops, resets computation (MATH) or

clears the computation dropout status display
Switches the execution mode between operation

and setting

Loads setup data for setting mode

Saves setup data

Sets communication input data

Sets communication input of an external input channel
Starts or stops the e-mail transmission function
Recovers Modbus manually

Enters a string (can only be used during serial

communications)

Key operation command
Loads a setup file for basic setting mode
Clears measured and computed data and initializes

setup data

Resets a relative timer
Resets a match time timer

Sets an event switch
Loads custom display screens
Saves custom display screens

Operation mode
Operation mode
Operation mode
Operation mode
Operation mode
Operation mode
Operation mode

Operation mode
Operation mode
Operation mode
Operation mode
Operation mode
Operation mode

All modes

Operation mode
Operation mode
Operation mode
Operation mode
Operation mode
Operation mode
All modes

Operation mode

Basic setting mode
Basic setting mode

Operation mode
Operation mode

Operation mode
Operation mode
Operation mode

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes

Yes
Yes

Yes
Yes
Yes

No 3-37
No 3-37
No 3-37
No 3-37
No 3-39
No 3-39
No 3-39
No 3-39
No 3-39
No 3-40
No 3-40
Yes  3-40
No 3-40
No 3-40
No 3-41
No 3-41
No 3-41
No 3-41
No 3-41
No 3-42
No 3-44
No 3-44
No 3-42
No 3-42
No 3-42
No 3-42
No 3-42
No 3-42
No 3-43
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3.2 A List of Commands

Basic Setting Commands

* In order to activate the settings that are changed using the basic setting commands,

the settings must be saved using the YE or XE command. Make sure to save

the settings before changing from the basic setting mode to the operation mode.

Otherwise, new settings will not be activated.
* The settings that are returned in response to a query in basic setting mode contain the

new settings even if they are not saved. However, the new settings are not activated

unless they are saved. If the settings are cleared or if you change from basic setting

mode to operation mode before saving the settings, the settings that are returned

in the response to a query contain the settings that were used before they were

changed.

Note

» The settings that are changed using the YA, YK, RU, YQ, YS, YB, YD, WS, WW,
and WO commands are activated after saving the new settings using the XE command and

restarting the DX.

*  When you execute the YE or YO command, communication is disconnected. Commands
listed after the YO or YE command are ignored.

Group Command Function Execution Administrator User Page
Name Mode
WU Sets the environment Basic setting mode Yes No 3-45
WE Sets calibration management Basic setting mode Yes No 3-47
WO Sets alarm and DO settings Basic setting mode Yes No 3-48
WH Sets alarm hysteresis Basic setting mode Yes No 3-48
XV Sets the scan interval and A/D integral time Basic setting mode Yes No 3-48
XB Sets burnout detection Basic setting mode Yes No 3-49
XJ Sets RJC Basic setting mode Yes No 3-49
XM Sets memory sampling conditions Basic setting mode Yes No 3-49
XT Sets the temperature unit Basic setting mode Yes No 3-49
RF Sets key lock Basic setting mode Yes No 3-49
RN Sets basic key login Basic setting mode Yes No 3-50
RP Sets user limitations Basic setting mode Yes No 3-50
RO Sets the type of report and when to create reports Basic setting mode Yes No 3-51
RM Sets a report channel Basic setting mode Yes No 3-52
XG Sets the time zone Basic setting mode Yes No 3-52
XN Sets the date format Basic setting mode Yes No 3-52
YB Sets host information Basic setting mode Yes No 3-52
YD Sets network parameters Basic setting mode Yes No 3-53
YA Sets the IP address, subnet mask, and default gateway Basic setting mode Yes No 3-53
YK Sets keepalive Basic setting mode Yes No 3-53
RU Sets DNS parameters Basic setting mode Yes No 3-53
WS Sets a server Basic setting mode Yes No 3-53
WW Sets Webpage parameters Basic setting mode Yes No 3-53
Y0 Sets communication timeout Basic setting mode Yes No 3-53
YT Sets FTP transfer timing Basic setting mode Yes No 3-54
YU Sets what kind of information to send using e-mail Basic setting mode Yes No 3-54
YV Sets an e-mail recipient address Basic setting mode Yes No 3-55
Yw Sets the e-mail sender address Basic setting mode Yes No 3-55
YX Sets the e-mail SNTP server name Basic setting mode Yes No 3-55
YJ Sets the Modbus client’s destination server Basic setting mode Yes No 3-55
Yp Sets basic Modbus client settings Basic setting mode Yes No 3-55
YR Sets the Modbus client’s transmit command Basic setting mode Yes No 3-55
WB Sets SNTP client parameters Basic setting mode Yes No 3-56
WC Sets the SNTP operation when memory start is Basic setting mode Yes No 3-56

executed

YS Sets the serial interface Basic setting mode Yes No 3-56
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3.2 AList of Commands

Group Command Function Execution Administrator User Page
Name Mode

Setting (continued)
YL Sets the operation of the Modbus master function Basic setting mode Yes No 3-57
YM Sets a transmit command of the Modbus master function Basic setting mode Yes No 3-57
WR Sets the instrument information output Basic setting mode Yes No 3-58
WI Sets the relay operation Basic setting mode Yes No 3-58
WE Sets the Modbus connection limitation Basic setting mode Yes No 3-58
WG Sets an IP address that is allowed to connect via Basic setting mode Yes No 3-59

Modbus
wJ Sets the FTP transfer wait time Basic setting mode Yes No 3-59
WQ Sets PROFIBUS-DP Basic setting mode Yes No 3-59
XE Activates basic settings Basic setting mode Yes No 3-59
YE Activates basic settings (cold reset) Basic setting mode Yes No 3-59
Output Commands
Nofte
Output commands except BO, CS, and IF cannot be placed in a command sequence.

Group Command Function Execution Administrator User Page
Name Mode

Control
BO Sets the byte output order All modes Yes Yes 3-60
[oF] Sets the check sum (can only be used during serial All modes Yes Yes 3-60

communications)

IF Sets status filters All modes Yes Yes 3-60
CB Sets the data output format All modes Yes Yes 3-60
cc Disconnects the Ethernet connection All modes Yes Yes 3-60

(can only be used for Ethernet communications)

Setup, measurement, and control data output

FC Outputs screen image data All modes Yes Yes 3-61
FE Outputs setup data All modes Yes Yes 3-61
FD Outputs the most recent measured/computed data Operation mode Yes Yes 3-61
FF Outputs FIFO data Operation mode Yes Yes 3-61
FL Outputs a log, alarm summary, or message summary  All modes Yes Yes 3-62
IS Outputs status information All modes Yes Yes 3-62
FU Outputs user levels All modes Yes Yes 3-63
FA Outputs internal DX information All modes Yes Yes 3-63
ME Outputs data stored on the external storage medium Operation mode Yes No 3-63
and internal memory
MO Outputs the data stored in the internal memory. Operation mode Yes No 3-63
Dedicated commands for RS-422/485
Esc O  Opens an instrument All modes Yes Yes 3-64
Esc C Closes an instrument All modes Yes Yes 3-64
Common commands among instruments
*I Outputs instrument information All modes Yes Yes 3-65

Maintenance/Test Commands (Available when using the maintenance/test
server function via Ethernet communications)

Command Function Administrator User Page
Name

close Closes another device’s connection Yes No 3-65
con Outputs connection information Yes Yes 3-65
eth Outputs Ethernet statistics Yes Yes 3-65
help Outputs help Yes Yes 3-66
net Outputs network statistics Yes Yes 3-66
quit Closes the connection to the instrument that you are operating Yes Yes 3-66

Instrument Information Output Commands (Available when using the
instrument information server function via Ethernet communications)

Parameter Function Page
Name

serial Outputs the serial number 3-67
host Outputs the host name 3-67
ip Outputs the IP address 3-67
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3.2 A List of Commands

When the /AS1 Advanced Security Option
DX Execution Modes

Is in Use

The DX has five execution modes. The modes that each command can be executed in
are predetermined. Trying to execute a command in the wrong mode results in a syntax
error. Before executing a command, use a mode switching command to switch to the
appropriate mode. Queries can be executed in any mode. The letters in parentheses in

the titles below are the used to rep
¢ Basic Setting Mode (B)

resent the different modes in explanations.

Basic setting mode when recording is stopped.

» Basic Setting Mode during

Memory Sampling (b)

The basic setting mode that appears during recording.

¢ Setting Mode (S)

Setting mode when recording is stopped.

» Setting Mode during Memory Sampling (s)
The setting mode that appears during recording.

¢ Operation Mode (O)

The mode in which operations are performed.

Switching Execution Modes

The figure below indicates the commands that can make the DX switch between different

modes and operation modes.

)

Ve »| Operation mode |¢ ~N

»| (while logged out) |
- ( a9 ) ~
- J
A
CC| cC Login CC CC |CC
Y
Operation mode
EE ENG EE ENG EE SYS EE SYS
BE BE LO YE YE, YO, EC

Setting mode Basic setting mode Basic setting

during memory Setting Mode during memory

sampling sampling mode

Nofte

If there is no CF card in the DX, an error will occur when you change the settings and then
try to switch to operation mode from basic setting mode, basic setting mode during memory

sampling, or setting mode.
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3.2 A List of Commands

Administrators and Users
The distinction between administrators and users indicates the user levels set through
the DX Ethernet login function. For details, see section 1.2.
“Yes” and “No” in the table indicate the following:
Yes: The command can be used.
No: The command cannot be used.

Connecting to the Setting Function and Connecting to the Monitoring
Function

There are two types of Ethernet connections that can be made to the DX setting/
measurement server: connections to the setting function (setting connection) and

connections to the monitoring function (monitoring connections). For details, see section
1.12.
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3.2 A List of Commands

Setting Commands (/AS1)

To apply settings that you have changed using the setting commands, you need to save
the settings using the BE command.

Command |Function Execution |Setting Connection Monitor Page
Name Mode Administrator [User Connection
SR Sets an input range S Yes No No 3-19
SO Sets a computing equation S Yes No No 3-20
ER Sets the range of an external input channel S Yes No No 3-20
TJ Sets memory sampling S Yes No No 3-21
SA Sets an alarm Ss Yes No No 3-21
SW Sets the trend interval and auto save interval S Yes No No 3-22
TI Sets the circular display offset time S Yes No No 3-22
TO Sets how the DX operates after one circular S Yes No No 3-23
display cycle
TW Sets the secondary trend interval S Yes No No 3-23
™ Sets manual sampling S Yes No No 3-23
TE Sets sampling conditions for event data S Yes No No 3-23
SZ Sets a zone S Yes No No 3-23
SP Sets a partial expanded display S Yes No No 3-24
ST Sets a tag S Yes No No 3-24
SX Sets a display group (release number 2 or S Yes No No 3-24
earlier)
SL Sets a trip line (release number 2 or earlier) S Yes No No 3-24
NX Sets a display group (release number 3 or later) [S Yes No No 3-25
NL Sets a trip line (release number 3 or later) S Yes No No 3-25
SG Sets a message S Yes No No 3-25
TH Sets the directory on the external storage Ss Yes No No 3-25
medium for saving data
TZ Sets a file header S Yes No No 3-26
TF Sets a data file name S Yes No No 3-26
SD Sets the date and time OSs Yes No No 3-26
TD Sets daylight saving time S Yes No No 3-26
TT Sets the trend display S Yes No No 3-26
SE Sets the line width and the number of grids to  |S Yes No No 3-27
use on the trend graph.
B Sets the bar graph display S Yes No No 3-27
SB Sets the bar graph for a channel S Yes No No 3-27
TN Sets a scale S Yes No No 3-27
SV Sets a measurement channel’s moving average |S Yes No No 3-27
SC Sets a channel display color S Yes No No 3-27
TA Sets an alarm point mark S Yes No No 3-27
TG Sets a color scale band S Yes No No 3-28
SQ Sets the LCD brightness and the screen S Yes No No 3-28
backlight saver
TC Sets the background color S Yes No No 3-28
TP Sets automatic display group switching S Yes No No 3-28
NF Sets the favorite key operation. S Yes No No 3-28
TR Sets the automatic switching back to default S Yes No No 3-28
display
TQ Sets a timer S Yes No No 3-28
TK Sets a match time timer S Yes No No 3-29
TU Sets an event action S Yes No No 3-29
SK Sets a constant S Yes No No 3-31
Sl Sets the rolling average function of a S Yes No No 3-31
computation channel
SJ Sets a TLOG timer S Yes No No 3-31
X Sets the ancillary operation of the start key S Yes No No 3-32
BH Sets a batch text field S Yes No No 3-32
EH Sets calibration correction Ss Yes No No 3-32
BD Sets an alarm delay Ss Yes No No 3-32
NC Sets a comment text field S Yes No No 3-33
NB Sets a comment text block S Yes No No 3-33
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3.2 A List of Commands

Command |Function Execution |Setting Connection Monitor Page
Name Mode Administrator |User Connection

NW Sets an annunciator display S Yes No No 3-33
NG Sets a Web report layout S Yes No No 3-33
NH Sets Web report layout details S Yes No No 3-33
FR Sets the interval for acquiring data to the FIFO |OSsb Yes No No 3-33

buffer

SY Sets a four panel display (o) Yes Yes No 3-34
SM Sets the custom menu S Yes No No 3-34

* Operations are limited by the user privilege settings.
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3.2 A List of Commands

Control Commands (/AS1)

To apply settings that you have changed using the basic setting commands, you need to
save the settings using the YE command.

Command |Function Execution |Setting Connection Monitor Page

Name Mode Administrator |User Connection

BT Sets a batch name O Yes Yes No 3-37

BU Sets a batch comment O Yes Yes No 3-37

MH Writes a batch text field (0] Yes Yes No 3-37

ub Switches the screen O Yes Yes No 3-37

PS Starts or stops recording (0] Yes Yes No 3-39

AK Clears alarm output (acknowledge alarms) O Yes Yes No 3-39

EV Executes manual sample, takes a snapshot, or (0] Yes Yes No 3-39
causes a timeout

CL Executes manual SNTP O Yes Yes No 3-39

CV Switches between normal and secondary trend (6] Yes Yes No 3-39
interval

MS Writes a message (display and write) (0] Yes Yes No 3-40

BJ Writes a free message O Yes Yes No 3-40

EJ Changes the login password O Yes Yes No 3-40

TL Starts, stops, resets computation (MATH) or clears |O Yes Yes No 3-40
the computation dropout status display

LO Loads setup data for setting mode OS Yes Yes No 3-41

LI Saves setup data S Yes Yes No 3-41

CM Sets communication input data OSsb Yes Yes Yes 3-41

CE Sets communication input of an external input OSsb Yes Yes Yes 3-41
channel

EM Starts or stops the e-mail transmission function O Yes Yes No 3-41

CuU Recovers Modbus manually O Yes Yes No 3-42

YO Loads a setup file for basic setting mode B Yes No No 3-42

