
he concepts and practices of cyberse-
curity for process automation systems, 
such as a distributed control system 

(DCS), have gone through a series of phases driv-
en by the original vendors and end users. In the 
larger history, the very notion of cybersecurity 
came late to the discussion for several reasons.

Early systems, installed prior to 2000, were 
largely built on proprietary hardware and software 
and existed in isolation. Security was primarily an 
internal matter and revolved around who had per-
mission to change setpoints and the like. Anyone 
wanting to hack into these systems had to be in 

the building and physically connected. 
At the dawn of the 21st century, requests from 

corporate management for more direct access 
to production data created the need for mecha-
nisms to build interfaces to corporate IT net-
works, which spawned the idea of operations 
technology (OT) for differentiation between cor-
porate and manufacturing networks.

OT/IT integration
OT security remained a relatively minor concern 
since the interconnectedness was still very lim-
ited, along with a belief that few individuals from 

the outside would be able to make any sense of 
those proprietary platforms. Security by obscu-
rity became the guiding mindset. The obscu-
rity faded as OT networks moved more toward 
IT-like hardware and software — particularly 
PCs, Ethernet and the internet. Hackers also rec-
ognized that breaking into a poorly protected OT 
network might serve as an entry point to corpo-
rate targets.

Network managers recognized that it would be 
necessary to add firewall appliances between the 
two systems at every interface point to create 
a hardened perimeter. Of course, if any invader 
could penetrate the defenses, perhaps through 
an overlooked interface point, there was nothing 
to stop free movement once inside the OT net-
works, possibly disrupting operations or stealing 
data. Adding defense-in-depth strategies sought 
to make this more difficult, a concept that grew 
into the “baked in” security applied with today’s 
process automation systems.

This broad-brush look at the situation suggests 
a wide spectrum of possibilities, and various 
process plants and facilities can be anywhere 
on a continuum from virtually zero defenses 
to highly sophisticated systems. The responses 
from equipment vendors have also been on a 
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Process automation systems are increasingly 
connected to IT systems and the outside world, 
introducing cybersecurity concerns, which can be 
addressed using techniques such as software-
defined networking and monitoring services.
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FEATURED PRODUCTS

The Sinamics G120X drive is a simple, seamless and easy-to-use drive 
designed for use in pump, fan and compressor applications in industries 
such as water/wastewater, HVAC/R, irrigation/agriculture and other indus-
trial environments. The Sinamics G120X has a power range of 1–700 hp 
and can operate in a temperature range from -4 to +140°F with any stan-
dard motor, including synchronous reluctance motors. The Sinamics G120X 
meets all the latest and upcoming UL, NEMA and EN/IEC standards for 2019 
and beyond and offers up to 100 kA short-circuit current rating 
ensuring enhanced product safety and energy efficiency. 

Siemens
www.siemens.com

The Munson Ribbon Blender, model HD-3.5-9-SS, features 
an integral bag dump station that collects dust generated 
during manual dumping activities, improving worker safety 
and plant hygiene. Dust is drawn onto cartridge filters of 
the dust collector as nozzles within each filter alternately 

emit short blasts of air on a timed cycle, serving to dislodge accumulated dust 
and maintain vacuum efficiency. The unit can blend up to 85 cu ft (2.4 m3) 
of powders, pastes or slurries in five to 10 minutes depending on application. 

Munson Machinery
www.munsonmachinery.com
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Enabled by the industrial internet of things, Donaldson Company’s iCue subscription service moni-
tors industrial dust and fume collectors and sends real-time data and maintenance alerts directly 
to facility management teams. The information is designed to prompt timely maintenance that 
can help improve production uptime and reduce operating costs. The iCue service gives factory 
personnel access to detailed equipment performance data via an online dashboard, and sends 
simple, actionable notices and email reports to laptops or mobile devices. Maintenance teams 
can tailor the information parameters to their specific applications and dust management needs. 

Donaldson Company Inc.
www.donaldson.com

iCUE CONNECTED FILTRATION SERVICE

MULTI-FUNCTION DRIVE

RIBBON BLENDER WITH INTEGRAL BAG DUMP STATION

In light of developments to drag convey-
ors, many past reasons for choosing a 
pneumatic system over a mechanical one 
no longer hold true. To increase opera-
tional efficiency and decrease expenses, 
producers looking to upgrade or replace 
their current material handling equipment 
should consider whether a mechanical 
means of transport is feasible.

https://bit.ly/2mppuf3

ADVANCES IN DRAG CONVEYOR 
TECHNOLOGY PUT PRESSURE ON 
PNEUMATIC CONVEYANCE SYSTEMS

The stainless-steel Allen-Bradley PanelView Plus 7 graphic terminals can be 
used on a machine in a “splash” or contaminant zone without the need to be 
covered or isolated. This helps protect product quality and simplifies the clean-
ing processes, while removing obstructions to the human machine interface 
(HMI), so operators can better monitor production. The product is certified by 

the National Sanitation Foundation (NSF). It has an ingress-protection rating of IP69K to support high-
pressure, high-temperature chemical wash downs. It also uses a food-grade silicone gasket with a 
distinct blue color to help production workers notice if it’s been damaged and needs to be replaced.

Rockwell Automation
www.rockwellautomation.com
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spectrum, with some being highly proactive and 
embracing international standards, while others 
have been less responsive.

The situation on the ground has only become 
more complex in recent years as the conver-
gence of OT and IT has become reality under the 
banners of digital transformation, digitalization 
and the industrial internet of things (IIoT). The 
activities of groups such as the Open Process 
Automation (OPA) Forum will also increase the 
demand for security. In many plants, all or some 
of these initiatives are being implemented, and it 
is becoming difficult to see where the border is 
between IT and OT.

As these changes have been going on, the 
cyber threat picture has also evolved. Attackers 
have become more creative and sophisticated, 
and there are many situations in which industri-
al networks have been targets. The convergence 
of IT and OT, if not handled carefully (Figure 1), 
can create many opportunities for cyber crimi-
nals to invade through unprotected openings at 
interfaces between OT and IT systems.

Working through complexity
Designing something as complex as a compre-
hensive cybersecurity program requires resources 
that few companies have in house. Some plants 
try to paper over the protection gap by inserting 
firewalls, many of which interfere with commu-
nication while offering poor protection. Others 
issue directives and rules, but without supporting 
network architecture changes.

These attempts are typically unsuccessful, but 
at least they cause many plants to recognize they 
have little choice other than bringing in outside 
help. Recognition of an actual intrusion can add 
a sense of urgency. Outside help can come from 
the vendors that provided the plant’s automation 
platforms, along with consultants and system 
integrators specializing in this area.

Having vendor involvement is important as 
these companies should understand the specific 
characteristics, strengths and weaknesses of its 
systems. Vendors serious about providing secure 
systems have internal test beds to provide con-
stant evaluation of their products, constantly 
probing and testing to look for vulnerabilities and 
evaluate interactions with operating systems and 
security tools.

Consultants and system integrators may also 
be necessary to help evaluate how disparate 
parts from multiple vendors interact because 
cross-platform interoperation can introduce spe-

cific vulnerabilities. All those working on such a 
project must be conversant with relevant stan-
dards, such as IEC 62443, and its interaction 
with IEC 61511 via safety-instrumented systems. 
These standards help harmonize practices glob-
ally and among vendors.

Cybersecurity programs generally begin with 
a risk assessment, the first step of which is an 
in-depth asset inventory and analysis. Every 
item on the network must be identified down to 
its specific model number and software version. 
This can be checked against the ICS-CERT advi-
sories and reports to identify items with known 
vulnerabilities.

Once this assessment has been completed, it 
is important to establish goals for what the sys-
tem should look like and how network needs may 
change in the foreseeable future. Since the effort 
will invariably involve securing an existing net-
work, which may involve many old assets, tech-
niques must be adaptable to these situations.

Yokogawa frequently uses software-defined 
networking (SDN) as a flexible solution that min-
imizes impact on running systems while provid-
ing mechanisms to increase security levels. SDN 
can be dynamically controlled even in an operat-
ing environment. 

In most plants, OT systems tend to reside 
on the same massive segment. This makes 
for free communications, but it makes these 
systems hard to defend. Using SDN, it is pos-
sible to construct an independent virtual net-
work for each system (Figure 2), with the need 

for partitioning. Even systems running on old 
operating systems outside of vendor support 
can be grouped and separated on a single vir-
tual network so that they cannot communicate 
directly with the outside world, temporarily 
mitigating vulnerability risk until the system is 
upgraded to the latest version.

An actual implementation
In 2018, a Japanese company introduced a virtual 
network infrastructure using SDN technology to 
strengthen cybersecurity measures in the plant 
networks, and to create a safer and more efficient 
network infrastructure. This also future-proofed 
the networks, preparing for the anticipated intro-
duction of IIoT strategies and new enterprise 
resource planning system capabilities.

 Unfortunately, previous efforts to expand and 
protect networks had not been optimally exe-
cuted, resulting in complex network topologies 
and wired infrastructure. It was therefore neces-
sary for the plant to establish a comprehensive 
cybersecurity approach to understand, evaluate 
and improve the security status of networks in 
the plant. 

The few internal network administration 
resources available were busy with other tasks, 
so implementing this project would depend on 
help from outside resources. The company called 
on Yokogawa to provide next generation indus-
trial network security solutions, and to bring its 
experience and knowledge to bear for both plant 
operation and OT-IT security.

The first step when assessing a cybersecurity system is to carefully 
examine each component attached to the plant’s networks.

All figures courtesy of Yokogawa Electric Corporation

Figure 1. A cybersecurity program is an ongoing effort, requiring constant evaluation and improvement. The lifecycle approach depicted in this diagram 
keeps a program current as threats change.
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Initial assessment results 
Yokogawa's network specialist team worked 
with the plant administration team to under-
stand the current state of the plant-wide net-
work and various IT assets associated with 
the Yokogawa CENTUM DCS platform. The 
analysis covered all network equipment from 
the office area to field equipment, the control 
room and electrical room. The physical net-
work cables were traced while checking the 
asset inventory list and the system architecture 
diagrams. The models and settings of each net-
work asset such as firewalls and switches were 
detected and recorded. The team addressed 
the human needs as well through interviews 
with plant personnel. 

IT infrastructure management would need to 
include secure wireless access points and guest 
Wi-Fi, plus preparation for future requirements 
including management of increasing numbers of 
IT assets, along with prospects for growing net-
work utilization.

Yokogawa’s proposal was a virtual network 
using SDN technology to integrate existing net-
work cables and equipment without making any 
physical changes. This created a new, secure and 
intelligent network.

Designing a virtual network
The team assessed the plant network and sorted 
out the communication requirements for each 
segment. The logical configuration of the entire 
plant network was then designed and imple-
mented using SDN to retain and make the most 
of the existing assets. The switchover from the 
conventional network to the virtual network 
was completed in about 30 minutes without any 
problems. Minimizing the impact on the running 
plant operations is one of the main benefits of 
virtual networking, as demonstrated on this proj-
ect. In addition to anti-spam and conventional 
anti-virus measures, intrusion detection, log col-
lection and traffic analysis tools were also intro-
duced to enable real-time network monitoring. 

With the introduction of IT asset management 
tools, it is now possible to monitor and manage the 
devices connected to the network, including the 
access and security status of each device. Secure 
wireless access points with appropriate access 
rights and guest Wi-Fi are now available in all areas 
where required.

Yokogawa provides continuing security moni-
toring services to support both IT and OT sys-
tems. When a network failure or security threat 
occurs, the monitoring team can take immedi-
ate action. Using these types of outside services 
allows a company to use its internal resources 
for ongoing operations. Although IT support 
services can be provided by many companies, 
only industrial automation suppliers are able to 
also provide support for OT systems, with this 
support encompassing both security and other 
types of problems. 

The security monitoring team uses secure 
remote access that gives it the same capa-
bilities as if it were the customer’s IT depart-
ment. If an abnormality or threat is detected, 
predetermined procedures dictate appropriate 
response actions and who gets notified.

In this way, the plant can maintain and manage 
a safe network infrastructure, allowing plant per-
sonnel to focus on safe plant operation and new 
initiatives to improve productivity.  
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“The convergence of IT and OT, if not handled carefully, can    
create many opportunities for cyber criminals to invade through 
unprotected openings at interfaces between OT and IT systems.”

Figure 2. Software-defined networking allows creation of an independent virtual network for process automation systems to protect plants from cyber intrusion.
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