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The manufacturing industry in Japan faces various problems such as the declining 
number and aging of workers, deteriorating equipment, frequent equipment failures, 
increasing risk of accidents due to human errors in operation, insufficient visualization of 
equipment management cost, and poor succession of skills and techniques. To overcome 
these problems, innovative, unconventional systems for plant asset management are 
needed. Yokogawa’s Smart Plant Asset Management can solve such problems by digital 
transformation. Technologies such as the Internet of Things (IoT), AI, machine learning, 
and statistical analysis are taking over the task of detecting signs of anomalies, which is 
conventionally done by skilled workers and experts. By incorporating machine learning into 
edge computers to learn the normal operating condition of target equipment, Yokogawa has 
developed an edge-computing solution that continuously monitors the equipment and detects 
unusual behavior. This approach enables equipment with advanced IIoT applications to be 
used in existing infrastructures. This paper describes the functions of this solution based on 
Yokogawa’s edge computing, analysis technology for the edge computing, and an application 
example.

INTRODUCTION

The manufacturing and infrastructure industries in Japan 
are faced with various issues, such as intensifying global 

competition, soaring energy costs, a dwindling and aging 
workforce, delayed action against the diversifying workforce, 

and deteriorating equipment. These industries thus need 
to solve problems such as frequent equipment failures, the 
increasing risk of accidents due to equipment defects and 
human errors, insufficient visualization of the cost of plant 
asset management, and poor succession of techniques and 
skills.

Regardless of these challenges, customers in these 
indust r ies are required to ensure safety and improve 
productivity while managing old equipment with limited 
human resources. To help them, Yokogawa has embraced new 
technologies ahead of the times and has built innovative plant 
asset management systems beyond the previous paradigm. 
We focus on making plant asset management smarter with 
digital transformation (DX). Currently, operations in the 

45 45

*1 Consulting Department 3, Consulting Center,  
Solution Business Division, 
Yokogawa Solution Service Corporation

*2 Industrial Solution Center 4, Industry Headquarters, 
Yokogawa Solution Service Corporation

*3 Incubation Department, Innovation Center, 
Marketing Headquarters



A Solution for Detecting Signs of Equipment Anomalies by Edge Computing with DUCSOnEX

Yokogawa Technical Report English Edition Vol.63 No.1 (2020) 4646

manufacturing and infrastructure industr ies are being 
innovated with the Industrial Internet of Things (IIoT) and 
analysis technologies such as AI, machine learning, and 
statistics. Previously, the integration and use of information on 
each element of production, including the detailed process data 
of equipment, were not visualized but this has now become 
possible with IIoT technology. Moreover, AI technology is 
increasingly replacing the work of experts (such as identifying 
points to be improved to boost productivity and detecting 
abnormalities). However, the information infrastructure 
currently used in production sites is not designed for smarter 
plant asset management. As a result, existing information 
infrastructure cannot easily collect huge amounts of sensor 
data such as those on the vibration of equipment.

To solve such issues, recent years have seen a shift to edge 
computers which conduct analyses and transmit the results to 
the upper system (“edge” means the vicinity of equipment). 
This method makes it possible to analyze huge amounts of 
data on existing information infrastructure with only limited 
resources. Yokogawa has already identified such a trend and 
developed edge computing solutions: Yokogawa Solution 
Service Corporation released DUCSOnEX in June 2018, which 
is package software that can detect signs of abnormalities in 
production equipment.

This paper introduces the functions of Yokogawa’s 
solution for detect ing signs of abnormalit ies by edge 
computing; core technologies for analysis at the edge; and an 
application example of the solution.

BACKGROUND AND AIM OF DEVELOPMENT

In conventional plant asset management, maintenance 
workers often visit sites and perform inspections relying on 
their five senses. Veteran maintenance workers with sharp 
senses identify equipment abnormalities or even faintest signs 
before their occurrence and help keep production equipment 
running stably. They have made Japanese manufacturing 
companies competitive in the global market. However, as they 
retire in increasing numbers, the decline in workers’ technical 
capabilities and the poor succession of techniques and skills 
are becoming serious problems. Thus, there is an increasing 
need for an innovative system of plant asset management that 
does not rely excessively on human skills, a system based on 
concepts like the IIoT.

There are two problems in introducing the IIoT in plant 
asset management. First, it is necessary to handle huge 
amounts of field data. These include visual information, 
audio information such as noise and vibration, and tactile 
information obtained by touching equipment. Furthermore, 
even if sensing devices are installed, they are unable to send 
all of the data to the server through the existing network for 
control.

Second, the analysis of such field data is extraordinarily 
complex. Humans excel in this regard: they can intuitively 
identify useful information even from images and sound 
data that contain much noise and an uneven distribution 
of information. Such complex data analysis has required 

analysis specialists such as data scientists and data analysts. 
In addition, various advanced data analysis technologies are 
needed to achieve similar results in the field.

OUTLINE OF THE SOLUTION

To solve the problems involved in introducing the IIoT, 
Yokogawa proposes using edge computing to detect signs of 
abnormalities.

There are two advantages of edge computing. First, there 
is no need to build a network and add storage capacity to 
transmit huge amounts of field data. Secondly, edge computing 
ensures real-time processing, which is difficult to achieve with 
cloud computing. Yokogawa’s core technologies that have 
made this proposal possible are the e-RT3 Plus platform for 
performing edge computing, and data analysis technologies 
for the manufacturing industry, including the Mahalanobis 
Taguchi (MT) method and machine learning.

Different f rom convent ional programmable logic 
controllers (PLC), e-RT3 Plus is a controller for factory 
automat ion (FA) that  can per for m both cont rol  and 
computation. Control logics are conventionally written in a 
ladder language while applications for e-RT3 Plus are written 
in C/C++ on the real-time operating system. In addition, 
e-RT3 Plus can accept various analog/digital inputs like 
PLCs, so it can quickly perform data analysis on-site. With 
the reliability, availability, and ease of maintenance that are 
mandatory requirements for mission-critical manufacturing, 
e-RT3 Plus is the optimal platform for edge computers to be 
installed in the field.

As the solution, a data analysis application is installed 
in this e-RT3 Plus edge computing platform. Yokogawa has 
been working on various data analysis technologies to help 
customers in the manufacturing and infrastructure industries 
to add value. These include the MT method for stabilizing 
product quality (1), soft sensing technology for predicting 
product quality (2), and modeling technology for optimizing 
production condit ions (3). Yokogawa has also act ively 
introduced machine learning to compensate for the scarcity of 
analysis engineers and achieve complex data analysis that can 
cover the behavior across the whole system. Machine learning 
has been actively studied in various fields of images, sounds, 
and natural languages where it is difficult to handle data. 
Machine learning can semi-automatically model complex 
patterns and inputs/outputs. These data analysis technologies 
are the core technologies of the solution we propose. Our 
algorithm detects abnormalities and their signs by modeling or 
recognizing the patterns of data generated in the field.

SCHEMATIC OF SOLUTION FOR DETECTING 
SIGNS OF ABNORMALITIES (4)

Figure 1 shows a schematic diagram of the solution 
for detecting signs of abnormalities in equipment by edge 
computing. The core of this solution is DUCSOnEX, which 
is application software installed in the e-RT3 Plus real-time 
OS controller. DUCSOnEX calculates various analysis values 
including the off-normality of sensor values.
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Physical quantities used for such detection include 
vibration and current, which can be used to monitor the status 
and load of equipment. Since most of these physical quantities 
greatly change and f luctuate, it is necessary to collect the 
data at high sampling rates. These raw data containing huge 
amounts of information can be analyzed thanks to the recent 
progress of deep learning technology, but usually there are 
not enough calculation resources at the edge. To analyze the 
data, the standard data (learning data) are first stored, and then 
these are analyzed with batch processing and pattern learning 
is performed. However, it is difficult to accumulate learning 
data at the edge due to limited resources and such analytical 
methods may not be applied. So, Yokogawa uses three 
approaches to create an application for detecting such signs: 
extraction of segments (narrowing down the target data for 
analysis), extraction of characteristics from sensor data, and 
on-line pattern learning with no need to store data. Figure 2 
shows the logic configuration.

The segment extraction block cuts out a specific period 
of the sampled sensor data as segment data and narrows down 
the data for analysis. For example, in the case of continuous 
operating equipment, a fixed interval or period is extracted 
as segment data. In the case of machining equipment, a batch 
processing period is cut out based on control signals.

The characteristics extraction block transforms the 

whole segment data into several feature values that show 
the trend of the segment data (“characteristics vectors”), 
in order to reduce the data volume. This transformation 
eliminates the need to solve the problem of the time of batch 
processing, i.e., the phase difference caused by unstable 
data length and misalignment of the start of data collection. 
DUCSOnEX has seven methods of extracting characteristics 
whose practicability has been confirmed, such as one based 
on fundamental statistics and another based on fast Fourier 
transform (FFT). By combining them, DUCSOnEX can 
handle various equipment.

Every time a characteristics vector is calculated in the 
preceding step, the on-line pattern learning block sequentially 
learns its pattern and creates a model for the characteristics 
vector. Learning is performed only at the timing designated by 
the user.

When the learning control signal is not given, the 
learning block does not learn a characteristics vector. Instead, 
the off-normality calculation block quantitatively calculates 
how much a newly input characteristics vector deviates from 
the model. Off-normality means this deviation. Bigger off-
normality indicates that the characteristics vector (i.e. segment 
data) differs from the previous ones. In other words, this shows 
that the status of equipment has changed.

The post-processing block improves the accuracy of 

Figure 1 Schematic of solution for detecting signs of abnormalities
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Figure 2  Logic configuration of an application for detecting signs of abnormalities
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analysis by filtering off-normality and other analysis values 
to alleviate the effect of noise (including fluctuation due to 
disturbance). Noisy data would distort the analysis results.

We have developed a program that performs these 
processes and optimized it for an edge computing platform. 
With each element working together, the application can detect 
signs of abnormalities in equipment.

METHOD BASED ON ON-LINE PATTERN 
LEARNING

Analysis is the core of detecting signs of abnormalities 
in equipment. Specifically, it involves learning the pattern of 
a data set that seems normal (this pattern is called a model). 
Although many industrial applications conventionally use 
batch pattern learning, DUCSOnEX uses on-line (serial 
processing) pattern learning.

Figure 3 shows an example of learning a data set with 
two-dimensional characteristics vectors [x1 x2].

Figure 3  Example of data set

Pattern learning uses this data set and deduces a function 
that determines the occurrence probability of data samples, 
i.e., a probability model of the data.

Take a look at  a simple probabi l i t y model.  The 
following model can be created based on an assumption that 
characteristics vectors are generated in a normally distributed 
manner and are independent of each other.

N is a probability density function with a normal 
distribution and µ and s are its mean and standard deviation, 
respectively. The pattern learning based on this model deduces 
these two parameters of the normal distribution. They are 
usually calculated as follows.

t is a sequential number given to each characteristics 
vector and T is the total number of vectors. Note that all 
vectors are referred to in the summation, and parameters are 
deduced in the batch processing of all vectors.

Such a probability model deduces parameters based on a 
given learning data set and shows the probability density of a 
characteristics vector. Thus, this model serves as a function 
that returns high values in an area with a high possibility of 
the existence of data and low values in an area with a low 
possibility.

By comparing this probability value with the normality of 
data, this method detects abnormalities. The off-normality of 
data (deviation from the model) is defined as follows.

Figure 4 shows a color map of deduced off-normality of 
the model based on the data in Figure 3.

Figure 4  Example of calculated off-normality  
based on the probability model

High values in formula (3) are shown in a dark color and 
low values in a light color. The figure shows that off-normality 
becomes larger as the coordinates of data are farther from 
the cluster of the learning data set. This is the flow of pattern 
learning for detecting abnormalities with a learning data set of 
characteristics vectors.

All samples are used in summation in formula (2) and 
both parameters of the normal distribution are calculated. The 
calculation values of the data required to deduce a probability 
model are called the sufficient statistics of the probability 
model.

The sufficient statistics for samples 1, …, T can be 
calculated recursively as follows.

where, xsum, t and x2
sum, t express the summation and the 

square sum of data vectors at time t, respectively. This means 
that the information required to calculate sufficient statistics 
when the t-th sample is obtained is only the t-th sample and the 
sufficient statistics of the previous sample (t-1). Furthermore, 
the calculation result of the sufficient statistics up to the T-th 
sample is equal to the result of calculation with formula (2).

X1

X2

(1)

(2)

(3)Off-normality

X1

X2

(4)
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When sufficient statistics, instead of data, are saved, there 
is no need to hold samples of all characteristic vectors. Pattern 
learning can be performed only by presenting a single sample 
at one time. Characteristics vectors used for learning can be 
discarded after updating the sufficient statistics. The on-line 
algorithm of DUCSOnEX is a pattern learning method that 
follows this idea.

APPLICATION EXAMPLE

An example of applying this solution is shown below.
Three-phase induction motors are widely used. We used 

its load current as the feature value and verified whether 
our solution can detect signs of abnormalities when the load 
varies. Figure 5 shows the configuration of the system used 
for the verification.

Figure 5  System configuration

The three-phase AC motor (200 V AC) is controlled by 
the inverter. A light load was applied to it by touching its rotor 
with a spanner or pressing down on the shaft by hand, and 
we examined whether the load variation could be detected. 
Figure 6 shows how to apply the load.

Figure 6  How to apply the load

I n  a c t u a l  s i t u a t ion s  i n  t he  ma nu fa c t u r i ng  a nd 
infrastructure industries, changes in the load on a motor can 
be detected just before the motor stops due to overload. If 
slight changes in the load are detected and this status is dealt 
with appropriately, such a solution can eliminate unscheduled 
shutdown of production lines. Figure 7 shows the result of 
applying a spanner and Figure 8 shows the result of manual 
intervention (Figure 6 shows the former case).

Figure 7  Result of applying a spanner

Figure 8 Result of manual intervention

In both figures, the horizontal axis shows time and the 
vertical axis indicates off-normality (deviation from the normal 
status). Each dot shows the analysis results of DUCSOnEX on 
off-normality. The red line shows the threshold value between 
normality and off-normality. The normal range, which is 
obtained by learning the normal status, was defined within 3 σ 
of the normal value. The start and the end of intervention are 
shown with yellow lines. In both cases, off-normality in the 
interval is larger than the threshold value. This indicates that 
DUCSOnEX successfully detected slight changes in the load.

Our solution was proved to detect slight changes in the 
load on a motor, and so can be applied to various situations in 
the manufacturing and infrastructure industries. For example, 
when products are mixed in a stirrer or dough mixer, the 
viscosity and other properties of the product may change. 
By detecting these changes quickly, changes in product 
quality can be prevented. It is also possible to quickly detect 
abnormalities in equipment. Our solution can detect changes 
in the operation state, such as an imbalance caused by foreign 
matter adhering to a fan or impeller of a blower as well as 
changes in rotation drive due to an anomaly in a bearing.

CONCLUSION

This paper explained DUCSOnEX, which is Yokogawa’s 
solution for detecting signs of abnormalities in equipment by 
edge computing.

Edge computing has high potential for IIoT solutions 
in a wide range of domains such as plant asset management 
and quality control. Furthermore, various systems can 
be integrated by combining edge computing with cloud 
computing, which will lead to smart plants and factories where 
everything is connected.

Yokogawa will continue focusing on this technology and 
help customers in the manufacturing industry to add value and 
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achieve safe and sustainable production.
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