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Many companies hesitate to develop a security operation center (SOC) on their own 
due to its technical and operational difficulties. In 2019, Yokogawa started to develop a 
cybersecurity monitoring system for its corporate system and is now using it. For customers, 
Yokogawa has also been developing a security monitoring system for Internet of Things (IoT) 
services. This paper explains Yokogawa’s in-house development of the SOC, key technical 
points, and operation system, as well as the company’s approach to cybersecurity.

INTRODUCTION

As digital transformation (DX) spreads, cloud services are 
being increasingly used, and operational technology (OT) 

and information technology (IT) are being integrated further. 
In line with this trend, the importance of security monitoring 
is increasing. According to a survey by IDC Japan, more than 
30% of manufacturing companies in Japan answered that they 
have experienced security incidents in Industrial Internet of 
Things (IIoT) and OT systems(1). Figure 1 shows Yokogawa’s 
DX infrastructure architecture; this paper explains the security 
management service.

BACKGROUND OF ESTABLISHING THE 
SECURITY OPERATION CENTER

Although enhancing security is essential for promoting 
DX, Yokogawa had faced the following issues before the 
security monitoring center was set up.

 ● Security monitoring using an intrusion detection system 
(IDS) was outsourced to an IT company. However, 
with IDS monitoring alone it was difficult to identify 
cyberattacks, detect them quickly, and determine the 
scope of their impact. It was also necessary to analyze 
correlations among various logs.

Figure 1 Architecture of Yokogawa’s DX infrastructure

 ● Yokogawa’s IT system is used globally, and each base 
has its own IT department. These bases installed various 
secur ity products at thei r own discret ion, and the 
monitoring system was not unified because IT governance 
had not been established.

 ● As a result, the strength of security differed from region to 
region, and attacks on vulnerable regions threatened the 
global system.

 ● To analyze various logs, it is necessary to develop and 
operate Yokogawa’s own security information and event 
management (SIEM) infrastructure, but there were not 
enough IT staff for this task.

Against this background, Yokogawa decided to set up a 
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security operation center (SOC). However, it needed a solution 
that could collect, process, and analyze logs and events from 
various IT and OT data sources and respond quickly. Since 
the company planned to provide such a service to customers 
in the future, the monitoring solution had to be open and not 
dependent on specific products; it also had to support public 
clouds such as Microsoft Azure and Amazon AWS. Therefore, 
we decided to set up a software as a service (SaaS)-type 
SIEM in the cloud to reduce the man-hours required for its 
development and achieve an early start-up.

DEVELOPMENT HISTORY AND OVERVIEW 
OF SOC

There are two monitoring methods: distributed SOC, 
which performs monitoring in each region, and centralized 
SOC, which performs monitoring from a single place. 
Considering the scale of Yokogawa’s system, we chose the 
centralized method. We built a reference model in Japan 
(Tokyo) and Singapore, and then expanded it to other 
countries. The progress of this project is as follows.

 � January to March 2019
We conducted a proof-of-concept (PoC) of Elasticsearch 
(an open-source search engine for distributed processing 
and multi-tenancy) as a SaaS SIEM at the Tokyo and 
Singapore offices. We collected logs of IDS and Active 
Directory (AD), Dynamic Host Configuration Protocol 
(DHCP), and Domain Name System (DNS) servers. In the 
PoC, we checked SOC requirements such as log collection 
methods, transfer time, detection of unauthorized access, 
analysis methods, and dashboard design. We also examined 
the effectiveness of Elastic Cloud.

 � April to December 2019
We set up the SOC development team in India (Bengaluru) 
and started security monitoring in six major regions (Japan, 
Europe, North America, Singapore, the Middle East, and 
India).

 � January to June 2020
We expanded monitoring to 15 regions (China, Russia, 
South America, Taiwan, the Philippines, Indonesia, etc.). 
We worked with IT departments in each region to improve 
the structure of the Computer Security Incident Response 
Team (CSIRT).

 � July to December 2020
Since the in-house monitoring function was proved to be 
sufficient, we stopped outsourcing and switched monitoring 
to an in-house system. We also started monitoring using 
Microsoft 365-related security functions (Defender ATP, 
MCAS) and a cloud-based web application firewall (WAF). 
In addition, we introduced ServiceNow ITSM, which 
provides various workflows for IT services.

 � From January 2021
We established a 24-hour tripolar monitoring system from 
Japan, Bengaluru, and Romania.

Through this process, the Yokogawa Security Operation 
Center (Y-SOC) currently offers the following functions.

(a)  Collects security logs and events that occur in Yokogawa’s 
IT infrast ructure (PCs, IDS, AD/DHCP/DNS, Mail 
Gateway, Cloud Service).

(b)  Uses Python scripts, Watcher (an alert detection plugin 
for Elasticsearch), and Cyber Threat Intelligence (CTI: a 
collection of cyberattack traces and detection methods) 
to detect suspicious communications and events, and 
automatically issues alerts.

(c)  Works with security personnel in each region to use 
ServiceNow and automate incident response workflows.

Figure 2 shows an overview of Y-SOC. The system 
monitors about 30,000 PCs, 83 IDSs, 111 ADs, and 100 DNSs 
all over the world.

Figure 2 Overview of Y-SOC

Table 1 shows the scale of the Y-SOC system, in terms 
of the number of events, log capacity, storage period, and hot 
nodes.

Every day, 200 to 300 GB of logs and 500 million events 
are collected globally. The analysis target is the data of the 
most recent week. Three months’ data is retained to investigate 
the existence of similar cyberattack techniques and related 
vulnerabilities.
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Table 1 Scale of Y-SOC system

Item Size, rate, period

Data ingestion rate 500-600 million logs/day

Data ingestion size 250-300 GB/day

Frequently accessed data Last 7 days

Infrequently accessed Last 90 days

Uptime SLA 99.95%

Data replication 2 (primary and replication)

Hot retention period 30 days or 40 GB/index 
(whichever is earlier)

Warm retention period 60 days (extendable)
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such as the method of collecting various logs, designing its 
data structure, preparing an efficient search infrastructure, 
developing a program for detecting unauthorized access, and 
designing a dashboard. This section explains the technological 
features at each stage.

Examining the Logs To Be Monitored
The first step is to select logs and event information 

to be monitored and estimate their volume. For example, 
authentication systems are crucial for companies, and thus 
AD logs are essential. IDS and DNS logs are needed to 
monitor the communication of the command and control 
(C&C) server, which is used by hackers to gain unauthorized 
access. It is also necessary to monitor each terminal for 
malware. Therefore, we chose the devices shown in Table 2 to 
monitor their logs and event information.

Designing the SIEM Infrastructure
The next step is to design the cluster configuration and 

node type necessary to process the logs described above, and 
to estimate the disk space. In this case, we adopted the Hot-
Warm architecture, which is widely used to handle logs and 
time-series metrics data. In this architecture, the entire data 
is immutable and can be indexed in time series. Therefore, 
it is possible to manage the lifecycle of the entire index, i.e., 
whether to retain or delete, by having each index hold data 
in a specific period. This architecture also creates a snapshot 
of all the indexes in the cluster every 30 minutes and keeps it 
for 48 hours to ensure high availability for recovery in case of 
failure and accidental deletion. The design items of the SIEM 
infrastructure using Elasticsearch are as follows.

 � Cluster arrangement
 � Node type (master, data, machine learning, etc.)
 � Number of nodes and storage capacity
 � Log storage period

Collecting Logs and Events
Elasticsearch comes with a variety of log collecting agents 

(Beats) for servers and nodes to be monitored; Y-SOC uses the 
following Agents. In SaaS-type services (Cisco WSA, Cloud 
WAF, Microsoft 365, etc.), logs are collected in conjunction 
with application programming interfaces (API) or via cloud 
storages (AWS S3, etc.).

 � Filebeat: Reads files from the system.
 � Winlogbeat: Collects Windows events.
 � Metricbeat: Collects metrics data from servers.
 � Packetbeat:  Monitors network latency, errors, and response 

time.

Defining Common Skimmer Names
In various security products and systems, even if they are 

of the same type (e.g., firewalls) the field names and formats of 
the logs are not the same (e.g., src, client_ip, source_ip, src_ip 
for source address fields). However, since SIEM correlates and 
retrieves various log and event information, it is necessary to 
standardize and normalize all fields.

For Y-SOC, we developed an original index template 
(yokogawa_ecs_template) based on Elastic Common Schema 
(ECS)(2), and defined and indexed each field name according 
to the standard ECS naming rule. This made it possible to 
automatically correlate different data sources.

Dynamic Data Conversion and Enrichment
Before being stored, the collected data need to be 

dynamically converted, integrated, normalized, and enriched 
to make them suitable for analysis. Y-SOC uses Logstash to 
convert the data into a unified data format. Logstash is an 
open-source data collection engine with real-time pipeline 
functions and consists of three stages: input, filter, and output. 
Logstash can use plug-ins with various functions (Figure 3).

Figure 3  Configuration of Logstash

The structure and functions of each plug-in are as 
follows. Y-SOC uses multi-pipeline processing to improve 
performance.

 � The input plug-ins import various events into Logstash.
 ● File: Streams events from File.
 ● Beats: Collects logs from various Beats Agents.
 ● TCP: Reads events through a TCP socket.
 ● JDBC: Converts transactions into Logstash events.
 � Filter plug-ins modify and manipulate events.
 ● Grok: Converts unstructured data into a structured format.
 ● Mutate: Renames, deletes, replaces, or modifies event 
fields.

 ● GEOIP: Searches for IP addresses and adds geographic 
information to the log.

 ● KV: Automatically analyzes messages and breaks them 
down into key-value pairs.

 � The output plug-in sends event data to a specif ic 
destination. Output is the final step of the event pipeline.

Table 2 Targets for collecting log and event information

Category Device

Network
Firewalls/IDS & IPS
Proxy servers
VPN servers

In-house server DNS & DHCP servers, etc.

User authentication Active directory

Client PC Endpoint protection (anti-virus)

Cloud service Web application firewalls (WAF)
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Standardized Dashboard Design
For Y-SOC, we developed three dashboards: the top-

level dashboard, which collectively shows the security status 
of each region, the region-wise alert dashboard, which shows 
the security status of each region, and the detailed dashboard, 
which shows three-level information for each device 
(FIgure 4).

Figure 4 Security dashboard

The top-level dashboard shows how many unauthorized 
access and malware IDSs, ADs, and PCs have been detected in 
each region and whether they have been addressed or not. The 
region-wise alert dashboard shows the time-series behavior of 
IDSs, ADs, DNSs, and PCs. The YSOC dashboard is designed 
in a hierarchical structure with all the data segmented so that 
the cause of an anomaly can be identified by further drilling 
down into the logs of each device.

Drawing up SOC User Rules
Various members with different roles are needed to 

operate the SOC. These include the general manager, SOC 
developers, security analysts, infrastructure operators, 
and persons in charge of security in each region. For the 
authentication of the SOC system and the dashboard, we use 
PingFederate (an SSO product that links the authentication 
to access cloud applications with the authentication to access 
the in-house system). Access rights are granted to each user 
according to their role.

COLLECTING LOGS AND EVENTS AND 
DEVELOPING A DETECTION LOGIC

For cybersecurity defense, it is necessary to detect 
cyberat tacks f rom the preliminary stage of int rusion; 
after intrusion, it is important to prevent the damage from 
spreading. Therefore, we use various types of cyber threat 
intelligence (CTI), which includes cyberat tack t races 
and detection methods. We have set up a system that can 
automatically collate IP addresses, URLs, and domains used 
in unauthorized accesses with the detection logs.

To detect log data of unauthorized access to each 

device, we developed detection rules by referring to materials 
from JPCERT/CC(3) and other organizations (Table 3).

Regarding AD, we monitor events recommended by 
JPCERT/CC(4) and Microsoft Corporation. For example, 
when AD is operated with a privileged right, the audit log is 
compared with the operation history. When a large number 
of successful or unsuccessful logins occur in a short time, the 
system looks at this as suspicious behavior, issues an alert, and 
asks the user to confirm it.

To detect events, we use the machine learning (ML) 
function of Elasticsearch. Analysis applications are mainly 
developed in Python and executed periodically by Jenkins 
for matching analysis with information from the indicator 
of compromise (IOC) of var ious CTI (Figure 5). The 
unsupervised machine learning function can automatically 
set thresholds and anomaly values based on time-series 
modeling. This feature is also used to detect behaviors that 
may lead to incidents. These can be identified from behavioral 
characteristics such as communication destinations, number of 
logins, data uploads, and suspicious DNS queries. The analysis 
results are stored in the Alert Index and notified to the security 
analysts of Y-SOC. These detection programs are continuously 
revised each time a new threat is reported.

Figure 5 Environment for executing Python scripts

Table 3 Examples of programs for detecting 
unauthorized access

PC
•  Detects credential dump executable files such as 

mimikatz.exe and pwddump.exe.
•  Detects the execution of unsupported scripts, 

etc.

IDS •  Detects spyware, viruses, and threat events 
related to vulnerabilities.

•  Scans for suspicious DNS queries and networks.

DNS

•  Detects malicious Tor (anonymizing TCP/IP 
connection paths) and any access to the dark 
web.

•  Detects suspicious domains or hostnames that 
exceed DNS thresholds, and encoded fully 
qualified domain names (FQDN).
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INCIDENT RESPONSE MANAGEMENT BY 
CSIRT

After the SOC issues an alert, it is necessary to promptly 
investigate the situation and take action. Therefore, we 
established an incident response workflow to smoothly work 
with security personnel in each region. The flow is as follows 
(Figure 6).
(1)  The analysis engine automatically detects anomalies and 

determines the significance of each alert based on a threat 
matrix of categories and levels.

(2)  Alert information is collected in the Alert Index, and the 
Y-SOC team is automatically notified (about 50 to 70 alerts 
per day on average).

(3)  Security analysts of the Y-SOC team determine whether 
each alert is a true-positive (actual attack) or a false-
positive (misdetection). This determination follows the 
steps below.

 ● Analyze var ious log sources and cor relate them to 
determine whether true or not.

 ● Examine internal communication traffic.
 ● Analyze external communications and files using various 
CTI (Virus Total, MineMeld, online threat intelligence 
platform, online sand box).

(4)  After identifying the incidents that need to be reported, 
notify contact persons in each region of the incident 
description, on-site investigation method, IoC, and 
mitigation measures.

Figure 6  Incident workflow

To analyze cyberattacks, we use MITRE ATT&CK(5), 
a framework that systematizes cyberattack tactics and 
techniques by attack lifecycle. With this framework, we 
analyze the attack methods and software used and estimate the 
attack group, revise detection methods, and draw up mitigation 
measures. In addition, we use MITRE ATT&CK Navigator 
and other tools to predict cyberattack tactics.

Each incident is ticketed using ServiceNow ITSM, and 
the status of incidents (number of occurrences, number of 
actions taken, number of actions not taken, and response 
time) is managed. In addition, we analyze changes in the 
number of incidents in each region and the Attack Vector 

(routes and methods of unauthorized accesses) on a quarterly 
basis to improve the detection rules and the security of the IT 
infrastructure (Figure 7).

Figure 7 Y-SOC threat landscape

MONITORING THE SECURITY OF CLOUD 
SERVICES

Yokogawa actively uses public cloud services such as 
Amazon AWS and Microsoft Azure for promoting DX in 
internal systems and external services. For external public 
servers, we collect WAF logs and customize WAF policies 
according to the core rule set (CRS) of OWASP, an open 
community for web application security. This prevents 
communication blocking due to over-detection.

In addition, we developed a container application using 
Yokogawa’s Sushi Sensor and the cloud IoT hub as an external 
DX service, and started a cloud-native IoT service. To ensure 
security of the service, we use the Azure Security Center and 
maintain security scores of 75% or higher.

FUTURE DEVELOPMENTS

We are planning to collaborate with ServiceNow SecOps 
in incident management, vulnerability response, and threat 
information (Figure 8).

Figure 8 Collaboration with ServiceNow

Regarding incident management, by integrating SIEM 
with each security product it will be possible to automate 
workf lows such as incident discovery, invest igat ion, 
identif ication of the scope of impact, containment, and 
recovery (SOAR: security orchestration, automation, and 
response).
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For vulnerability assessment, ServiceNow receives 
vulnerability reports from Rapid 7 Insight VM vulnerability 
assessment sof tware and cross-checks them with the 
configuration management database (CMDB) of ServiceNow 
to assign personnel in charge of patch response, manage the 
response status, and confirm the existence of vulnerabilities to 
cyberattacks.

For threat intelligence, we are making the system 
automatically refer to cyber threat intelligence information.

For an IoT cloud service for external use, we are planning 
to link it with Azure Security Center and ServiceNow to 
improve the workflow of incident response and understand the 
security situation. We are also planning to collect logs from 
control devices such as the e-RT3 (PLC).

CONCLUSION

This paper explained that SOC can be eff iciently 
developed and operated by using SIEM and ML and by 
linking with CTI. Yokogawa plans to enhance the integration 
of IT and OT by linking edge servers at customers’ sites and 
cloud services and to expand the system to external OT SOC 
services.

To achieve this, we will strengthen the monitoring 
technology. In addition, we will establish a system to 
share cyber threat information with the Cybersecurity 
& Infrastructure Security Agency (CISA)(7) of the U.S. 
Department of Homeland Security and other governmental 
and professional organizations under the threat and detection 

information exchange convention (STIX/TAXII)(6). We will 
also contribute to expanding knowledge regarding the threat to 
control systems, such as ATT&CK for ICS.
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