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Since it is becoming increasingly difficult for a single vendor to meet diversifying 
user requirements by itself, interoperability among multi-vendor components and control 
systems such as distributed control systems (DCS) and programmable logic controllers (PLC) 
has been improved by adopting open industrial communication protocols. However, these 
protocols, and the information generated, stored, and transferred, are not fully compatible 
with each other. Accordingly, the open platform communications unified architecture 
(OPC UA) and related international standards are attracting attention from many vendors 
and users as a key to high interoperability. This paper introduces how OPC UA improves 
interoperability among plant components and systems and describes Yokogawa’s prospect.

INTRODUCTION

By using open industrial communication protocols such 
as Vnet/IP, PROFINET, or EtherNet/IP, recent control 

systems such as distributed control systems (DCS) and 
programmable logic controllers (PLC) have enhanced the 
interoperability of components and systems from different 
vendors. However, since the compatibility among industrial 
communication protocols is not sufficient, the control data, 
device information, and engineering data handled by each 

component are generated, stored, and transferred in formats 
with low compatibility among systems that use different 
protocols. Under these circumstances, Yokogawa is enhancing 
plant automation in response to the recent trend toward Smart 
Manufacturing and is working hard to efficiently connect 
multiple domains. This paper discusses how to improve the 
interoperability of components and systems in a plant and then 
introduces Yokogawa’s vision for standardization.

INDUSTRIAL INTEROPERABILITY

Issues in the Interoperability of Systems and Components
As shown in Figure 1, devices and systems in a plant 

belong to one of the domains of the functional hierarchy 
model(1) according to their roles. This model is defined in 
IEC 62264, an international standard developed by the 
International Electrotechnical Commission (IEC). Each 
domain contains components and systems that satisfy the 
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requirements and constraints specific to that domain. These 
components and systems interoperate (horizontal integration) 
to fulfill the role of the domain. Meanwhile, plant operation 
systems are composed of each domain to be integrated, 
so interoperability across domains (vertical integration) is 
required. Currently, such vertical and horizontal integration is 
achieved by technologies within domains or at the boundaries 
between domains. To achieve the interoperation of the entire 
functional hierarchy model, a common understanding of 
domain-specific knowledge for components and systems is 
required.

Thus, for components and systems to use each other’s 
data efficiently, they need to establish physical connections and 
share knowledge that enables communication (semantics and 
structure of data). To achieve this, engineers have understood 
the semantics and structure of the data disclosed by the system 
and the relationships among the data based on the product 
documentation, and then incorporated this knowledge into the 
system through programming and engineering tasks. Such 
work relies heavily on human labor and hinders the use of data 
in terms of efficiency, quality, and scalability.

Figure 1 Overview of the functional hierarchy model

OPC UA for industrial interoperability
Major operational technology (OT) vendors and many 

information technology (IT) vendors and users focus on 
the open platform communications unif ied architecture 
(OPC UA) as a technology for interoperation. OPC UA is a 
communication framework for interoperability, and provides 
industrial-level interoperability that satisfies safety, reliability, 
and robustness, which are essential for industrial systems. IEC 
62541 has been published as its international standard.

Industrial-level interoperability is achieved by three 
technical concepts. The first is physical connectivity. OPC 
UA offers a unified service model for applications. With this 
model, applications can select the optimal connection for the 
domain. This brings the advantage of separating the lifecycle 
of the application and its communication technology, thus 
maintaining the value of the application for a long time.

The second is logical connectivity (data modeling). 

As shown in Figure 2, OPC UA defines the meta-model(2) 
(description rule of information models), which systematizes 
the domain knowledge. In this model, a modeling target is 
handled as an object, and its data variables, methods, events, 
and other elements are also defined. Therefore, the meta-model 
can describe not only the data structure of the object but also 
its actions and events. Since it is possible to define references 
among objects, the meta-model can define relations among 
objects. In accordance with this meta-model, experts in each 
domain describe domain knowledge as an information model. 
To describe the information model in a document, an OPC 
UA-dedicated notation is used. To implement the information 
model in an application, XML-Schema is used. Security, the 
third technology concept, has little relevance to the subject of 
this paper and so is omitted.

Figure 2 OPC UA meta-model

As an example of the second technical concept, Figure 3 
shows OPC 30081 (OPC UA for Process Automation Devices 
- PA-DIM)(3). PA-DIM describes the configuration of process 
automation (PA) devices as an information model in a 
fieldbus-independent format. In general, a device has multiple 
aspects such as configuration, operation, and diagnosis. PA-
DIM defines these aspects as independent interfaces (abstract 
objects). Data variables and methods are specified for each 
interface. PA-DIM is designed so that data variables can be 
associated with the semantic meaning of data elements defined 
in external dictionaries (e.g., Common Data Dictionary), 
enhancing the interoperability of information, including the 
meaning of information(4).

Figure 3 Example of an information model (PA-DIM) 
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In this way, core technologies are being standardized to 
achieve industrial interoperability. In addition, domain experts 
and standard development organizations (SDO) are working 
together to standardize information models that can be used 
in each domain. This information model makes it possible 
to exchange information not only in a single domain but also 
among multiple domains.

The following sections describe vertical integration 
and horizontal integration using OPC UA: FDT IIoT server 
(FITS) by the Field Device Tool (FDT) Group and OPC 
UA Field eXchange (OPC UA FX) by the OPC Field Level 
Communications Initiative. FITS combines the existing FDT 
technology and OPC UA while OPC UA FX has extended the 
OPC UA core specifications to increase the interoperability. 
Both technologies show the high usefulness of OPC UA.

FITS

FDT Technology
FDT technology came to be used around the year 2000 for 

asset management with parameters and diagnostic functions 
of field devices. FDT is a standard software interface to 
integrate field device applications. This technology integrates 
not only field devices such as sensors and actuators but also 
communication adapters and network gateway devices that 
constitute network topologies, regardless of their vendors 
and communication protocols. FDT technology has been 
established as the IEC62453 international standard.

To  supp or t  t he  f u nc t ion s  of  f ie ld  dev ice s  a nd 
communication devices, device vendors provide the FDT 
device type manager (FDT/DTM), which is an FDT-
standardized software component that runs on PCs. The FDT 
frame application is a host system that integrates DTMs and 
is used in the engineering, commissioning, and maintenance 
tools for devices.

Yokogawa has been developing products with FDT 
technology. FieldMate Versatile Device Management Wizard 
is standalone field device configuration software released in 
2006. FieldMate supports many communication protocols, 
including HART, FOUNDATION Fieldbus, ISA100.11a, 
and Modbus as standard. FieldMate can also handle devices 
with other communication protocols when the relevant 
communication DTMs are available.

Yokogawa’s PRM field device management package also 
incorporates the functions of the FDT frame application. Just 
like FieldMate, it can be used for many devices.

Extending the Scope of the FDT Standard
The FDT standard focuses on the interface between field 

devices and the application layer of their host system. As 
shown in (1) of Figure 4, the standard covers levels 1 and 2 of 
the functional hierarchy model of production systems defined 
in IEC 62264.

As the Internet of Things (IoT) started expanding around 
2010, a system was needed to provide critical data of field 
devices not only to control systems and asset management 
systems at level 2 but also to manufacturing execution systems 

and the enterprise level. For this purpose, vertical integration 
is required to transmit data beyond the firewall in a secure 
manner from the plant floor to higher-level systems. The need 
for remote access from outside of the plant to field devices is 
also growing.

Figure 4 Extended scope of the FDT standard

The FDT Group, which develops and manages FDT 
technologies, has extended the scope of FDT standards as 
shown in (2) of Figure 4 for the Industrial Internet of Things 
(IIoT). Specifically, the device integration information model 
was defined and added to the existing FDT frame application, 
which enables data to be exchanged with higher-level systems 
via the OPC UA service. The extended specification, called 
FDT3.0, was published with related tools in June 2020. Since 
FDT3.0 is a platform-independent technology, it is no longer 
tied to the Windows platform. HTML5/JavaScript for the user 
interface enables FDT3.0 to run on various browsers.

The FDT Group also published FITS components, 
which are based on a host system implementing the FDT3.0 
specifications. FITS comes with an OPC UA server to access 
device data in DTM, turn them into a device information 
model, and disclose the information. Although device data 
were conventionally used only by the FDT host system, the 
addition of the OPC UA server made it possible to disclose 
such data to OPC UA clients and use them at the enterprise 
level. FITS also has a web server, which allows the user 
interface for the FDT host system and DTMs to be operated on 
a browser of a client machine.

The addition of the OPC UA and web servers helps 
achieve vertical integration across domains and extend the 
usage of FDT technology. Furthermore, the introduction of 
.NET standard object frees the system from dependency on 
the Windows platform. For example, a Linux edge device with 
FITS can be used for continuous monitoring of a small number 
of field devices. In addition, “FDT as a Service” is possible 
(Figure 5). FITS on the cloud can shift asset management 
from on-premises to off-premises.
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Figure 5 FDT IIoT server running on the cloud

There is already a large installed base of host systems that 
use FDT technology and field devices that support DTM. With 
new value added by FDT3.0, FITS leverages and enhances 
these assets to meet the requirements for achieving Smart 
Manufacturing.

FITS provides solutions not only to new plants but also to 
existing plants so that they can become more intelligent.

Potential of FDT
FDT specif ications def ine the FDT-specif ic device 

information model contained in DTM. The FDT Group and 
the OPC Foundation are jointly standardizing how to map 
this information to the device information model of OPC UA. 
This international standardization is being carried out as IEC 
62453-71 and promises the interoperability of the information.

Vendors are leveraging FITS to develop a variety of 
solutions including enterprise-level asset management and 
advanced field device diagnostics using AI. By using FITS as 
a platform, various applications are expected to be developed 
for Smart Manufacturing.

OPC UA FX

Background of OPC UA FX
Since OPC UA provides high compatibility with IT, 

it has been mainly used in the human machine interface 
(HMI) level and above. However, to achieve interoperability 
among devices from various vendors in any level and allow 
these devices to access their information seamlessly, OPC 
UA should be applied to lower levels, in particular to the 
communication among controllers and field devices at levels 1 
and 2 (Figure 6).

Figure 6 Communication at levels 1 and 2

This requires various challenges to be overcome, such as 
those related to the performance and reliability of existing IT-
based networks or to interoperability for information exchange 
among various applications in the field and its engineering 
procedure. OPC UA FX aims to overcome these challenges 
by extending the core specifications of OPC UA. This section 
shows what OPC UA FX is going to overcome, and how it will 
do so.

Improving the Performance and Quality of Communication
OPC UA cannot provide the necessary quality of service 

(QoS) to critical applications where transmission delay and 
packet loss is unacceptable. The OPC UA FX solves this 
challenge.

OPC UA supports the client/server communication 
model, which is based on the transmission control protocol/
internet protocol (TCP/IP), which has high reliability but 
large transmission delay and overhead, as well as the publish 
subscribe (PubSub) communication model, which is based on 
the user datagram protocol/internet protocol (UDP/IP), which 
is less reliable but has small transmission delay and overhead. 
The PubSub model was developed for machine-to-machine 
communication, where data must be sent to a large number 
of destinations with low latency, and for device-to-cloud 
communication in the IIoT. However, this model can provide 
only best-effort communication when IT-based networks such 
as Ethernet or Wi-Fi are used for lower networks.

OPC UA FX improves the performance and quality of 
communication by combining OPC UA with network technologies 
applicable also to OT, such as the priority-based QoS function 
in Ethernet, time-sensitive networking (TSN), and 5G. OPC UA 
FX realizes semi-automated QoS settings and operations of such 
systems by automatically comparing the actual capabilities of 
devices and the QoS requirements of each application. As shown 
in Figure 7, an application QoS set in the application layer is 
converted and mapped to the optimal QoS in each of the lower 
layers. This enables OPC UA applications at the field level to 
satisfy the requirements of low-latency, deterministic, and reliable 
communication service and operate with appropriate performance.
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Figure 7  QoS mappings onto QoS of different layers 

Furthermore, TSN or other networks such as 5G that 
provide TSN-compatible QoS features, will enable various 
communication traffic to coexist on the same flat network, with 
a certain level of performance and quality guaranteed. This 
means that IT traffic (such as video and web browsing) and OT 
traffic (such as OPC UA) can coexist on the same network (IT-
OT convergence). Moreover, the specifications of OPC UA FX 
concerning networks and settings are planned to comply with  
IEC/IEEE 60802 standard, which is developing a TSN profile 
for Industrial Automation (IA). This profile will select the 
common features, default settings, and procedures such as the 
configuration of TSN for various industrial Ethernet protocols. 
As shown in Figure 8, OPC UA FX and other industrial 
Ethernet protocols will be able to coexist on the same network 
(OT-OT convergence), which will greatly enhance the 
interoperability among components and systems from different 
vendors at levels 1 and 2 (horizontal integration).

Figure 8 OT-OT convergence over a network

Achieving Interoperability Among Different Information 
Models

OPC UA FX overcomes the second challenge of OPC UA: 
high interoperability among components in the field where 
various devices and applications exist. Major barriers to such 
interoperability are the differences among industries such as 
factory automation (FA) and process automation (PA), among 
information models supported by applications, or among 
device/application vendors. In particular, when the meaning 
or expression of each piece of information is different in each 
information model, or when the disclosure level of information 
and ways of accessing it are different due to policy differences 
among vendors, it is difficult to ensure interoperability among 
such components. Although compliance with OPC UA ensures 

the minimum interoperability, engineers need to investigate 
which connectivity mechanisms the components support, 
which information can be exchanged among the components 
and what meaning it has, and then configure them manually.

To handle various applications, OPC UA can enhance 
the interoperability of information including its meaning 
by developing an information model specific to particular 
applications and domains as a companion specification and by 
using it among applications of the same kind. However, when 
the companion specifications are different, compatibility is not 
necessarily guaranteed, and therefore the scope of interoperability 
is also basically limited within each specification.

To overcome this challenge, OPC UA FX provides (1) 
the automation component (AC) information model that can 
be commonly used in different industries such as FA, PA, 
and Motion, (2) the logical connection function that connects 
functional entities in the AC information models, and (3) 
an engineering method for the logical connection function 
based on both offline and online scenarios. In addition, the 
OPC UA FX will provide instrumentation device models 
that define information sets and functions required for basic 
instrumentation devices (the instrumentation model for PA 
will be based on PA-DIM), but the details are omitted here.

The AC information model is composed of an asset information 
model and a functional information model. Although each asset or 
functional entity information model can be created from scratch by 
following the OPC UA FX specifications, it can also be created as 
an independent information model that works like an interface 
to existing information models such as vendor-specif ic 
information models or companion specifications information 
models. The logical connection function provides a common 
way of connecting the information held by different functional 
entities. With these extended specifications, OPC UA FX-
compliant components can exchange information through the 
OPC UA FX AC information models as shown in Figure 9, 
even if they are based on different information models.

Figure 9 Example of logical connection between 
information models 

While the AC information model and the logical 
connection function are the extension of OPC UA functions, 
the of f l ine/on l ine engineer ing is  the extension and 
standardization of the process. Even if the data managed by 
different information models can be exchanged through the 
logical connection, the data disclosed by each AC and QoS 
supported may be different. To exchange the information 
off line, OPC UA FX def ines Descriptors (information 
packaging files) that have a common format. By importing 
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the Descriptors for logically connected ACs, the logical 
connection design tool can understand the information held 
by each AC and supported QoS capabilities and can configure 
the logical connection among the AC information models. As 
shown in Figure 10, the connection manager (CM) establishes 
logical connections while the information needed by CM is 
transferred and collected offline via Descriptors. As a result, 
high-level interoperation (horizontal integration) can be 
achieved among devices from multiple vendors in terms of 
engineering of logical connections and offline exchange of 
necessary information.

Figure 10 Interoperability in engineering

CONCLUSION

This paper introduced the trend of FITS and OPC UA FX 
as standard technologies related to OPC UA. Conventionally, a 
plant operation system is built by stacking various specialized 
elements. The system is expected to be integrated vertically 
and horizontally by industrial-level interoperability standards 
including OPC UA. As a result, the functional hierarchy 
will become f lat and diverse components and systems will 
cooperate with each other regardless of the kind of vendors 
and applications. Yokogawa focuses on the interoperability in 
the cooperative domain, which was discussed in this paper, 
and is actively participating in standardization of FITS, OPC 
UA FX, and IEC/IEEE 60802. Although such standardization 
activities in PA tend to be slower than in other industries, by 
using its deep knowledge in the PA field and incorporating 
PA-specific requirements into the standards at an early stage, 
Yokogawa will contribute to achieving the true interoperability 
required by users in the IA field.
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