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In the manufacturing industry, customers’ needs in operations are shifting from a 
simple OT approach to the integration of IT and OT, which is expected to be achieved by 
digital transformation. In line with this trend, customers’ expectations for OT suppliers have 
been changing significantly. As the distinction between IT and OT disappears, OT service 
providers require more flexible functionality. Yokogawa envisages a one-stop service for 
the manufacturing industry and is working toward its full operation by 2030. This paper 
describes its vision, background, and roadmap.

INTRODUCTION

In recent years, the number of tasks requiring human 
i n t e r vent ion  ha s  been  r apid ly  dec rea s i ng  i n  t he 

manufacturing industry. Remote connectivity is changing its 
role from a mere tool to the core technology of a contactless 
society. In particular, unmanned operations are accelerating 
in areas that are difficult for humans to access. In the field of 
plant maintenance, robots and drones are being used in place 
of humans. Artificial intelligence (AI) has greatly expanded 
the capabilities of the technologies for unmanned operations, 
which have already reached the stage of practical application. 
Although this area has been covered mainly by IT companies, 
customers are increasingly demanding new technologies that 
accelerate unmanned operations in the OT domain, where 
operations depend heavily on site-specific know-how. This is 
an opportunity for OT suppliers, including Yokogawa, to enter 
the market.

Yokogawa’s service business has grown by providing 
services such as maintenance and upgrades of Yokogawa 
products (especially its main production control systems) 
in the oil, gas, chemical, electricity, iron and steel, pulp and 
paper, pharmaceutical, and food industries. However, as the 
IT and OT domains are overlapping, products and services are 
increasingly required to have more flexible functionality.

Thus, Yokogawa’s lifecycle services actively use IT 
technologies such as remote connectivity and AI technologies 
to analyze situations. It has become important to analyze 
digitized information and provide IT/OT convergence services, 
especially in the field of predictive maintenance.

YOKOGAWA’S APPROACH TO REMOTE 
SOLUTIONS

In plant maintenance, breakdown maintenance (BM) and 
time-based maintenance (TBM) were the mainstream in the 
1980s. Since the early 1990s, condition-based maintenance 
(CBM) has been increasingly used and customers have chosen 
the most appropriate method among them to reduce costs. At 
the same time, the need for remote solutions has increased. 
Yokogawa started such services mainly in Japan, using ISDN 
lines and other means to remotely identify the cause of failure 
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and shorten the time required to resolve the problem. At 
that time, it was necessary to analyze memory dumps, not 
text logs, to identify failure factors, which required highly 
specialized skills. Remote connection technology also focused 
only on the failure of hardware such as in-house CPUs and 
memories.

In the 2000s, general-purpose workstations and servers 
became widely used. As a result, there was a growing need 
to identify the cause of failure not only for a single piece of 
hardware but also for the entire system, including event logs 
of software. Since the cost of communication infrastructure 
fell during the same period, Yokogawa revamped its service 
infrastructure and developed VPSRemote, a remote service 
solution that connects customers’ systems to Yokogawa’s call 
center (Global Response Center), and then started to offer a 
new service. Remote desktop technology enabled Yokogawa 
to share screens with customers and help them solve problems 
quickly.

In early 2010, the need to strengthen cybersecurity in 
plants increased especially outside Japan. Yokogawa improved 
its remote connection service in order to apply the regular 
releases of software updates and antivirus definition updates 
without delay.

FORTHCOMING CHANGES IN PLANTS

The situation surrounding customers is likely to change 
dramatically over the next 15 years. According to Yokogawa’s 
projections, the following three changes are expected to occur.

Expansion of Remote Operation and Remote Maintenance
In a typical manufacturing plant, about 70% of workers 

are involved in operation and maintenance. However, as 
workstyles diversify and new values such as work-life balance 
become more prevalent, 50% are expected to choose to 
work remotely, and society is likely to support this move. As 
the number of on-site workers decreases, there is a need to 
establish a system that supports the plant from the head office 
or other remote location. Accordingly, remote operation and 
remote maintenance will be greatly accelerated.

Increase in the Number of Monitoring Targets
According to estimates, less than 5% of all plant asset 

information is digitized. To meet the growing need for data 
analysis for plant operation and to promote labor-saving or 
automated operation, it is necessary to increase the number 
of sensors in the plant and convert the asset information into 
reusable data. When IoT devices and other equipment are 
introduced, more than 40% of all plant asset information is 
expected to be digitized. This will greatly increase the workload 
on the operators of distributed control systems (DCS).

However, manpower cannot be easily increased because 
rising labor costs will undermine global competitiveness. 
As a result, the number of I/Os monitored and controlled by 
each operator is expected to soar nearly seven-fold: from the 
current 3,000 to more than 20,000. This means that operators 
will need to improve their skills.

Shorter Cycle to Introduce New Technologies
AI technology will be widely used in various areas, 

and disruptive creation and innovation will occur through 
digitalization in all operations. As a result, technologies will 
become obsolete quickly, with the duration of technological 
superiority expected to halve from about 7 years to 3.5 years. 
Frequent system updates are also required, including updates 
of software installed in general-purpose technologies, and 
new technologies must continue to be introduced. It is also 
necessary to check compatibility among systems and quickly 
respond to new security risks.

FUNCTIONS REQUIRED FOR A ONE-
STOPSERVICE PROVIDER

In many conventional plants, the control network is 
physically separated from the information network, or data 
exchange is restricted by firewalls or other blocking measures. 
Considering likely changes at plants, the exchange of data 
between the two networks will become essential and will be 
performed actively, and so the needs and applications shown 
in Figure 1 are expected to increase.

Figure 1 Needs and applications expected to increase

To meet the increasing complexity of funct ional 
requirements and systems, a provider needs to offer such 
services through a single window, i.e., it must become a one-
stop service provider. Such a provider can help a customer 
maximize plant uptime, raise the efficiency of maintenance 
operations, and improve quality. In a society where users and 
vendors need to share and maximize the use of all resources, 
manufacturing service providers are also required to serve as 
a collaborator.

Remote Support of On-site Work
Manpower reductions or unmanned plant operations 

are not achieved instantly but gradually. To enhance this 
process, a system is needed that allows a small number of 
workers to handle on-site work, from the viewpoint of people, 
processes, and technology. This means that it is necessary to 
raise the skills of workers and make operations more efficient. 
Meanwhile, some operations are still based on tacit human 

Identify the current status and develop measures through 
risk assessment

Remote management for 
control systems

Maximize uptime through monitoring

Enhancing security for connected plants

Maximize performance with fewest field workers

Remote support of on-site work
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knowledge, and much information has not been digitized. 
To make the best use of limited resources, operations must 
be supported, information shared, and tasks managed from 
remote locations. Therefore, a safe and secure environment for 
interactive collaboration is needed.

Digitization of On-site Work
Even if on-site work becomes more efficient, the current 

staff alone cannot sustain it; workforce turnover is inevitable. 
However, since the number of workers is already limited, they 
struggle to allocate enough time to training inexperienced 
personnel. In this case, digital devices are useful to supplement 
the skills and abilities of new workers.

Yokogawa uses tablet terminals to digitize and share 
field work data in real time. This has enabled the digitization 
of knowledge gained from experience over a long period 
(Figure 2).

Figure 2 Maintenance work with a tablet

Various inputs, such as handwriting, texts, videos, photos, 
and voices and sounds, can be easily recorded to the same data 
file. This approach reduces the burden of input work on site 
and goes beyond the mere digitization of paper information. 
Digitization is the first step in converting tacit knowledge into 
tangible knowledge. Such data are extremely useful when 
human work is replaced by robots and drones. Predictive 
maintenance is also possible by accumulating and analyzing 
data associated with equipment control ledgers.

Remote Management for Control Systems
According to Yokogawa’s survey, more than 50% 

of customers’ control systems are composed of multiple 
versions from multiple vendors. As a result, it is hard to make 
system maintenance more efficient. Although the situation is 
similar with IT systems, operation and maintenance can be 
performed to some extent by using common technologies such 
as computers and networks. On the other hand, OT systems 
depend heavily on dedicated hardware, so specialized staff are 
needed for the maintenance work. However, it is extremely 
difficult for the limited human resources in a plant to cover and 
manage the health, usage, software updates, and other aspects 

of a system. Therefore, optimizing the use of human resources 
through remote management and other means is crucial to 
maintain the health of the entire plant.

Managed services
Typically, there are large amounts of equipment in a plant 

such as network devices, transmitters, sensors, workstations, 
and servers, and their data are managed in separate systems. 
Not only technologies but also processes and personnel 
deployment for managing the data are not standardized. 
DCSs are often managed by the instrumentation department 
while network equipment is run by the IT department. This 
silo approach restricts optimization and does not provide an 
optimal solution.

To solve this serious issue, Yokogawa has launched an 
integrated operation management service, in which data are 
collectively managed, and operators can monitor systems, 
plant data, and security through a dashboard on a unified 
platform (Figure 3). Plant maintenance services are performed 
in a secure remote management environment on behalf of the 
customer. Another service is available for IT departments; it 
periodically applies software updates to IT equipment in order 
to maintain the security level, monitors network logs, and 
protects the plant from external threats.

Figure 3 Concept of the managed service

Through th is ser v ice, Yokogawa per for ms plant 
maintenance work and IT operation as a one-stop service 
provider on behalf of the plant owner.

Customers can concentrate their resources on production 
activities, greatly reducing the burden of on-site work. This 
also enables them to maintain a balance of investment among 
people, processes, and technology.

Enhancing Security in Connected Plants
The convergence of OT and IT and the use of IoT 

technology may create new security risks. According to 
Yokogawa’s survey, only half of customers answered they 
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were ready to deal with such risks; the other half answered 
that they were not prepared at all or only partially. There are 
three main reasons for this delay.

 • Management tends to underestimate the threat of security 
risks and be reluctant to make the necessary investments in 
IT.

 • Some systems may fall into the IT or OT domain, and the 
scope of responsibility for them is not clearly defined.

 • Nobody in the company knows where problems lie and how 
serious they are.

Such companies should ask an external organization to 
assess the potential security risk and properly understand the 
current situation, and then start high-priority and cost-effective 
countermeasures immediately. Otherwise, cybersecurity 
incidents due to vulnerabilities may occur at any time.

Cybersecurity program
Yokogawa provides comprehensive cybersecur ity 

measures in the form of modules (Figure 4).

Figure 4 Security program

 � Awareness & Training:
Holds workshops and training sessions using check sheets 
and other tools to help employees understand the security 
risks in their plant.

 � Risk Assessment:
Performs vulnerability and risk assessments to identify 
the level of risk to the control system and determines the 
current security level.

 � Policies & Procedures:
Draws up security policies and procedures to establish a 
strategic plan for security measures.

 � Business Cases:
Differentiates risks requiring immediate action from 
acceptable ones and draws up a roadmap for security 
measures based on the investment plan.

 � Design & Implementation:
Establishes security measures based on the developed 
policies and business cases.

 � Managed Services:
Implements the security measures.

When the cycle of these security program modules 
is  repeated ,  i t  i s  possible to dev ise and implement 
counter measu res against  increasingly sophist icated 
cyberattacks and security risks in a plant over its lifecycle.

LIFECYCLE SERVICES TO BE ACHIEVED BY 
2030

Services for the manufacturing industry include remote 
support of on-site operations, remote management for control 
systems, and security management for connected plants. 
To enhance these lifecycle services, Yokogawa needs to 
strengthen its organization as a service provider. Figure 5 
shows the lifecycle services that Yokogawa aims to achieve by 
2030 and the organizational structure to provide them.

Figure 5 Yokogawa’s lifecycle services to be achieved by 2030 and their organizational structure

Yokogawa command 
center

Achieving comprehensive monitoring services using 
remote technology Providing managed services 
through the global security operation center (SOC) 
and the network operation center (NOC)

Robots and engineers work efficiently under the 
direction of the Yokogawa command center
Integrating closely with customers’ business 
processes by providing maintenance work and 
preventive maintenance on behalf of customers

Plant data analysisCloud management 
service by SOC and NOC

Data analysis engine offers 
risk-based maintenance and 

visualizes predicted service life

Real-time communication between the 
Yokogawa command center and engineers
Seamless access to plant data (processes, 
documents, logs, etc.)

Extensive remote support by expert 
engineers around the world

Single platform for facilitating 
collaboration with vendors

Monitoring comprehensive 
asset performance 
including cybersecurity 
measures

Engineers carrying digital 
devices can access all data 

from anywhere

Maximizing business 
performance by 

modernizing information 
managementManaged services encompassing 

Yokogawa products and all other 
assets in the plant

Secondary support

Tertiary support

Remote monitoring and 
maintenance services through 

collaboration of human 
workers, drones, and robots

Primary 
support

Enhanced user 
experience

Vendor service 
collaboration

Comprehensively ensuring safety and security of 
plant facilities through collaboration and enhanced 
cooperation with partners

A single point of contact on an integrated 
platform improves user experience
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 � On-site service with extensive knowledge (primary 
support)
Yokogawa will provide managed services encompassing 
Yokogawa products and all other assets in the plant.

 � Yokogawa command center supporting on-site operations 
(secondary support)
The command center will remotely suppor t on-site 
operations by issuing various instructions.

 � Highly specialized plant data analysis (tertiary support)
Analyzes information to better monitor on-site conditions 
and promptly issues maintenance instructions.

 � Collaboration with other service providers
The systems and equipment on site are not solely comprised 
of Yokogawa products but include those from a variety of 
vendors. Yokogawa will collaborate with service providers 
for these products.

 � Cloud management SOC/NOC
With the growing use of software as a service (SaaS), cloud 
computing is becoming prevalent. Managing and operating 
the cloud infrastructure will become more important.

 � Improvement of user experience
Enhances customer satisfaction by providing services 
through a single point of contact.

Figure 6 shows the roadmap to achieve this service 
business by 2030. In 2021, Yokogawa released its managed 
service, the OpreX Managed Service. We plan to establish the 
Yokogawa command center to deliver the next generation of 
customer service. By 2030, we will transform ourselves into a 
provider of services beyond conventional maintenance.

CONCLUSION

Under the title of “Transformation and Expectations for 
OT Service,” we have introduced Yokogawa’s initiatives in 
terms of technology, processes, and people, describing the 
details of remote solutions and roles of a one-stop service 
provider (managed service provider). The demands in this field 
are expected to continue growing and changing rapidly.

* OpreX is a registered trademark of Yokogawa Electric Corporation.
* All other company names, organization names, product names, and 

logos that appear in this paper are either registered trademarks or 
trademarks of their respective holders.

Figure 6 Roadmap to achieve the service business by 2030

Next-generation customer service

2025

• Set up a single point of contact for promptly handling customer 
inquiries and requests

• Provide cloud management services that free customers from 
cumbersome tasks and help them focus on their core business

• Achieve seamless access to plant data and real-time 
communication

2030

• Establish an outsourcing service for maintenance management by
 integrating people, processes, and technology through 

collaboration among customers, Yokogawa, 
and suppliers

• The data analysis engine maximizes business performance and 
provides various insights

• Expand the service regardless of which vendors are involved 
and provide support for the entire supply chain 

across industries

Yokogawa command center

Managed Services

Beyond ordinary maintenance 
to an innovative 
service

Challenges
• Targeting the OT domain, especially DCS
• Shifting the mindset from product-oriented to 

solution-oriented
• Handling non-Yokogawa products

2021

• Provide comprehensive managed services for 
all products in a plant, including Yokogawa 
products

• Strengthen cybersecurity, which is a key 
factor to establish infrastructure for
 remote operation

• Monitor the performance of 
plant  control equipment
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