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Yokogawa released the OpreX Managed Service in 2020 to enhance customers’ value 
chain. This service solution program combines customers’ people, processes, and technology 
to help solve their problems. The Managed Service Suite is the digitalization platform of the 
OpreX Managed Service.

Operational technology (OT) today has become increasingly complex, and siloed and 
legacy systems tend to bring various problems across a wide range of assets. Therefore, an 
operation support platform must have a scalable, flexible, and highly secure architecture to 
improve the efficiency of maintenance work and avoid operation risks. This paper outlines 
the major features of the Managed Service Suite and how it fulfils these requirements.

INTRODUCTION

In recent years, various innovative activities have been 
carried out in the manufacturing industry to improve 

productivity and quality and ensure safe and stable operations. 
As a result, the operational technology (OT) domain of 
plants has become increasingly sophisticated with a wide 
variety of machinery, equipment, systems, computers, and 
sensors. However, this sophistication has resulted in siloed 
applications and the coexistence of multiple legacy systems, 
making it difficult for companies to manage information and 
data and perform appropriate operation and maintenance in 
an integrated manner. A major issue concerning operation 
and maintenance is the difficulty in securing maintenance 
personnel; the number of people who can properly operate and 
maintain aging applications and systems is falling, and those 

who can maintain highly specialized applications and systems 
are hard to find. In addition, the information and management 
processes necessary for maintenance and operation differ 
for each application and system, and there is a need for 
visualization and standardization to increase the efficiency 
of maintenance activities(1)(2). To overcome these challenges 
in maintenance activities in the OT domain, Yokogawa has 
developed the Managed Service Suite, an execution support 
platform that consolidates maintenance information across 
a plant and enables consistent operation and maintenance 
beyond the differences in departments and locations. The 
Managed Service Suite is an ever-growing platform with 
a f lexible, scalable, and highly secure architecture, and is 
already available as part of Yokogawa’s OpreX Managed 
Service solution.

This paper introduces the main structure, functions, 
and requirements of the Managed Service Suite and explains 
how it contributes to customers’ operation and maintenance 
activities.
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DEVELOPMENT CONCEPT

The operation and maintenance of plant OT is becoming 
increasingly complex and can no longer be handled only by 
the maintenance staff of the asset owner; it is necessary to 
secure expert engineers with extensive knowledge of each 
asset and application and have them work together. However, 
such expert engineers usually work away from the plant and 
access to OT assets from remote locations is strictly restricted 
for the sake of internal control and cybersecurity. Therefore, 
the operation and maintenance of OT assets depends heavily 
on the skills of local service engineers.

Meanwhile, Yokogawa has had many opportunities to 
build maintenance and operation support systems and provide 
service solutions for large-scale plants. However, there was 
a technical challenge to be overcome. In large plants, an 
information platform is needed to consolidate information, 
control access and comprehensively maintain a wide range 
of objects in the OT domain. Since there are no commercial 
packages that satisfy these requirements, multiple IT operation 
management products are usually customized and used. 
However, this approach has problems in terms of scalability, 
cost, and speed of response. Therefore, we adopted the “single 
pane of glass” approach and the OSS-oriented modular design 
and developed a new service support platform for maintenance 
in the OT domain.
(1)  Single pane of glass

The “single pane of glass” refers to a collection of various 
elements in one place. We developed a consistent platform 
user interface (UI) for any user roles and usage scenarios, 
enabling users to view necessary information related to 
assets and applications at a glance.
Data on the operational status are collected on a single 
digital platform, and then analyzed and monitored at all 
times. This makes it possible to grasp, in a centralized 

manner, the status of the various assets and applications 
in the OT domain and take necessary actions for them. 
These assets and applications include computers, PLCs/
DCSs, networks, DCS applications, safety applications, 
and security applications. This information is also 
linked to the ticketing system described below and is 
automatically notified or shared with various organizations 
and people in charge. Furthermore, comprehensive and 
efficient maintenance activities can be achieved when 
the information is integrated with maintenance workflow 
control such as remote operation and contents distribution.

(2) OSS-oriented modular design
Existing open-source software (OSS) solutions are fully 
used to build the main software programs comprising 
the Managed Service Suite. This principle ensures that 
the OpreX Managed Service and its execution support 
platform, the Managed Service Suite, provide lifecycle 
support while expanding the coverage and solutions in the 
OT domain in plants. With the help of the community of 
developers and users, OSS has improved its quality and 
value, and there are many advanced software products 
for inter-system integration and plug-ins. By using OSS, 
flexible, reliable, and excellent solutions can be developed 
more quickly than by customizing commercial software or 
creating it in-house.

ARCHITECTURE

Overall Structure
The execution support platform for the OpreX Managed 

Service consists of the Managed Service Suite, a ticketing 
system, and the network operation center. The Managed 
Service Suite is made up of a center component and site 
components (Figure 1).

The Managed Service Suite visualizes information and 
notifies it to the service operation support team if necessary. 

Figure 1 Deployment pattern of the Managed Service Suite
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The ticketing system also receives the notif ication, and 
the team keeps updating the ticket, escalates it to expert 
engineers, and manages the progress. The network operation 
center monitors the operation of the Managed Service Suite, 
performs planned and emergency maintenance, and manages 
contents to be delivered.

Site Component
To collect information from OT assets and applications, 

the site component of the Managed Service Suite is placed 
in the network layer of the open systems interconnection 
(OSI) reference model, which is close to the OT assets and 
applications.

Managed by persons responsible for the OT domain in the 
site, the site component specifies in detail which information 
about assets and applications is made available to which users. 
This function allows each organization or person in charge to 
use the service only within the scope of the service contract.

Center Component
Expected users of the OpreX Managed Service are 

classified into two groups: those who work in the site such 
as persons responsible for OT assets and applications and 
equipment personnel, and those who help maintenance 
activities from outside such as support desk personnel and 
expert engineers. Direct external access to site components 
from outside is not allowed, since this would pose a security 
risk. The center component, which is physically separated 
from the site component, is established for the latter group to 
enable the necessary information to be accessed.

After site components collect information about OT 
assets and applications, the center component visualizes it, 
applies access control, and provides the information to the 
support desk and expert engineers. When authorized by site 
components, users can interact with assets and applications, 
for example, by accessing remotely and transferring files. 
In this case, the center component serves as a launcher. The 
center component is also designed to act as an upper repository 
for the content delivery service, for example, delivering 
verified security update files to site components.

Deployment Patterns
As described above, the Managed Service Suite consists 

of a center component and site components. By using this 
physical configuration, the Managed Service Suite can be 
deployed in various ways according to network policies and 
other requirements (Figure 1).

 � Single site (for a single company)
Deploys both a center component and site components in 
an office or a site.

 � Multi-site (for a single company)
Deploys a center component in a datacenter and site 
components in multiple offices and sites.

 � Private cloud (for a single company)
Deploys a center component in a private cloud datacenter 
and site components in multiple offices and sites.

 � Shared cloud (for multiple companies)
Deploys a center component in a shared cloud datacenter 
and site components in multiple offices and sites. The center 
component controls access through a dedicated workplace 
prepared for each company, office, and site.

BASIC FUNCTIONS

This section describes the functions of the Managed 
Service Suite. Figure 2 overviews its basic functions.

Figure 2 Functions of the Managed Service Suite
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Here are two examples of dashboard displays. Figure 3 
shows one for security application administrators to check the 
progress of security updates and antivirus software updates at 
a glance. Figure 4 is a display for expert engineers who help 
maintain computer assets to check the status of operation and 
resource utilization at a glance.

Figure 3 Dashboard for security applications

Figure 4 Dashboard for computer assets

Automation
Although the dashboard shows useful information, users 

do not always keep an eye on the display. The Managed 
Service Suite monitors OT assets and applications and 
analyzes their various status changes. If these changes require 
attention, the Managed Service Suite automatically takes 
necessary actions such as sending email notifications and 
activating an external ticketing system to make users aware of 
such changes. To execute such actions, various conditions and 
rules can be specified and combined, for example, importance 
of the asset, current operation status, value threshold, and 
recipients.

Remote Access and File Transfer
Users who have been authenticated on the center and site 

components can remotely access and send/receive files to/from 
OT assets and applications in the site. For those responsible for 
the OT domain in the site, the Managed Service Suite offers 
not only simple role-based access control settings but also 
three optional settings that can be used for requests, approval, 
auditing, and others. This enables the Managed Service Suite 
to conform to any operational policies in various scenarios 
where access to the OT domain is required.

 � Session control
Can configure settings such as requesting approval for each 
session and allowing sessions to be established only for 
specified times or applications.

 � Live view
Can share an active session of the remote access with the 
site administrator and other users.

 � Remote access session recording
Can record videos and keyboard actions during a remote 
access session.

Service Contents Delivery (Endpoint Service)
For security reasons, OT assets and applications are 

generally not allowed or strictly restricted to access resources 
on the Internet. The Managed Service Suite can be used for 
service contents delivery (endpoint service) from outside of the 
site to assets in the OT domain or vice versa, depending on the 
maintenance and operation policy of the customer, networks, 
and the system configuration (Figure 5). The security updates 
distribution service and the mail relay service are described 
below as examples of this endpoint service.

Figure 5 Configuration example of service  
contents delivery

 � Security updates distribution service
The center component and site components both come with 
Windows Server Update Services (WSUS) and anti-virus 
software servers as standard. They can manage security 
updates for computers in the OT domain. These servers 
receive the validated latest Microsoft security updates and 
virus definition files delivered from the network operation 
center. This service combines these files and delivers them 
to endpoint computers in the site.

 � Mail relay service
When an OT asset or application has a function to output its 
operational status via e-mail, this service helps distribute 
such e-mail to external parties via the mail relay function 
in the center and site components and the SMTP server.

SECURITY OF THE MANAGED SERVICE SUITE

As cybersecurity threats continue to increase, Yokogawa 
drew up the cybersecurity policy for the OpreX Managed 
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Service and the Managed Service Suite based on international 
standards such as IEC 62443 series and has been conducting 
assessments and taking measures according to that policy in 
all aspects of development, operation, and maintenance. When 
an urgent vulnerability is discovered, patches are applied 
to the Managed Service Suite, as in the case of general OT 
applications. In addition, we release a latest version about 
every four months and evaluate security and modify the design 
for preventive purposes in this cycle. This ensures that the 
secure platform is provided continuously, stably, and quickly.

The network conf igurat ion of the center and site 
components, as well as their physical and data access controls, 
is thoroughly discussed and agreed between Yokogawa and the 
OT domain manager (on behalf of a customer) based on their 
mutual security policies, and is clearly defined in the OpreX 
Managed Service implementation plan.

EXAMPLE OF EMERGENCY MAINTENANCE

The following is an example of how the Managed Service 
Suite can be used for emergency maintenance in case of a 
serious trouble in the control system (Figure 6).

Figure 6 Example of emergency maintenance

 � Detection phase
Through continuous monitoring by the site component, any 
trouble or failure of assets or applications is automatically 
notified to the support desk. The support desk, referring 

to the site map displayed on the center component and the 
activated ticket on the ticketing system, quickly recognizes 
the occurrence of the incident and prompts an initial 
response.

 � Confirmation phase
Depending on the severity of the situation, the support 
desk informs expert engineers about the situation. They in 
turn check the information on the dashboard of the center 
component and determine whether remote access service is 
required.

 � Remote access response phase
If remote access service is required, expert engineers 
request a session on the center component. When the OT 
domain manager grants permission for the session on the 
site component, expert engineers start an investigation 
and take action using the remote access and file transfer 
functions.

This example illustrates how the support desk, the 
OT domain manager, and expert engineers work together 
and make full use of the Managed Service Suite in order 
to perform emergency maintenance with high efficiency, 
transparency, certainty, and security.

CONCLUSION

The Managed Service Suite is the digitalization platform 
of the OpreX Managed Service. This paper explained how it 
satisfies the requirements for solving various problems in the 
OT domain. In addition to continuous and stable provision 
of the OpreX Managed Service, Yokogawa will identify new 
requirements and issues of customers, improve the process 
and platform necessary to overcome them, and work hard to 
increase customer value(3).
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