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The rapid changes in the market and business environment 
require manufacturing customers to become more agile, 
eff icient, and operationally resilient in their business 
management and activities by adopting Smart Manufacturing 
through digital transformation (DX).

In recent decades, OT systems have successfully 
incorporated IT systems (Windows and Linux-based operating 
systems) at the server level, which have enabled the creation of 
various value-added advanced solutions like advanced process 
control, plant asset management, alarm management, control 
valve diagnosis, auto PID tuning, oil movement systems, oil 
blending management, terminal automation systems, shift 
handover, and so forth. These have significantly improved 
productivity and asset management efficiency, as well as 
connectivity for operator stations and other applications.

Today, the OT world is rapidly adopt ing new IT 
technologies such as the cloud, IoT, big data, AI, AR/VR, 
edge, robotics, agile DevOps and UX/UI design. These new 
IT technologies are permeating the OT world not only for 
computing and data storage but also for solution applications 
such as predictive maintenance and asset management, process 
simulation and production optimization, energy management 
and emission cont rol, digital twin, and supply chain 
optimization. Recent advances in IoT have started to unlock 
the potential to drive increased efficiency, safety, reliability, 
and reduced cost for enterprises in myriad industries. These 
advances are being accelerated through the integration of IT 
and OT, or IT/OT convergence, along with innovations in 
smart devices, edge computing, AI, ML, and AR.

IT/OT convergence is not just about technology, it is also 
an organizational convergence dealing with the structure of 
the internal business. IT and OT departments must reform 
their processes to accommodate each other, changes must be 
well communicated throughout the process, and employees 
need to be cross-trained. IT/OT convergence drives the 
integration of organizations and people, business processes, 
and technologies into a single uniform environment, which 
leads to breaking silos, improving efficiency and productivity, 
ensur ing compliance, and achieving enterpr ise goals 

through visualization, collaboration and optimization. IT/OT 
Convergence is changing the nature of manufacturing and 
creating opportunities for innovative improvements to the 
manufacturing industry.

Yokogawa’s IA2IA/Smart Manufacturing approach 
offers integrated solutions leveraging the latest IT/OT 
technologies for plant operation, asset management, and value 
chain optimization at customer System of Systems, through 
DX that extracts value from data accumulated throughout 
the organization for faster, smarter decision-making and 
execution. Yokogawa’s IA2IA/Smart Manufacturing solutions 
achieve high connectivity and collaboration between system 
of systems to achieve autonomous operations and optimum 
value through highly orchestrated business as well as physical 
and digital processes across the entire organization and value 
chain. Successful IT/OT convergence is an essential step in 
the journey towards creating a fully connected, dynamic and 
f lexible smart manufacturing enterprise in a future where 
smart manufacturing ecosystems are highly connected.

Nowadays, in a typical OT environment, IT equipment 
may account for up to 20% of OT infrast ructure. For 
companies implementing DX initiatives, this proportion may 
be as high as 40%. Businesses including manufacturing, 
transportation, mining and other industries are embracing 
IT/OT convergence. While IT/OT convergence can bring 
significant benefits and opportunities, it also creates significant 
challenges and risks for an enterprise to operate and maintain 
the entire IT/OT system safely and efficiently. The challenges 
and risks come from areas such as vast connectivity to 
various systems and IoT devices from various suppliers and 
vendors with access anywhere and anytime, different priorities 
of IT and OT missions in the ONE IT/OT system, cyber-
security threats to OT/ICS networks and large, complex IT/
OT networks, and enterprise ability to understand, identify, 
measure and track cyber-security risks in various networks 
and systems. The primary issue for strengthening IT/OT 
convergence is cyber-security, because IT/OT convergence can 
provide new attack vectors and surfaces, whereby attacks can 
start on one side of the converged infrastructure and creep to 
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the other, i.e., from IT to OT and vice versa.
Recently, Yokogawa has been successfully providing OT 

lifecycle services as well as IT/OT cyber-security services 
for customers’ manufacturing plants with high market 
reorganization and customer trust. Yokogawa’s lifecycle 
service business is now implementing Yokogawa’s Long-Term 
Strategy and Mid-Term Strategy AG2023, to meet increasing 
customer demand and create greater value by solving 
customers’ issues, transforming and expanding the lifecycle 
business from OT to IT/OT convergence systems, capturing 
market opportunities, and leading the lifecycle business amid 
the trend toward IT/OT convergence.

This issue of Yokogawa Technical Report highlights the 
following.
(1)  Perspective and Insight: Transformation and Expectations 

for OT Services
This presents the direction of Yokogawa’s unique service 
business by integrating IT and OT to meet the expectations 
of our customers. In order to provide services as a one-stop 
shop, Yokogawa will go beyond OT services by creating 
a vision and roadmap as an IT/OT convergence service 
provider and realize the future of lifecycle services.

(2)  Special Feature Articles
1. Overview of OpreX Managed Service

OpreX Managed Ser v ice i s  bu i l t  based on a DX 
platform and uses a ticket service, which is based on IT 
service management. This paper introduces the values, 
background, overview and challenges for the future of the 
OpreX Managed Service.

2. Plant Healthcare Service
This service utilizes a DX platform which gathers data on a 
periodic basis from the customer’s OT assets. By analyzing 
the data, the health condition of the OT assets can be 
assessed, so that the customer can assess the risks and 

design the best maintenance plan. This paper explains the 
customer values provided by the Plant Healthcare Service, 
the three kinds of service, and the outlook for the future.

3. Platform Architecture of OpreX Managed Service
While contemporary OT has been enhanced with a wide 
range of assets and applications by building silos with 
legacy systems, a new operation support platform which 
is scalable, flexible, and has a highly secure architecture 
is demanded to improve the efficiency of maintenance and 
avoid the risk of interruptions to operation. This paper 
outlines the features of the Managed Service Suite (MSS) 
and how it contributes to fulfilling requirements.

4. Managed Service with ITIL Efficiency
This paper outlines how Yokogawa has changed approach 
from the traditional operational method, by adopting the 
ITIL-based method to show how people, processes and 
technologies have contributed to the new Managed Service 
approach.

5. IIoT SOC Service
Yokogawa is promoting IoT cloud services for customers 
based on Yokogawa Cloud and so security is essential. By 
drawing on the know-how of Yokogawa Security Operation 
Center (Y-SOC) that has been built internally, Yokogawa 
is developing IT/OT security monitoring services for 
customers and providing secure services. This paper 
explains the technological trends in IT/OT convergence, 
and Yokogawa’s IT/OT integrated SOC through customer 
examples.

I hope this issue of Yokogawa Technical Report will 
help you learn about Yokogawa’s lifecycle service business 
transformation, to help you engage with customers and grow 
the lifecycle service business.
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