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A unique challenge facing operators of industrial networks is the limited 
ability to update the operating systems (OS) in servers and workstations. 
In many cases, the OS can be upgraded only during a plant shutdown. 
In today’s industry, plant wide shutdowns for a variety of maintenance 
activities and upgrade projects might not take place any more often 
than every 5-10 years.

Additionally, the time between patching operating systems is delayed. 
Many industrial automation control system manufacturers recommend 
installing a patch only after it has been tested. Some sites even conduct 
internal testing in a lab environment or on a digital twin of the network 
before installing the patch. As a result, servers running DCS platforms or 
various other applications can reach a point in which the OS is past the 
patch effectivity date or the OS even reaches end of life.
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The active support from an OS manufacturer includes 
many updates, or patch releases, to address bugs and 
vulnerabilities. If hackers uncover a vulnerability in the 
code before the OS manufacturer does, they can launch 
what is known as a “Zero Day” attack. When an operating 
system reaches end of life and is no longer supported, it 
can leave behind potential vulnerabilities for which there 
will be no updates in the future to fix them. Essentially, 
the OS will have a permanent vulnerability to future zero 
day attacks.  

Unfortunately, this situation is the current reality for 
operators of many ICS networks that are running 
continuously and for which there is no time or budget to 
upgrade.

To address these circumstances, Yokogawa offers a 
number of inexpensive, “out of band” solutions that 
substantially decrease the risks exposed by such 
vulnerabilities. An out of band cybersecurity solution is 
a hardware or software application that can be installed 
in an industrial network while the plant process is 
operating. For example, next-generation firewalls and 
application whitelisting are just two of the solutions that 
are inexpensive and relatively easy to install. Yokogawa’s 
cyber security subject matter experts can assess the 
particular network and advise which solution is the best. 

For further information or to learn other ways to 
reduce the risk of an industrial cyberattack, please 
e-mail us at corporatemarketing@us.yokogawa.com.
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