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Welcome back to the final installment of our three-
part series on Demystifying Cybersecurity. In Part I
we covered ways to manage expectations for 
organizations starting OT cybersecurity programs 
from the ground up. One of the ways to do this is 
by making small changes rather than waiting years 
for large CapEx budget approval. Part II covered the 
terminology that is sometimes used interchangeably 
and why it is advantageous to distinguish between the 
different solution types. An OT cyber risk assessment 
is favored as the best first step; a small step but an 
important one, nonetheless.

In this final edition of the series, we will survey ways to 
scope cybersecurity projects with your vendor and the 
steps you should consider during the engineering and 
installation phases.
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The Cybersecurity Roadmap

Let us assume we have completed an OT cybersecurity risk assessment that identified any CVEs (common 
vulnerability and exposure), discovered all assets (preferably down to Level 1), and provided a list of recommended 
upgrades. This list of upgrades can include migrations, firmware upgrades, and cybersecurity solution installations. 
Subsequently, prioritization and action plans need to be laid out.

We can prioritize solution implementation in a few different ways. You can list upgrade solutions by criticality, 
with the most critical vulnerabilities addressed as priority items. Another way is to prioritize upgrades according 
to cost with the least expensive solutions bumped to the top of the list. You can also prioritize upgrades by 
combining both methods. This Criticality & Cost hybrid model is preferred because it highlights what needs to 
happen, and what can feasibly be accomplished. This method also lends itself to building a solid roadmap of future 
cybersecurity upgrades.

The cybersecurity solutions that are budget friendly and provide the best impact to improving the OT network’s 
defensive posture should be the first things implemented on this roadmap. The more expensive solutions 
requiring larger budget approvals can be planned accordingly during later periods.
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Working with Professional Vendors
After the roadmap is locked-in you can start to plan installations of the prioritized cybersecurity projects with 
your vendor of choice. Open and honest discussions about budget and time constraints can help your vendors 
adjust to your plant needs. For projects that are not likely to be budget friendly, I recommend combining as many 
solutions as possible. Capable vendors will know how to combine engineering hours and project management 
hours for several solutions during the FAT (factory assessment test) and SAT (site acceptance test), as well as 
other areas that would normally be duplicated if the cyber projects were carried out one at a time.

After the SAT, ensure you have copies of all design templates, licenses, and contact information. In many cases, 
vendors are willing to provide maintenance and phone support that is folded into the project price. Doing so can 
provide an extra set of hands for sites that have more jobs to do than people to do them.
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Steps, Solutions, and Roadmaps
At this point, you have hopefully taken that first small step towards decreasing your risk of an OT network 
cyberattack. In Part I, we covered why that first small step absolutely needs to be an OT cyber risk assessment. 
Part II covered solution types. And in this part of the series, I have addressed how to craft an OT cybersecurity 
roadmap by prioritizing remediation efforts. As you continue to improve your cyber defensive posture over the 
next few years, remember to review and update your cybersecurity roadmap. Company and site priorities may 
change along with available technology. Lastly, keep in mind that OT cybersecurity is a journey to reduce the risk 
of attack through intentional progress. Where there is intention there is action. And where there is action there is 
definitely progress.
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Take Action Today

https://tinyurl.com/m68mawb8




