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Terminology

You may have heard the advice start now and start 
small regarding cybersecurity. “Ok, but how?” 
is the question you may be asking. First, I want 
to clear up a few things. In some situations, a 
company may prescribe “cybersecurity” for a plant 
with terms like “system hardening” or “endpoint 
protection” without really understanding what 
these concepts mean. Here is a quick glossary 
to help navigate your next meeting with your 
cybersecurity vendor.
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Endpoint protection

Every machine on the network is considered an endpoint. Endpoint protection 
refers to anti-virus and application whitelisting. It is important to have both of 
these solutions for true endpoint protection.

System hardening

This is by far one of the most misused phrases. This is a procedure by which an 
engineer will optimize the inherent security features of an operating system 
that runs a computer or a server. These security features include things like 
disabling autorun or turning off USB port capability. It can be accomplished 
centrally or going machine by machine.

Antivirus

It’s likely a term you’re already familiar with. This is a software application that 
keeps alibrary of malware that is barred from running on a computer. For an 
OT environment, antivirus must be centrally run to save time on labor.

Whitelisting

This type of software is the inverse of antivirus software. Whitelisting will only 
allow pre-approved applications to run on your computer.

BRS

Backup and recovery system. This keeps an image of the machines comprising 
your OT network. Keep in mind that only the machines you designate will be 
backed up.
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So What’s The Next Step

The definitions above are far from a 
comprehensive list. But it will suffice for those 
starting on the cybersecurity road. Using this 
terminology, we can better understand ways 
to begin small successfully. The first step I 
always recommend is to have a risk assessment 
completed. A qualitative technical risk assessment 
is the best way to identify and prioritize any risks 
from existing vulnerabilities.



Risk Assessment

Find out what you don’t know.

From a high level, a qualitative technical risk assessment is a mix of subjective 
and objective measurements regarding the security posture of your 
system. These measurements are usually done in accordance with a specific 
cybersecurity standard like NIST or ISA 62443. The objective measurements 
will decide whether a particular machine uses an updated operating system. 
The subjective portion will identify specific vulnerabilities and grade the risk 
those vulnerabilities can pose to your control system. 

After this, prioritize the list of identified vulnerabilities from most significant 
risk to least risk. It is normal for some of the remediation projects that will 
mitigate these vulnerabilities to be too expensive or time-consuming, for 
the immediate future. In these cases, I recommend making a case to upper 
management to set aside future OPEX or CAPEX budgets for these projects. 
After this, you can go down the list to implement the remediation efforts that 
can be done now. 

The prioritized vulnerabilities and remediation recommendations list is a 
shortened version of your cybersecurity road map. You have now started the 
process and can measure where your control system is and where it’s going. 
This assessment documentation can also be used to measure key performance 
indicators (KPI) regarding security as well as securing asset insurance policies. 

Of course, there are some clients that can’t perform an assessment or don’t 
want to. In this case, I recommend you choose a more straightforward 
cybersecurity project that can be done turnkey. System hardening is a great 
way to start and a project that can provide the most bang for the buck. A 
few days of on-site labor is usually all it takes, and it gives some of the core 
functions to protect your OT network, making it more resilient against attacks.
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