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Introduction

This document describes how to create a key card to be used in the Sushi Sensor system. The
key card is used to store security information that is used for authentication and encryption
processing of LoORaWAN communication. The key card must be created before LoRaWAN
gateway and Sushi Sensor settings are configured.

An Android device and NFC card are required to create a key card. The Android device must
satisfy the GS 01WO06E01-10EN software specifications.

B Notes Regarding this Document
* The contents of this manual are subject to change without prior notice.

« Allrights reserved. No part of this manual may be reproduced in any form without
Yokogawa'’s written permission.

+ If any question arises or errors are found, or if any information is missing from this manual,
please inform the nearest Yokogawa sales office.

All Rights Reserved, Copyright © 2019, Yokogawa Electric Corporation TIOTWOBA51-41EN  Mar. 26, 2019-00



1.

Role of Key Cards

Network Information (Gateway name, App EUl and APP Key) is required to configure network
settings in the Sushi Sensor system. Set the same information to both the Sushi Sensor and
LoRaWAN gateway. Network information is created and distributed using the method shown in

Figure 1-1.
This document describes “Write network information in the key card”.
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Figure 1-1 Creating and distributing network information
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2.

2.1

2.2

Creating a Key Card

Preparations

Determine the network management information that will be used in the Sushi Sensor system
shown in Table 2-1. These information items are written to a key card and used to configure
Sushi Sensor settings. They are also required to configure LoORaWAN gateway settings.

Table 2-1 Network management information list

Parameter Description Setting

Gateway Specify the name of the LoRaWAN gateway. | Specify this name using up to 10 characters.

name This name is indicated as the gateway name | Single-byte uppercase alphabet characters,
in the Sushi Sensor App. single-byte numerals, "-" (hyphen), and "_"

(underscore) can be used.

App EUI Identifier of the LoRaWAN gateway. Specify the EUI-64 address of the LoRaWAN
Used together with the App Key to connectto | gateway.
the LoRaWAN gateway.

App Key Gateway encryption key. Specify this key using arbitrary 128 bits
Used together with the App EUI to connect to | data. Thirty-two characters in hexadecimal
the LoRaWAN gateway. notation.

It can be automatically generated using the
dedicated “Key Card Editor” tool.

For information on the App EUI creation rules, refer to “Sushi Sensor System Setup Guide -
MultiConnect Conduit IP67 Base Station Manufactured by Multi-Tech Systems”
(TI01WO0BA51-50EN).

Installing Key Card Editor

Key Card Editor is required to create a key card. Key Card Editor is a tool that can only be used
on Android device. Access Google Play to install Key Card Editor.

Open Google Play Store.

Press the [Install] button to start installation.

(1)

(2) Enter “Key Card Editor” in the “Search bar” at the top of the screen.
(3) Select [Key Card Editor] from the search result screen.
(4)

TI01WOBA51-41EN Mar. 30, 2026-00




2.3 Creating a Key Card

This section describes how to create a key card. Prepare a card on which no information is
written.

(1) Launch Key Card Editor, and put the prepared card close to the Android device.

(2) Enter Gateway name, App EUI, and App Key you determined in Section 2.1. If you turn
on [Auto-generate App Key], App Key will be generated automatically. When the entry is
completed, press the [Write to Key Card] button.

(3) When the “Write Key Card” screen is displayed, put the prepared card close to the Android
device.

(4) When the “Write Complete” screen is displayed, writing is completed. Press the [Done]
button.

YRMEmOp RO W L34 5006 ¢ 8 - CemmOop PN OW® L350 CemmOop BN O W L350

Key Card Editor & Key Card Editor < Key Card Editor Key Card Editor

Gateway Name [0~9, A~Z, -, _]
(in 10 words or less)

Read Key Card ( | Write Key Card

App EUI [0~9, a~f, A~F] (16 words)

D | | A
App Key Generation [ ) Q

Generate App Key

A A

App Key [0~9, a~f, A~F ] (32 words) Write Complete
Please get Android device to Key Card Please get Android device to Key Card

Write to Key Card

Read Key Card screen Parameter entry screen Write Key Card screen Write Complete screen

A\ NoTE

You can write your key card only once. The settings written to the key card cannot be erased or
overwrited. Before finishing writing, carefully confirm the settings, and press the [Write to Key
Card] button when they are correct.
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24 Checking the Key Card

This section describes how to check the contents of the key card.

(1) Launch Key Card Editor, and put the prepared card close to the Android device.

(2) Check that “Gateway Name” matches the value you wrote.

YEECmOB 3N O® L aas Cemomp FNO® u s

Key Card Editor 3 < Key Card Editor

Gateway Name [0~9, A~Z, -, _]
(in 10 words or less)

Read Key Card | ykewo1

App EUI [0~9, a~f, A~F ] (16 words)

T
App Key [0~9, a~f, A~F ] (32 words)

i}

C

Please get Android device to Key Card

< O (] d O a

Read Key Card screen Parameter confirmation screen

A\ NoTE

In Key Card Editor, the values other than Gateway name are indicated by asterisks (*).
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3.

3.1

Software

Key Card Editor Software License

Agreement
Key Card Editor
Software License Agreement

IMPORTANT - PLEASE READ CAREFULLY BEFORE INSTALLING OR USING:

THIS SOFTWARE LICENSE AGREEMENT (“AGREEMENT”’) IS A LEGALLY BINDING
CONTRACT BETWEEN THE END USER (“LICENSEE”) AND YOKOGAWA ELECTRIC
CORPORATION AND ITS DESIGNATED SUBSIDIARIES (COLLECTIVELY, “YOKOGAWA”)
FOR LICENSEE TO INSTALL OR USE YOKOGAWA'’S KEY CARD EDITOR SOFTWARE
PRODUCT. SUBJECT TO LICENSEE’S CONSENT TO THE TERMS AND CONDITIONS OF
THIS AGREEMENT, LICENSEE MAY INSTALL THE SOFTWARE PRODUCT. IF LICENSEE
DOES NOT AGREE, LICENCEE MAY NOT INSTALL NOR USE THE SOFTWARE PRODUCT.

1. Scope

1.1 This Agreement applies to the Key Card Editor software products (the “Software Product”)
of which Yokogawa or any of its licensors owns the intellectual property rights.

1.2 The Software Product includes, without limitation, computer programs, key codes (software
license files), manuals and other associated documents, databases, fonts, input data, and
any images, photographs, animations, video, voice, music, text, and applets (software
linked to text and icons) embedded in the software.

1.3 Unless otherwise provided by Yokogawa, this Agreement applies to the updates and
upgrades of the Software Product.

2. Grant of License

2.1 Subject to the terms and conditions of this Agreement, Yokogawa hereby grants to Licensee
a non-exclusive and non-transferable right to use the Software Product on the terminal
equipment recommended by Yokogawa (“Recommended Terminals”) as the engineering
support tool for the end user using Yokogawa’s Sushi Sensor . Use of the Software Product
shall be subject to the terms and conditions of General Specifications, instruction manuals
and other associated documents in addition to this Agreement.

2.2 Unless otherwise agreed or provided by Yokogawa in writing, the following acts are
prohibited:

a) to reproduce the Software Product;

b) to sell, lease, distribute, transfer, pledge, sublicense, make available via the network or
otherwise convey the Software or the license granted herein to any other person or entity;

c) to cause, permit or attempt to dump, disassemble, decompile, reverse-engineer, or
otherwise translate or reproduce the Software Product into source code or other human
readable format, or to revise or translate the Software Product into other language and
change it to other formats than that in which Yokogawa provided;

d) to cause, permit or attempt to remove any copy protection used or provided in the Software
Product;

e) to remove any copyright notice, trademark notice, logo or other proprietary notices or
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identification shown in the Software Product; or

f) to develop or have developed derivative software or other computer programs which are
based on the Software Product unless otherwise permitted by Yokogawa in writing.

2.3 Any and all technology, algorithms, know-how and process contained in or applicable on
the Software Product are the intellectual property or trade secret of Yokogawa or any of its
licensors. Copyright, trademark and any other intellectual property rights in and ownership
of the Software Product shall be retained by Yokogawa or any of its licensors and none of
the rights will be transferred to Licensee hereunder.

2.4 Licensee agrees to maintain the aforementioned intellectual property and trade secrets of
Yokogawa or any of its licensors and key codes (software license files) in strict confidence,
not to disclose it to any party other than Licensee’s employees, officers, directors or similar
staff who have a legitimate need to know to use the Software Product and agreed in writing
to abide by the obligations hereunder.

2.5 Upon expiration or termination of this Agreement, any copies of the Software Product
retained in Recommended Terminals shall be deleted irretrievably. If Licensee disposes of
Recommended Terminals in which the Software Product or its copy is stored, the contents
shall be irretrievably deleted.

3. Restrictions on use

3.1 Unless otherwise agreed in writing between Licensee and Yokogawa, the Software Product
is not intended, designed, produced or licensed for aircraft operation or control, ship
navigation, or ground facility or device for support of the aforesaid operation or control, nor
for planning, construction, maintenance or operation of any nuclear related facility.

3.2 If the Software Product is used for the above mentioned purposes, neither Yokogawa nor
Supplier assumes liability for any claim or damage arising from the said use and Licensee
shall indemnify and hold Yokogawa, Supplier, their affiliates, subcontractors, officers,
directors, employees and agents harmless from any liability or damage whatsoever,
including any court costs and attorney’s fees, arising out of or related to the said use.

4. No Warranty

THE SOFTWARE PRODUCT SHALL BE PROVIDED TO LICENSEE ON AN “AS IS”

BASIS. TO THE MAXIMUM EXTENT PERMITTED BY LAW, YOKOGAWA DISCLAIMS

ALL WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY
QUALITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF

THIRD PARTY RIGHTS. YOKOGAWA DOES NOT WARRANT THAT THE FUNCTIONS
CONTAINED IN THE SOFTWARE PRODUCT WILL MEET ANY REQUIREMENTS OR
NEEDS LICENSEE MAY HAVE, THAT THE SOFTWARE PRODUCT WILL OPERATE ERROR
FREE, OR IN AN UNINTERRUPTED FASHION, THAT ANY DEFECTS OR ERRORS IN

THE SOFTWARE PRODUCT WILL BE CORRECTED, THAT THE SOFTWARE PRODUCT
HAS NO INCONSISTENCY OR INTERFERENCE WITH OTHER SOFTWARE, THAT

THE SOFTWARE PRODUCT OR THE RESULTS ARISING THEREFROM IS PRECISE,
RELIABLE OR UP-TO-DATE, THAT THE SOFTWARE PRODUCT IS COMPATIBLE WITH ANY
PARTICULAR SOFTWARE REQUIRED TO RUN THE SOFTWARE PRODUCT, OR THAT
THE SOFTWARE PRODUCT IS FREE OF VULNERABILITY TO INTRUSION OR ATTACK.
SOME JURISDICTIONS DO NOT ALLOW THE WAIVER OR EXCLUSION OF IMPLIED
WARRANTIES SO THEY MAY NOTAPPLY TO LICENSEE.

5. Limitation of Liability

EXCEPT TO THE EXTENT THAT LIABILITY MAY NOT LAWFULLY BE EXCLUDED,
YOKOGAWA SHALL NOT BE LIABLE TO LICENSEE FOR ANY DAMAGE OR LOSS,
WHETHER DIRECT OR INDIRECT, INCLUDING BUT NOT LIMITED TO LOSS OF BUSINESS

TI01WOBA51-41EN Mar. 26, 2019-00



PROFITS, BUSINESS INTERRUPTION, LOSS OF MATERIALS OR PRODUCTS, LOSS OF
PRODUCTION, LOSS OF CONTRACTS, LOSS OR DESTRUCTION OF DATA, LOSS OF
AVAILABILITY AND THE LIKE, OR INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL
OR EXEMPLARY DAMAGES, OR OTHER SIMILAR DAMAGES OF ANY KIND, ARISING OUT
OF THE USE OR INABILITY TO USE OF THE SOFTWARE PRODUCT, ORARISING OUT

OF ITS GENERATED APPLICATIONS OR DATA, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES, WHETHER BASED IN WARRANTY (EXPRESS OR IMPLIED),
CONTRACT, STRICT LIABILITY, TORT (INCLUDING NEGLIGENCE), ORANY OTHER LEGAL
OR EQUITABLE GROUNDS

6. Assignment

Licensee shall not assign its rights or obligations under this Agreement without prior written
consent of Yokogawa. If Licensee novates or assigns this Agreement and the Software Product
with Yokogawa’s consent, Licensee shall transfer all copies and whole part of the Software
Product to the assignee and shall delete any and all copy of the Software Product in possession
irretrievably. This Agreement shall inure to the benefit of and shall be binding on the successors
of the parties.

7. Export Control

Licensee agrees to comply with the export control and related laws, regulations and orders

of Japan, the United States of America, and any other applicable countries and, if Licensee
exports or re-exports the Software Product, to obtain export/import permit and take all necessary
procedures under Licensee’s own responsibility and at Licensee’s own expense.

8. Withholding

Even after the license being granted under this Agreement, should there be any change in
circumstances or environment of use which was not foreseen at the time of delivery and,

in Yokogawa’s reasonable opinion, is not appropriate for using the Software Product, or if
Yokogawa otherwise reasonably believes it is inappropriate for Licensee to continue using the
Software Product, Yokogawa may suspend or withhold the license provided hereunder.

9. Termination

Yokogawa shall have the right to terminate this Agreement with immediate effect upon notice to
Licensee, if Licensee breaches any of the terms and conditions hereof. Upon termination of this
Agreement, Licensee shall promptly cease using the Software Product and, in accordance with
sub-clause 2.5, irretrievably delete all copies of the Software Product, certifying the same in
writing. Clauses 2.4 and 2.5, 5 and 10 shall survive any termination of this Agreement.

10. Governing Law; Dispute Resolution

This Agreement shall be governed by and construed in accordance with the laws of Japan.

If Licensee is a Japanese individual or entity, all disputes, controversies or differences which
may arise between the parties hereto, out of, in relation to or in connection with this Agreement
(“Dispute”) shall be brought exclusively in the Tokyo District Court (The Main Court) in Japan. If
Licensee is not a Japanese individual or entity, any Dispute shall be finally settled by arbitration
in Tokyo, Japan in accordance with the Commercial Arbitration Rules of the Japan Commercial
Arbitration Association. All proceedings in arbitration shall be conducted in the English language,
unless otherwise agreed. The award of arbitration shall be final and binding upon both parties,
however, each party may make an application to any court having jurisdiction for judgment to be
entered on the award and/or for enforcement of the award.
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11. Miscellaneous

11.1 If any part of this Agreement is found void or unenforceable, it shall not affect the validity
of the balance of the Agreement, which shall remain valid and enforceable according to its
terms and conditions. The parties hereby agree to attempt to substitute for such invalid or
unenforceable provision a valid or enforceable provision that achieves to the greatest extent

possible the economic, legal and commercial objectives of the invalid or unenforceable
provision.

11.2 Failure by either party to insist on performance of this Agreement or to exercise a right does

not prevent such party from doing so at a later time, either in relation to that default or any
subsequent default.
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Revision Information

Title Sushi Sensor System Key Card Creation Guide
Manual number : Tl 01W06A51-41EN
Edition Date Revised ltem
1st March 2019 New issue
Removed support server usage
2nd March 2026 Added automatic App Key generation function
Correction of parameter descriptions
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